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&KRRVLQJ�WKH�DXWRPDWLRQ�WRRO ��

,QWURGXFLQJ�$QVLEOH ��
0RGXOHV ��
9DULDEOHV ��
,QYHQWRU\ ��
5ROHV ��
3OD\ERRNV ��

$QVLEOH�IRU�2SHQ6WDFN ��
7KH�GHYHORSPHQW�DQG�SURGXFWLRQ�HQYLURQPHQWV ��
7KH�KDUGZDUH�DQG�VRIWZDUH�UHTXLUHPHQWV ��
1HWZRUNLQJ�UHTXLUHPHQWV ��
7KH�GHYHORSPHQW�HQYLURQPHQW ��

6HWWLQJ�XS�WKH�GHYHORSPHQW�PDFKLQH ��
3UHSDULQJ�WKH�LQIUDVWUXFWXUH�FRGH�HQYLURQPHQW ��

3UHSDULQJ�WKH�GHYHORSPHQW�VHWXS ��
&RQILJXULQJ�\RXU�VHWXS ��
%XLOGLQJ�WKH�GHYHORSPHQW�VHWXS ��

7UDFNLQJ�\RXU�FKDQJHV ��
6XPPDU\ ��

&KDSWHU����2SHQ6WDFN�&OXVWHU�b�7KH�&ORXG�&RQWUROOHU�DQG�&RPPRQ
6HUYLFHV ��

8QGHUVWDQGLQJ�WKH�DUW�RI�FOXVWHULQJ ��
$V\PPHWULF�FOXVWHULQJ ��
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6\PPHWULF�FOXVWHULQJ ��
'LYLGH�DQG�FRQTXHU ��
7KH�FORXG�FRQWUROOHU ��

7KH�.H\VWRQH�VHUYLFH ��
7KH�LGHQWLW\�SURYLGHU ��
7KH�UHVRXUFH�SURYLGHU ��
7KH�DXWKRUL]DWLRQ�SURYLGHU ��
7KH�WRNHQ�SURYLGHU ��
7KH�FDWDORJ�SURYLGHU ��
7KH�SROLF\�SURYLGHU ��
)HGHUDWHG�.H\VWRQH ��
)HUQHW�WRNHQV ��

7KH�QRYD�FRQGXFWRU�VHUYLFH ��
7KH�QRYD�VFKHGXOHU�VHUYLFH ��
7KH�$3,�VHUYLFHV ��
,PDJH�PDQDJHPHQW ��
7KH�QHWZRUN�VHUYLFH ��
7KH�+RUL]RQ�GDVKERDUG ��
7KH�WHOHPHWU\�VHUYLFHV ��

$ODUPV ��
(YHQWV ��

,QIUDVWUXFWXUH�VHUYLFHV ��
3ODQQLQJ�IRU�WKH�PHVVDJH�TXHXH ��
&RQVROLGDWLQJ�WKH�GDWDEDVH ��

&ORXG�FRQWUROOHU�FOXVWHULQJ ��
6WDUWLQJ�GHSOR\PHQW�ZLWK�2SHQ6WDFN�$QVLEOH ��

7KH�GHSOR\PHQW�QRGH ��
%ULQJLQJ�XS�WKH�FRQWUROOHU�QRGHV ��

7KH�WDUJHW�KRVWV ��
&RQILJXULQJ�WKH�QHWZRUN ��
5XQQLQJ�WKH�2SHQ6WDFN�SOD\ERRNV ��

&RQILJXULQJ�2SHQ6WDFN�$QVLEOH ��
1HWZRUN�FRQILJXUDWLRQ ��
&RQILJXULQJ�+RVW�*URXSV ��
7KH�SOD\ERRNV ��

6XPPDU\ ���

&KDSWHU����2SHQ6WDFN�&RPSXWH���&KRLFH�RI�+\SHUYLVRU�DQG�1RGH
6HJUHJDWLRQ ���

7KH�FRPSXWH�VHUYLFH�FRPSRQHQWV ���
'HFLGLQJ�RQ�WKH�K\SHUYLVRU ���

7KH�'RFNHU�FRQWDLQHUV ���
2SHQ6WDFN�0DJQXP�SURMHFW ���
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6HJUHJDWLQJ�WKH�FRPSXWH�FORXG ���
$YDLODELOLW\�]RQHV ���
+RVW�$JJUHJDWHV ���
1RYD�FHOOV ���
5HJLRQV ���

:RUNORDG�VHJUHJDWLRQ ���
&KDQJLQJ�WKH�FRORU�RI�WKH�K\SHUYLVRU ���

2YHUFRPPLWPHQW�FRQVLGHUDWLRQV ���
7KH�&38�DOORFDWLRQ�UDWLR ���
7KH�5$0�DOORFDWLRQ�UDWLR ���

6WRULQJ�LQVWDQFHV
�DOWHUQDWLYHV ���
([WHUQDO�VKDUHG�ILOH�VWRUDJH ���
,QWHUQDO�QRQ�VKDUHG�ILOH�VWRUDJH ���

8QGHUVWDQGLQJ�LQVWDQFH�ERRWLQJ ���
8QGHUVWDQGLQJ�WKH�1RYD�VFKHGXOLQJ�SURFHVV ���
%RRWLQJ�IURP�LPDJH ���
*HWWLQJ�WKH�LQVWDQFH�PHWDGDWD ���
$GG�D�FRPSXWH�QRGH ���

3ODQQLQJ�IRU�VHUYLFH�UHFRYHU\ ���
%DFNXS�ZLWK�EDFNXS�PDQDJHU ���
6LPSOH�UHFRYHU\�VWHSV ���
'DWD�SURWHFWLRQ�DV�D�VHUYLFH ���
7KH�2SHQ6WDFN�FRPPXQLW\ ���

6XPPDU\ ���

&KDSWHU����2SHQ6WDFN�6WRUDJH���%ORFN��2EMHFW��DQG�)LOH�6KDUH ���

8QGHUVWDQGLQJ�WKH�VWRUDJH�W\SHV ���
(SKHPHUDO�VWRUDJH ���
3HUVLVWHQW�VWRUDJH ���

2EMHFW�VWRUDJH�LV�QRW�1$6�6$1 ���
$�VSRWOLJKW�RQ�6ZLIW ���

7KH�6ZLIW�DUFKLWHFWXUH ���
,QGH[LQJ�WKH�GDWD ���
$�ULFK�$3,�DFFHVV ���
6ZLIW�JDWHZD\V ���

3K\VLFDO�GHVLJQ�FRQVLGHUDWLRQV ���
7KH�6ZLIW�ULQJ ���
6WRUDJH�SROLF\�DQG�HUDVXUH�FRGLQJ ���
6ZLIW�KDUGZDUH ���

:KHUH�WR�SODFH�ZKDW ���
7KH�6ZLIW�QHWZRUN ���

'HSOR\LQJ�6ZLIW�VHUYLFH ���
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8VLQJ�EORFN�VWRUDJH�VHUYLFH��&LQGHU ���
&LQGHU�EDFNHQG�GULYHUV�DQG�VFKHGXOLQJ ���
'HSOR\LQJ�&LQGHU�VHUYLFH ���

8VLQJ�VKDUH�VWRUDJH�VHUYLFH��0DQLOD ���
8VLQJ�WKH�VKDUH�VHUYLFH ���

&KRRVLQJ�WKH�VWRUDJH ���
/RRNLQJ�EH\RQG�WKH�GHIDXOW���&HSK ���

&HSK�LQ�2SHQ6WDFN ���
'HSOR\LQJ�&HSK�ZLWK�$QVLEOH ���
6WRULQJ�LPDJHV�LQ�&HSK ���

6XPPDU\ ���

&KDSWHU����2SHQ6WDFN�1HWZRUNLQJ���&KRLFH�RI�&RQQHFWLYLW\�7\SHV�DQG
1HWZRUNLQJ�6HUYLFHV ���

7KH�DUFKLWHFWXUH�RI�1HXWURQ ���
1HXWURQ�SOXJLQV ���

6HUYLFH�SOXJLQ ���
$JHQWV ���
1HXWURQ�$3,�H[WHQVLRQV ���

,PSOHPHQWLQJ�YLUWXDO�QHWZRUNV ���
9/$1�EDVHG�QHWZRUNV ���
7XQQHO�EDVHG�QHWZRUNV ���
9LUWXDO�VZLWFKHV ���
7KH�0/��SOXJLQ ���
1HWZRUN�W\SHV ���
1HXWURQ�VXEQHWV ���
&UHDWLQJ�YLUWXDO�QHWZRUNV�DQG�VXEQHWV ���
8QGHUVWDQGLQJ�QHWZRUN�SRUW�FRQQHFWLYLW\ ���

8QGHUVWDQGLQJ�/LQX[�EULGJH�EDVHG�FRQQHFWLYLW\ ���
8QGHUVWDQGLQJ�2SHQ96ZLWFK�EDVHG�FRQQHFWLYLW\ ���

&RQQHFWLQJ�YLUWXDO�QHWZRUNV�ZLWK�URXWHUV ���
&RQILJXULQJ�WKH�URXWLQJ�VHUYLFH ���
&RQQHFWLQJ�QHWZRUNV�XVLQJ�D�YLUWXDO�URXWHU ���
&RQQHFWLQJ�WR�WKH�H[WHUQDO�ZRUOG ���
3URYLGLQJ�FRQQHFWLYLW\�IURP�WKH�H[WHUQDO�ZRUOG ���
$VVRFLDWLQJ�D�IORDWLQJ�,3�WR�D�YLUWXDO�PDFKLQH ���

,PSOHPHQWLQJ�QHWZRUN�VHFXULW\�LQ�2SHQ6WDFN ���
6HFXULW\�JURXSV ���

&UHDWLQJ�VHFXULW\�JURXS�SROLFLHV ���
)LUHZDOO�DV�D�VHUYLFH ���

&RQILJXULQJ�WKH�ILUHZDOO�VHUYLFH ���
&UHDWLQJ�ILUHZDOO�SROLFLHV�DQG�UXOHV ���
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,QWHU�VLWH�FRQQHFWLYLW\�ZLWK�931�VHUYLFH ���
&RQILJXULQJ�WKH�931�VHUYLFH�SOXJLQ ���
&UHDWLQJ�WKH�931�VHUYLFH ���

&UHDWLQJ�WKH�,QWHUQHW�.H\�([FKDQJH�SROLF\ ���
&UHDWLQJ�DQ�,36HF�SROLF\ ���
&UHDWLQJ�D�931�VHUYLFH ���
&UHDWLQJ�DQ�,36HF�VLWH�FRQQHFWLRQ ���

6XPPDU\ ���

&KDSWHU����$GYDQFHG�1HWZRUNLQJ���$�/RRN�DW�6'1�DQG�1)9 ���

8QGHUVWDQGLQJ�6'1�EDVHG�QHWZRUNV ���
296�DUFKLWHFWXUH ���

$UFKLWHFWXUH�RI�291 ���
&RPSRQHQWV�RI�291 ���
,QWHJUDWLQJ�291�ZLWK�2SHQ6WDFN ���
,PSOHPHQWLQJ�YLUWXDO�QHWZRUNV�ZLWK�291 ���

8QGHUVWDQGLQJ�QHWZRUN�IXQFWLRQ�YLUWXDOL]DWLRQ ���
7KH�0DQDJHPHQW�DQG�2UFKHVWUDWLRQ��0$12��VSHFLILFDWLRQV ���
7RSRORJ\�DQG�2UFKHVWUDWLRQ�6SHFLILFDWLRQ�IRU�&ORXG�$SSOLFDWLRQV
�726&$��WHPSODWHV ���

/RRNLQJ�DW�WKH�7DFNHU�SURMHFW ���
'HSOR\LQJ�/%DD6�VHUYLFH�ZLWK�2FWDYLD ���

&RQILJXULQJ�2FWDYLD ���
&UHDWLQJ�D�ORDG�EDODQFHU ���

6XPPDU\ ���

&KDSWHU����2SHUDWLQJ�WKH�2SHQ6WDFN�,QIUDVWUXFWXUH���7KH�8VHU
3HUVSHFWLYH ���

2SHUDWLQJ�WKH�2SHQ6WDFN�WHQDQF\ ���
0DQDJLQJ�SURMHFWV�DQG�XVHUV ���
0DQDJLQJ�XVHU�FDSDELOLWLHV ���
0DQDJLQJ�TXRWDV ���

&RPSXWH�VHUYLFH�TXRWDV ���
%ORFN�VWRUDJH�VHUYLFH�TXRWDV ���
1HWZRUN�VHUYLFH�TXRWDV ���
2UFKHVWUDWLRQ�VHUYLFH�TXRWDV ���

2UFKHVWUDWLRQ�LQ�2SHQ6WDFN ���
'HP\VWLI\LQJ�WKH�SRZHU�RI�+HDW ���
6WDFNLQJ�LQ�2SHQ6WDFN ���

2UJDQL]LQJ�WKH�VWDFNV ���
0RGXODUL]LQJ�WKH�VWDFNV ���

(PEUDFLQJ�2SHQ6WDFN�RUFKHVWUDWLRQ���7HUUDIRUP ���
7HUUDIRUP�LQ�DFWLRQ ���
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7HUUDIRUP�LQ�2SHQ6WDFN ���
6XPPDU\ ���

&KDSWHU����2SHQ6WDFN�+$�DQG�)DLORYHU ���

+$�XQGHU�WKH�VFRSH ���
'R�QRW�PL[�WKHP ���
+$�OHYHOV�LQ�2SHQ6WDFN ���
$�VWULFW�VHUYLFH�OHYHO�DJUHHPHQW ���
0HDVXULQJ�+$ ���
7KH�+$�GLFWLRQDU\ ���

+DQGV�RQ�+$ ���
8QGHUVWDQGLQJ�+$3UR[\ ���

6HUYLFHV�VKRXOG�QRW�IDLO ���
/RDG�EDODQFHU�VKRXOG�QRW�IDLO ���

2SHQ6WDFN�+$�XQGHU�WKH�KRRG ���
+$�LQ�WKH�GDWDEDVH ���
+$�LQ�WKH�TXHXH ���

.HHS�FDOP�DQG�LPSOHPHQW�+$ ���
,PSOHPHQWLQJ�+$�RQ�0\64/ ���
,PSOHPHQWLQJ�+$�RQ�5DEELW04 ���

,PSOHPHQWLQJ�+$�RQ�2SHQ6WDFN�FORXG�FRQWUROOHUV ���
,PSOHPHQWLQJ�+$�RQ�QHWZRUN�QRGHV ���
9553�LQ�1HXWURQ ���
0RUH�+$�LQ�1HXWURQ ���

+$�LQ�$QVLEOH� ���
6XPPDU\ ���

&KDSWHU�����0RQLWRULQJ�DQG�7URXEOHVKRRWLQJ���5XQQLQJ�D�+HDOWK\
2SHQ6WDFN�&OXVWHU ���

7HOHPHWU\�LQ�2SHQ6WDFN ���
5HWKLQNLQJ�&HLORPHWHU ���

&HLORPHWHU�JORVVDU\ ���
7KH�&HLORPHWHU�DUFKLWHFWXUH ���

*QRFFKL���WLPH�VHULHV�GDWDEDVH�DV�D�VHUYLFH ���
7KH�*QRFFKL�DUFKLWHFWXUH ���

$RGK���HPEUDFLQJ�DODUPV ���
7KH�$RGK�DUFKLWHFWXUH ���

,QVWDOOLQJ�7HOHPHWU\�LQ�2SHQ6WDFN ���
7KH�&HLORPHWHU�LQVWDOODWLRQ ���
&RQILJXULQJ�DODUPLQJ ���

$UPLQJ�2SHQ6WDFN�PRQLWRULQJ ���
5XQQLQJ�1DJLRV ���

3ODFLQJ�1DJLRV ���
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,QVWDOOLQJ�WKH�1DJLRV�VHUYHU ���
&RQILJXULQJ�1DJLRV�RQ�2SHQ6WDFN�QRGHV ���

:DWFKLQJ�2SHQ6WDFN ���
7URXEOHVKRRWLQJ���PRQLWRULQJ�SHUVSHFWLYH ���

6HUYLFHV�XS�DQG�UXQQLQJ ���
6HUYLFHV�VKRXOG�OLVWHQ ���
5HVFXLQJ�LQVWDQFHV ���
$OO�JUHHQ�EXW�XQUHDFKDEOH ���

6XPPDU\ ���

&KDSWHU�����.HHSLQJ�7UDFN�RI�/RJV���(/.�DQG�2SHQ6WDFN ���

7DFNOLQJ�ORJJLQJ ���
'HP\VWLI\LQJ�ORJV�LQ�2SHQ6WDFN ���

/RJV�ORFDWLRQ ���
$GMXVWLQJ�ORJV�LQ�2SHQ6WDFN ���

7ZR�H\HV�DUH�EHWWHU�WKDQ�RQH�H\H ���
(/.�XQGHU�WKH�KRRG ���
3ODFLQJ�WKH�(/.�VHUYHU ���

,QVWDOOLQJ�WKH�(/.�VHUYHU ���
,QVWDOOLQJ�(ODVWLF6HDUFK ���
&RQILJXULQJ�(ODVWLF6HDUFK ���
'HILQLQJ�(ODVWLF6HDUFK�UROHV ���

([WHQGLQJ�(ODVWLF6HDUFK�FDSDELOLWLHV ���
,QVWDOOLQJ�.LEDQD ���
&RQILJXULQJ�.LEDQD ���
,QVWDOOLQJ�/RJ6WDVK ���
&RQILJXULQJ�/RJ6WDVK ���
/RJ6WDVK�LQ�DFWLRQ ���
3UHSDULQJ�/RJ6WDVK�FOLHQWV ���
)LOWHULQJ�2SHQ6WDFN�ORJV ���

([WHQGLQJ�WKH�2SHQ6WDFN�(/.�SLSHOLQH ���
9LVXDOL]LQJ�2SHQ6WDFN�ORJV ���
7URXEOHVKRRWLQJ�IURP�.LEDQD ���

6XPPDU\ ���

&KDSWHU�����2SHQ6WDFN�%HQFKPDUNLQJ�DQG�3HUIRUPDQFH�7XQLQJ��
0DLQWDLQLQJ�&ORXG�3HUIRUPDQFH ���

3XVKLQJ�WKH�OLPLWV�RI�WKH�GDWDEDVH ���
'HFLGLQJ�WKH�UHVRXUFHV�RXWILW ���
&DFKLQJ�IRU�2SHQ6WDFN ���

0HPFDFKHG�LQ�2SHQ6WDFN ���
,QWHJUDWLQJ�PHPFDFKHG ���

%HQFKPDUNLQJ�2SHQ6WDFN�DW�VFDOH ���
7HVWLQJ�WKH�2SHQ6WDFN�$3,���5DOO\�LQ�D�QXWVKHOO ���
0HHWLQJ�2SHQ6WDFN�6/$ ���
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,QVWDOOLQJ�5DOO\ ���
5DOO\�LQ�DFWLRQ ���

6FHQDULR�H[DPSOH���3HUIRUPLQJ�.H\VWRQH ���
6KDNLQJ�WKH�2SHQ6WDFN�QHWZRUN���6KDNHU�LQ�D�QXWVKHOO ���

6KDNHU�DUFKLWHFWXUH ���
,QVWDOOLQJ�6KDNHU ���
6KDNHU�LQ�DFWLRQ ���
6FHQDULR�H[DPSOH���2SHQ6WDFN�/� ���

6XPPDU\ ���

,QGH[ ���
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---
- hosts: webservers
  vars:
    http_port: 8080
  remote_user: root
  tasks:
  - name: ensure apache is at the latest version
    yum: name=httpd state=latest
  - name: write the apache config file
    template: src=/srv/httpd.j2 dest=/etc/httpd.conf
    notify:
  - restart apache
  handlers:
  - name: restart apache
    service: name=httpd state=restarted
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        config.vm.provider "virtualbox" do |v|
          v.memory = 8192
          v.cpus = 8
        end
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nova_nova_conf_overrides:
  DEFAULT:
    remove_unused_original_minimum_age_seconds: 43200
  libvirt:
    cpu_mode: host-model
    disk_cachemodes: file=directsync,block=none
  database:
    idle_timeout: 300
    max_pool_size: 10
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[DEFAULT]
remove_unused_original_minimum_age_seconds = 43200

[libvirt]
cpu_mode = host-model
disk_cachemodes = file=directsync,block=none

[database]
idle_timeout = 300
max_pool_size = 10
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keystone_fernet_tokens_key_repository: "/etc/keystone/fernet-keys"
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keystone_fernet_rotation: daily
keystone_fernet_auto_rotation_script: /opt/keystone-fernet-
rotate.sh
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�+*"%#1.!c0$!c0�.#!0c*+ !/c0+c/5*�$.+*%6!c3%0$c�*c���c/!.2!.Kc�0c0$!c0%)!c+"c3.%0%*#L
�,!*�0��'c�*/%�(!c�(/+c.!-1%.!/c�c)%*%)�(c'!.*!(c2!./%+*c+"c:K8:K7a:;a#!*!.%�K

�!40Lc !,(+5c��
c'!5/c".+)c0$!c�,!*�0��'c�*/%�(!c !,(+5)!*0c$+/0Kc�$%/c��*c�!c +*!c�5
�  %*#c0$!c,1�(%�c'!5c".+)c0$!c !,(+5)!*0c$+/0c0+c0$!cauthorized_keysc"%(!c+*c!��$c+"
0$!c0�.#!0c$+/0/K

�$!c0�.#!0c$+/0/c��*c+,0%+*�((5c�!c�+*"%#1.! c3%0$c0$!c���c2+(1)!c#.+1,c*�)! clxcKc�"
0$!c���c2+(1)!c#.+1,LclxcLc!4%/0/c+*c0$!c0�.#!0c$+/0Lc0$!clxcc"%(!/5/0!)c%/c�.!�0! c+*c0$!
2+(1)!c#.+1,c+.c!(/!c%0c%/c�.!�0! c1* !.c/var/lib/lxcK

&RQILJXULQJ�WKH�QHWZRUN
�$!c*!03+.'%*#c/!01,c"+.c0$!c0�.#!0c*+ !/c)1/0c,.+2% !c�+))1*%��0%+*c,�0$/c"+.c0$!
"+((+3%*#c/!.2%�!/M

��*�#!)!*0c���!//
�0+.�#!c)�*�#!)!*0
�!*�*0c*!03+.'/

�,!*�0��'c�*/%�(!c1/!/c�.% #!/c0+c,.+2% !c0$!c��+2!c�+))1*%��0%+*c,�0$/c+*c0$!c0�.#!0
*+ !/Kc�$!c0!*�*0c*!03+.'/c��*c�!c%),(!)!*0! c!%0$!.c�/c����cac��/! c/!#)!*0/c+.c1/%*#
01**!(! c*!03+.'/c/1�$c�/c�����Kc�$!c,$5/%��(c(%*'c0+c0$!c�.% #!/c��*c�!c,.+2% ! c�5
�.!�0%*#c/1�a%*0!."��!/c".+)c�c/%*#(!c���c+.c)1(0%,(!c�+* ! c%*0!."��!/Kc�$!c)�*�#!)!*0
���!//c%/c,.+2% ! c�5c0$!c�._)#)0c�.% #!Lc0$!c/0+.�#!c���!//c%/c,.+2% ! c+2!.c0$!c�.% #!c�._
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�$!c"+((+3%*#c"%#1.!c/$+3/c�c !0�%(! c�.% #!c�+*"%#1.�0%+*c3%0$c�+* %*#c�* c)1(0%,(!
���/M

�(0$+1#$c0$!c)1(0%,(!c���/c�* c�+* %*#c%*0!."��!/c�.!c*+0c)�* �0+.5c.!-1%.!)!*0/Lc%0c%/
/1##!/0! c�/c0$!c,.+ 1�0%+*c�.�$%0!�01.!K

�c)+.!c !0�%(! c !/�.%,0%+*c+"c�c.!"!.!*�!c*!03+.'c/!01,c��*c�!c"+1* c�0
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���c,.+2% !/c,(�5�++'/c0+c�+*"%#1.!c0$!c %""!.!*0c�,!*�0��'c/!.2%�!/Kc�$!c,(�5�++'/c3%((
�!c1/! c0+c.1*c0�/'/c0+c�.%*#c1,c�,!*�0��'c/!.2%�!/c+*c0$!c0�.#!0c$+/0/K

Configuring OpenStack Ansible
�!,(+5%*#c�,!*�0��'c1/%*#c���c%/c�+*0.+((! c0$.+1#$c�c*1)�!.c+"c�+*"%#1.�0%+*c"%(!/Kc�$!
�+*"%#1.�0%+*c"%(!/c)1/0c�!c,.!/!*0c�0c/etc/openstack_deployKc�c/�),(!c %.!�0+.5
/0.1�01.!c%/c%*�(1 ! c%*c0$!c���c.!,+/%0+.5Kc�!c��*c/0�.0c�5c�+,5%*#c0$!c/�),(!
�+*"%#1.�0%+*c"%(!/c".+)c0$!c.!,+/%0+.5c�* c0$!*c� �,0%*#c0$!)c0+c+1.c*!! /M

�FS��RSW�RSHQVWDFN�DQVLEOH�HWF�RSHQVWDFNBGHSOR\��HWF�RSHQVWDFNBGHSOR\
�FG��HWF�RSHQVWDFNBGHSOR\
�FS�RSHQVWDFNBXVHUBFRQILJ�\PO�H[DPSOH�RSHQVWDFNBXVHUBFRQILJ�\PO

�!c��*c*+3c/0�.0c�1/0+)%6%*#c0$!c1/!.c�+*"%#1.�0%+*c"%(!c"+.c+1.c !,(+5)!*0Kc�$!
openstack_user_config.ymlc1/!/c$+/0c#.+1,/c0+c !"%*!c0$!c0�.#!0c$+/0/c0$�0c.1*c�
,�.0%�1(�.c/!.2%�!K

Network configuration
�$!c*!40c/0!,c%/c0+c�+*"%#1.!c*!03+.'c�  .!//!/c"+.c0$!c %""!.!*0c*!03+.'c,�0$/c3!
)!*0%+*! c!�.(%!.c%*c+1.c %/�1//%+*Kc�$%/c%*�(1 !/c0$!c����/c1/! c"+.c0$!c)�*�#!)!*0
���!//c0+c0$!c/!.2%�!c�+*0�%*!.Lc0$!c/0+.�#!Lc�* c0$!c01**!(c*!03+.'/Kc
!.!c%/c�*c!4�),(!
".+)c0$!copenstack_user_config.yamlc"%(!c%*c0$!c���c.!,+/%0+.5M

cidr_networks:
  container: 172.47.36.0/22
  tunnel: 172.47.40.0/22
  storage: 172.47.44.0/22

�$!c����c1/! c"+.c�+*0�%*!./c/$+1( c�!c0$!c/�)!c�/c5+1.c(��c)�*�#!)!*0c*!03+.'Kc�$!/!
����c�  .!//!/c�.!c)�,,! c0+c0$!c)�*�#!)!*0Lc/0+.�#!Lc�* c01**!(c�.% #!/K

�/!c0$!cused_ipsc#.+1,c0+c!4�(1 !c�*5c��c�  .!//!/c%*c0$!c����c.�*#!c0$�0c�.!c�(.!� 5
1/! c%*c5+1.c%*".�/0.1�01.!K

�/!c0$!c,.+2% !.c*!03+.'c(!2!(c0+c !"%*!c2�.%+1/c*!03+.'c,�0$/c/1�$c�/c0$!cbr-mgmtLcbr-
storageLcbr-vxlanLc�* cbr-vlanKc�$!c!4�),(!c�+*"%#c"%(!c%*c0$!c���c.!,+/%0+.5L
openstack_user_config.yml.exampleLc%/c3!((c�+))!*0! c3%0$c!4�),(!
�+*"%#1.�0%+*/K
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Configuring Host Groups
�$!c"+((+3%*#c0��(!c(%/0/c0$!c$+/0c#.+1,/c1/! c�5c�,!*�0��'c�*/%�(!c�* c0$!%.c,1.,+/!/K
�$!c$+/0/c��*c�!c,�.0c+"c)+.!c0$�*c+*!c$+/0c#.+1,c)�,,%*#Kc�$!c$+/0/c�.!c% !*0%"%! c1/%*#
0$!%.c)�*�#!)!*0c��c�  .!//!/Kc�5c.!"!..%*#c0+c0$!c/�)!copenstack_user_config.yml
"%(!Lc*!3c/!�0%+*/c��*c�!c�  ! c0+c !/�.%�!c+1.c�,!*�0��'c%*".�/0.1�01.!Lc%*�(1 %*#
�+*0.+((!.c*+ !/Kc�*c�c)1(0%a*+ !c/!01,c!*2%.+*)!*0Lc!��$c/!�0%+*c !/�.%�!/c�c#.+1,c+"
0�.#!0c$+/0/c+.#�*%6! c�5c.+(!Lc/1))�.%6! c�/c"+((+3/M

�,!*�0��'`�*/%�(!`
+/0`	.+1,/ �+(!

repo-infra_hosts �/! c"+.c0$!c$+/0%*#c,��'�#!c.!,+/%0+.5Kc�$!c/$�.! _
%*".�Y$+/0/c��*c�!c�//%#*! c�c.!,+_%*".�Y$+/0/c.+(!K

shared-infra_hosts �1*/c0$!c/$�.! c%*".�/0.1�01.!c/!.2%�!/c/1�$c�/c�5���L
����%0��c�* c)!)���$! K

os-infra_hosts �1*/c�,!*�0��'c���c/!.2%�!/c/1�$c�/c0$!c	(�*�!c���Lc�+2�
���Lc�!%(+)!0!.c���Lc�* c/+c+*K

identity_hosts �1*/c0$!c% !*0%05c/!.2%�!K

network_hosts �1*/c0$!c*!03+.'c/!.2%�!K

compute_hosts �%/0/c$+/0/c.1**%*#c0$!cnova-computec/!.2%�!K

storage-infra_hosts �1*/c0$!c�%* !.c���c/!.2%�!K

storage_hosts �1*/c0$!c�%* !.c2+(1)!c/!.2%�!K

log_hosts �%/0/c$+/0/c.1**%*#c(+##%*#c/!.2%�!/K

haproxy_hosts �%/0/c$+/0/c.1**%*#c
��.+45c/!.2%�!Kc�+.c,.+ 1�0%+*c/!01,L
0�.#!0c$+/0/c��*c,+%*0c0+c$�. 3�.!c(+� c��(�*�!./K
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�/c %/�1//! c%*cChapter 1Lc�!/%#*%*#a�,!*�0��'a�(+1 a_a�.�$%0!�01.�(a�+*/% !.�0%+*La3!c3%((
�!c1/%*#c0$.!!c�+*0.+((!.c*+ !/c0+c.1*c�+))+*c�,!*�0��'c/!.2%�!/c%*�(1 %*#c*�0%2!c���
/!.2%�!/Kc�$%/c��*c�!c%),(!)!*0! c�* c !,(+5! c!�/%(5c".+)c+*!c/%*#(!c"%(!c�5c,+%*0%*#
3$%�$c$+/0c#.+1,c3%((c�!c�//%#*! c0+c0$!c�+*0.+((!.c*+ !Kc�*c0$!
openstack_user_config.ymlc"%(!Lc/0�.0c�5c� &1/0%*#c0$!cshared-infra_hostsc"+.
/$�.! c/!.2%�!/c/1�$c�/c �0���/!c�* c)!//�#!c-1!1!M

shared-infra_hosts:
cc-01:
  ip: 172.47.0.10
cc-02:
  ip: 172.47.0.11
cc-03:
  ip: 172.47.0.12

�$!c*!40cos-infra_hostsc/!�0%+*c3%((c,+%*0c�*/%�(!c0+c%*/0�((c�,!*�0��'c���c/!.2%�!/c%*
0$!c�+*0.+((!.c*+ !/M

os-infra_hosts:
cc-01:
  ip: 172.47.0.10
cc-02:
  ip: 172.47.0.11
cc-03:
  ip: 172.47.0.12

�!c��*c�(/+c�  .!//c+1.c�(+�'c/0+.�#!c���c/!.2%�!c0+c.1*c%*c0$!c/�)!c�,!*�0��'c�+*0.+(
,(�*!c�5c�  %*#c0$!c(%/0c+"c�+*0.+((!.c*+ !/c%*c0$!cstorage-infra_hostsc/!�0%+*M

storage-infra_hosts:
cc-01:
  ip: 172.47.0.10
cc-02:
  ip: 172.47.0.11
cc-03:
  ip: 172.47.0.12

!5/0+*!c3%((c�!c !,(+5! c%*c0$!c�+*0.+((!.c,(�*!c�5c� &1/0%*#c0$!cidentity_hosts
/!�0%+*M

identity_hosts:
cc-01:
  ip: 172.47.0.10
ccr-02:
  ip: 172.47.0.11
cc-03:
  ip: 172.47.0.12
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�,0%+*�((5Lc�+*0.+((!.c*+ !/c��*c$+/0c0$!c%*/0�((�0%+*c,��'�#!/c.!,+/%0+.5c !/�.%�! c%*c0$!
repo-infra_hostsc/!�0%+*M

repo-infra_hosts:
cc-01:
  ip: 172.47.0.10
ccr-02:
  ip: 172.47.0.11
cc-03:
  ip: 172.47.0.12

�+c(+� c��(�*�!c0$!c���/Lc�*/%�(!c��*c�!c/!0c0+c%*/0�((c
��.+45c�/c�c2%.01�(c(+� c��(�*�!c%*
!��$c�+*0.+((!.c*+ !c%*c0$!chaproxy_hostsc/!�0%+*M

haproxy_hosts:
cc-01:
  ip: 172.47.0.10
cc-02:
  ip: 172.47.0.11
cc-03:
  ip: 172.47.0.12

�!,!* %*#c+*c0$!c
�c/!01,c+"c0$!c�+*0.+((!.c*+ !/Lc%0c%/c.!�+))!* ! c0+
1/!c$�. 3�.!c(+� c��(�*�!./c%*c�c,.+ 1�0%+*c!*2%.+*)!*0Kc�*/%�(!c1/!.
�+*"%#1.�0%+*c3%((c %""!.c�!03!!*c�+0$c(+� c��(�*�%*#c�+*"%#1.�0%+*/K

�*/0�((%*#c
��.+45c,!.c�+*0.+((!.c*+ !c.!-1%.!/c�  %0%+*�(c�+*"%#1.�0%+*c%*c0$!
/etc/openstack_deploy/user_variables.ymlc�*/%�(!c�+*"%#1.�0%+*c"%(!c�5c/!00%*#c0$!
"+((+3%*#c!!,�(%2! c %.!�0%2!/M

�+*"%#1.!c0$!c����c2%.01�(c��c0+c�!c/$�.! c�!03!!*c�((c
��.+45c%*/0�*�!/c"+.
�+0$c!40!.*�(c�* c%*0!.*�(c*!03+.'c%*0!."��!/M

        haproxy_keepalived_external_vip_cidr
        haproxy_keepalived_internal_vip_cidr

�!"%*!c2%.01�(c*!03+.'c !2%�!/c"+.c!��$c!40!.*�(c�* c%*0!.*�(c%*0!."��!c"+.c�((

��.+45c%*/0�*�!/M

        haproxy_keepalived_external_interface
        haproxy_keepalived_internal_interface
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�c/!01,c"+.c�+*0.+((!.c*+ !/c�* c���c/!.2%�!/c�.!c %/�1//! c%*c)+.!
 !0�%(c%*a�$�,0!.a@La�,!*�0��'a
�a�* a��%(+2!.K

�*/%�(!c�,!*�0��'c�,,.+��$!/c0$!c3�5c+"c$�* (%*#c/!�.!0/c�* c'!5/c"+.c0$!c/!.2%�!
�+*"%#1.�0%+*Lc/1�$c�/c0$!c �0���/!c.++0c,�//3+. c�* c�+),10!c/!.2%�!c,�//,$.�/!L
 %""!.!*0(5K

�!�.!0/c�.!c/0+.! c%*c�c %""!.!*0c"%(!Mc/etc/openstack_deploy/user_secrets.ymlK
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os-nova-install.yml �+),10!c�!.2%�!

os-neutron-install.yml �!03+.'c�!.2%�!

os-heat-install.yml �.�$!/0.�0%+*c�!.2%�!

os-horizon-install.yml �,!*�0��'c��/$�+�. 

os-ceilometer-install.yml
os-aodh-install.yml
os-gnocchi-install.yml

�!(!)!0.5c�!.2%�!
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...
roles:
- role: "os_keystone"
...
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/etc/openstack_deploy/M
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compute_driver=libvirt.LibvirtDriver
libvirt_type=kvm
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�%/0.%�10%+*`�*%0cQ���RLc�* c��*c"+.)c�c"�1(0c +)�%*c�/c0$!5c !,!* c+*c�c/%*#(!
%*".�/0.1�01.!c.!/+1.�!Kc�$!c% !�c+"c�2�%(��%(%05c�+*!/c)�,/c0+c0$!c�+*�!,0c+"c$�. 3�.!
"�%(1.!c +)�%*/Kc�$%*'c+"c�c/%01�0%+*c3$!*c5+1c(+/0c*!03+.'c�+**!�0%2%05c0+c�c�+�c/3%0�$c+.
(+/0c,+3!.c0+c0$!c.��'c+"c�+),10!c*+ !/c 1!c0+c0$!c"�%(1.!c+"c�c���K

�%0$c�2�%(��%(%05c�+*!/c�+*"%#1.! Lc0$!c!* c1/!./c��*c/0%((c�+*0%*1!c0+c(�1*�$c%*/0�*�!/c&1/0
�5c�$++/%*#c�c %""!.!*0c�2�%(��%(%05c�+*!Kc�*!c%),+.0�*0c0$%*#c0+c'!!,c%*c)%* c%/c0$�0c�
�+),10!c*+ !c��**+0c�!c,�.0c+"c)1(0%,(!c�2�%(��%(%05c�+*!/K

�+c�+*"%#1.!c�*c�2�%(��%(%05c�+*!c"+.c�c�+),10!c*+ !Lc! %0c0$!c/etc/nova.confc"%(!c+*
0$�0c*+ !c�* c1, �0!c0$!cdefault_availability_zonec2�(1!Kc�*�!c1, �0! Lc0$!c�+2�
�+),10!c/!.2%�!c+*c0$!c*+ !c/$+1( c�!c.!/0�.0! K

+RVW�$JJUHJDWHV
�$!c
+/0c�##.!#�0!c%/c�c/0.�0!#5c+"c#.+1,%*#c0+#!0$!.c�+),10!c*+ !/c0$�0c,.+2% !/
�+),10!c.!/+1.�!/c3%0$c/,!�%�(%6! c"!�01.!/Kc�!0X/c/�5c5+1c$�2!c/+)!c�+),10!c*+ !/c3%0$
�!00!.c,.+�!//+./c+.c�!00!.c*!03+.'%*#c��,��%(%05Kc�$!*c5+1c��*c)�'!c/1.!c0$�0c2%.01�(
)��$%*!/c+"c�c�!.0�%*c'%* c0$�0c.!-1%.!c�!00!.c,$5/%��(c$�. 3�.!c/1,,+.0c�.!c�(3�5/
/�$! 1(! c+*c0$!/!c�+),10!c*+ !/K

�00��$%*#c�c/!0c+"c)!0� �0�c0+c0$!c#.+1,c+"c$+/0/c��*c�.!�0!c0$!c
+/0c�##.!#�0!/Kc�+c1/!c�

+/0c�##.!#�0!Lc0$!c!* c1/!.c*!! /c0+c1/!c�c"(�2+.c0$�0c$�/c0$!c/�)!c)!0� �0�c�00��$! Kc�!
3%((c %/�1//c
+/0c�##.!#�0!/c%*c !0�%(c%*c0$!c"+((+3%*#c/!�0%+*c�* c !)+*/0.�0!c$+3c0$%/
�+*�!,0c��*c�!c1/! c0+c(�1*�$c2%.01�(c)��$%*!/c%*c�c)1(0%a$5,!.2%/+.c!*2%.+*)!*0K

1RYD�FHOOV
�*c�c�+*2!*0%+*�(c�,!*�0��'c/!01,Lc�((c0$!c�+),10!c*+ !/c*!! c0+c/,!�'c0+c0$!c)!//�#!
-1!1!c�* c0$!c �0���/!c/!.2!.cQ1/%*#c*+2�a�+* 1�0+.RKc�$%/c�,,.+��$c�.!�0!/c�c$!�25c(+� 
+*c0$!c)!//�#!c-1!1!/c�* c �0���/!/Kc�/c5+1.c�(+1 c#.+3/Lc�c(+0c+"c�+),10!c/!.2!./c0.5c0+
�+**!�0c0+c0$!c/�)!c%*".�/0.1�01.!c.!/+1.�!/Lc3$%�$c��*c��1/!c�c�+00(!*!�'Kc�$%/c%/c3$!.!
0$!c�+*�!,0c+"c�!((/c%*c�+2�c$!(,/c/��(!c5+1.c�+),10!c.!/+1.�!/Kc�+2�c�!((/c�.!c�c3�5c+"
/��(%*#c5+1.c�+),10!c3+.'(+� c�5c %/0.%�10%*#c0$!c(+� c+*c%*".�/0.1�01.!c.!/+1.�!/Lc/1�$c�/
 �0���/!/c�* c)!//�#!c-1!1!/Lc0+c)1(0%,(!c%*/0�*�!/K
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�$!c�+2�c�!((c�.�$%0!�01.!c�.!�0!/c#.+1,/c+"c�+),10!c*+ !/c0$�0c�.!c�..�*#! c�/c0.!!/L
��((! c�!((/Kc���$c�!((c$�/c%0/c+3*c �0���/!c�* c)!//�#!c-1!1!Kc�$!c/0.�0!#5c%/c0+c�+*/0.�%*
0$!c �0���/!c�* c)!//�#!c-1!1!c�+))1*%��0%+*c0+c�!c3%0$%*c0$!c%* %2% 1�(c�!((/K

�+c$+3c +!/c0$!c�!((c�.�$%0!�01.!c3+.'Oc�!0X/c(++'c�0c0$!c�+),+*!*0/c%*2+(2! c%*c0$!c�!((/X
�.�$%0!�01.!c�* c0$!%.c%*0!.��0%+*Kc�/c)!*0%+*! c!�.(%!.Lc0$!c�!((/c�.!c�..�*#! c�/c0.!!/Kc�$!
.++0c+"c0$!c0.!!c%/c0$!c���c�!((c�* c%0c.1*/c0$!c�+2�c���c/!.2%�!c�10c*+0c0$!c�+2�c�+),10!
/!.2%�!Lc3$%(!c0$!c+0$!.c*+ !/Lc��((! c0$!c�+),10!c�!((/Lc.1*c�((c�+2�c/!.2%�!/K

�$!c�!((/Xc�.�$%0!�01.!c3+.'/c�5c !�+1,(%*#c0$!c�+2�c���c/!.2%�!c0$�0c.!�!%2!/c0$!c1/!.
%*,10c".+)c�((c+0$!.c�+),+*!*0/c+"c�+2�c�+),10!Kc�$!c%*0!.��0%+*c�!03!!*c0$!c�+2�c���
�* c+0$!.c�+2�c�+),+*!*0/c%/c.!,(��! c�5c)!//�#!a-1!1!a��/! c���c��((/Kc�*�!c0$!c�+2�
���c.!�!%2!/c�c��((c0+c/0�.0c�c*!3c%*/0�*�!Lc%0c1/!/c0$!c�!((c���c��((/c0+c/�$! 1(!c0$!c%*/0�*�!
+*c+*!c+"c0$!c�2�%(��(!c�+),10!c�!((/Kc�$!c�+),10!c�!((/c.1*c0$!%.c+3*c �0���/!Lc)!//�#!
-1!1!Lc�* c�c�+),(!0!c/!0c+"c�+2�c/!.2%�!/c!4�!,0c0$!c�+2�c���Kc�$!c�+),10!c�!((c0$!*
(�1*�$!/c0$!c%*/0�*�!c�5c/�$! 1(%*#c%0c+*c�c�+),10!c*+ !M
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�(0$+1#$c�!((/c$�2!c�!!*c%),(!)!*0! c%*c�+2�c"+.c-1%0!c/+)!c0%)!Lc0$!5c$�2!c*+0c/!!*
3% !/,.!� c !,(+5)!*0c�* c$�2!c�!!*c)�.'! c�/c!4,!.%)!*0�(Kc�/c+"c0+ �5Lc0$!c�!((/c�.!
�*c+,0%+*�(c"!�01.!Lc�10c0$!c�+2�c,.+&!�0c%/c3+.'%*#c+*c�c*!3!.c%),(!)!*0�0%+*c+"c�!((
�.�$%0!�01.!c3%0$c0$!c2%/%+*c0+c)�'!c�!((/c0$!c !"�1(0c�.�$%0!�01.!c0+c%),(!)!*0c0$!c�+),10!
�(+1 Kc�*c0$!c�1..!*0c�!((c�.�$%0!�01.!Lc/�$! 1(%*#c+"c�*c%*/0�*�!c.!-1%.!/c03+c(!2!(/c+"
/�$! 1(%*#Kc�$!c"%./0c(!2!(c+"c/�$! 1(%*#c%/c +*!c0+c/!(!�0c0$!c�!((c0$�0c/$+1( c$+/0c0$!c*!3
2%.01�(c)��$%*!Kc�*�!c�c�!((c%/c/!(!�0! Lc0$!c/!�+* c(!2!(c+"c/�$! 1(%*#c/!(!�0/c0$!c�+),10!
*+ !c0+c$+/0c0$!c2%.01�(c)��$%*!Kc�)+*#c+0$!.c%),.+2!)!*0/Lc0$!c*!3c%),(!)!*0�0%+*cQ�9
���Rc3%((c.!)+2!c0$!c*!! c"+.c03+c(!2!(/c+"c/�$! 1(%*#K

5HJLRQV
�$!c�+*�!,0c+"c�!((/c�((+3/c!40!* %*#c0$!c�+),10!c�(+1 c�5c/!#.!#�0%*#c�+),10!c*+ !/c%*0+
#.+1,/c�10c)�%*0�%*%*#c�c/%*#(!c�+2�c���c!* ,+%*0Kc�+2�c.!#%+*/c0�'!c�*c+.0$+#+*�(
�,,.+��$c�* c�((+3c)1(0%,(!c�+2�c���c!* ,+%*0/c0+c�!c1/! c0+c(�1*�$c2%.01�(c)��$%*!/K
���$c�+2�c.!#%+*c$�/c�c�+),(!0!c�+2�c%*/0�((�0%+*Lc3%0$c%0/c+3*c/!0c+"c�+),10!c*+ !/c%0/
�* c+3*c�+2�c���c!* ,+%*0Kc�%""!.!*0c�+2�c.!#%+*/c+"c�*c�,!*�0��'c�(+1 c/$�.!c0$!c/�)!
!5/0+*!c/!.2%�!c"+.c�10$!*0%��0%+*c�* c� 2!.0%/%*#c0$!c�+2�c���c!* ,+%*0/Kc�$!c!* c1/!.
3%((c$�2!c0+c/!(!�0c0$!c.!#%+*c3$!.!c$!c3�*0/c0$!c2%.01�(c)��$%*!/c0+c�!c(�1*�$! Kc�*+0$!.
3�5c+"c0$%*'%*#c��+10c0$!c�+*0.�/0c�!03!!*c�!((/c�* c.!#%+*/c%/c0$�0c�+2�cac�!((/
%),(!)!*0�0%+*c1/!/c���c��((/Lc3$%(!c.!#%+*/c1/!c����c���/c0+c,.+2% !c/!#.!#�0%+*K

:RUNORDG�VHJUHJDWLRQ
�(0$+1#$c0$!c3+.'(+� c/!#.!#�0%+*c%/c)+.!c+"c�c1/��%(%05c"!�01.!c+"c�,!*�0��'c�(+1 Lc%0c%/
3+.0$c)!*0%+*%*#c%*c�c %/�1//%+*c+*c�(+1 c/!#.!#�0%+*Kc�*c0$!c,.!2%+1/c/!�0%+*/Lc3!
 %/�1//! c�2�%(��%(%05c�+*!/c�* c
+/0c�##.!#�0!/c0$�0c%),��0c0$!c3�5c2%.01�(c)��$%*!
%*/0�*�!/c�.!c,(��! c%*c�*c�,!*�0��'c�(+1 Kc�$!c�,,.+��$c %/�1//! c0%((c*+3c$�* (! c0$!
%*/0�*�!c/�$! 1(%*#c�5c$�* (%*#c�c/%*#(!c2%.01�(c)��$%*!c�0c�c0%)!Lc�10c3$�0c$�,,!*/c%"c5+1
*!! c0+c,(��!c5+1.c%*/0�*�!/c.!(�0%2!c0+c!��$c+0$!.Oc�$%/c1/!c��/!c%/c$�* (! c3%0$c3+.'(+� 
/!#.!#�0%+*c3%0$c�""%*%05c,+(%�5K

�+c)�'!c0$!c/%01�0%+*c�c�%0c�(!�.!.Lc(!0X/c0�'!c0$!c!4�),(!c+"c3$!*c5+1c$�2!c03+c2%.01�(
)��$%*!/c�* c5+1c3�*0c0$!)c0+c�!c,(��! c+*c0$!c/�)!c�+),10!c*+ !Kc�*+0$!.c!4�),(!c%/
3$!*c5+1c3�*0c0+c$�2!c2%.01�(c)��$%*!/c.1**%*#c5+1.c�,,(%��0%+*c%*c�c$%#$a�2�%(��%(%05
)+ !Kc��2%+1/(5Lc5+1c +*X0c3�*0c0+c,(��!c0$!c%*/0�*�!/c,.+2% %*#c0$!c
�c�,,(%��0%+*c+*
0$!c/�)!c�+),10!c*+ !K
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�+c1/!c3+.'(+� c/!#.!#�0%+*Lc0$!c�+2�c"%(0!.c/�$! 1(!.c)1/0c�!c�+*"%#1.! c3%0$c�""%*%05
"%(0!./Kc�  cServerGroupAffinityFilterc�* cServerGroupAntiAffinityFilterc0+
0$!c(%/0c+"c/�$! 1(!.c"%(0!./M

scheduler_default_filters = ServerGroupAffinityFilter,
ServerGroupAntiAffinityFilter

�/!c0$!c�+2�c�(%!*0c0+c�.!�0!c/!.2!.c#.+1,/Kc�$!c/!.2!.c#.+1,c��*c�!c�.!�0! c3%0$c�*c�""%*%05
+.c�*0%a�""%*%05a��/! c,+(%�5c�/c/$+3*c$!.!M

��QRYD�VHUYHU�JURXS�VYU�JUS��DIILQLW\
��QRYD�VHUYHU�JURXS�VYU�JUS��DQWL�DIILQLW\

�$!c�""%*%05c,+(%�5c,(��!/c0$!c2%.01�(c)��$%*!/c+*c0$!c/�)!c�+),10!c*+ !c3$%(!c0$!c�*0%a
�""%*%05c,+(%�5c"+.�!/c0$!c2%.01�(c)��$%*!/c+*0+c %""!.!*0c�+),10!c*+ !/K

�+c/0�.0c0$!c2%.01�(c)��$%*!/c�//+�%�0! c3%0$c�c/!.2!.c#.+1,Lc1/!c0$!c--hint group=svr-
grp1-uuidc�+))�* c3%0$c0$!c�+2�c�(%!*0M

��QRYD�ERRW���LPDJH�LPDJH����KLQW�JURXS VYU�JUS��XXLG���IODYRU��6WDQGDUG���
YP�
��QRYD�ERRW���LPDJH�LPDJH����KLQW�JURXS VYU�JUS��XXLG���IODYRU��6WDQGDUG���
YP�

�$%/c3%((c)�'!c/1.!c0$�0c0$!c2%.01�(c)��$%*!/Lcvm1c�* cvm2Lc�.!c,(��! c%*c0$!c/�)!c�+),10!
*+ !K

&KDQJLQJ�WKH�FRORU�RI�WKH�K\SHUYLVRU
�$%(!c3!c$�2!c !�% ! c0+c1/!c��c"+.c*+2�a�+),10!Lc%0c3+1( c�!c#.!�0c0+c(!�.*c$+3
�,!*�0��'c�+1( c/1,,+.0c�c3% !c.�*#!c+"c$5,!.2%/+./c�5c)!�*/c+"c*+2�a�+),10!c .%2!./K
�+1c)%#$0c�!c/1##!/0! c0+c.1*c5+1.c�,!*�0��'c!*2%.+*)!*0c3%0$c03+c+.c)+.!c$5,!.2%/+./K
�0c��*c�!c�c1/!.c.!-1%.!)!*0c0+c,.+2% !c�c�$+%�!c+"c)+.!c0$�*c+*!c$5,!.2%/+.Kc�$%/c3%((c$!(,
0$!c!* c1/!.c.!/+(2!c0$!c�$�((!*#!c+"c*�0%2!c,(�0"+.)c�+),�0%�%(%05c"+.c0$!%.c�,,(%��0%+*Lc�* 
0$!*c3!c��*c��(%�.�0!c0$!c,!."+.)�*�!c+"c0$!c2%.01�(c)��$%*!c�!03!!*c %""!.!*0c$5,!.2%/+.
!*2%.+*)!*0/Kc�$%/c�+1( c�!c�c�+))+*c0+,%�c%*c�c$5�.% c�(+1 c!*2%.+*)!*0K
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�$!c"+((+3%*#c"%#1.!c !,%�0/c0$!c%*0!#.�0%+*c�!03!!*c*+2�a�+),10!c�* c��Lc����Lc�* 
���c�5c)!�*/c+"c(%�2%.0c0++(/c�* c���c0$.+1#$c���/Lc3$%(!c2�,$!.!Lc�!*Lc+.c
5,!.a�c��*
�!c)�*�#! c %.!�0(5c2%�c*+2�a�+),10!M

�!0X/c0�'!c�*c!4�),(!c�* c/!!c$+3c/1�$c)1(0%a$5,!.2%/+.c��,��%(%05c��*c�!c"��0+.! c%*c0$!
�,!*�0��'c!*2%.+*)!*0Kc�"c5+1c�(.!� 5c$�2!c�c��3�.!c2�,$!.!c.1**%*#c%*c5+1.
%*".�/0.1�01.!Lc0$%/c!4�),(!c3%((c�!c/1%0��(!c"+.c5+1c%"c5+1c,(�*c0+c%*0!#.�0!c2�,$!.!c3%0$
�,!*�0��'Kc�.��0%��((5Lc0$!c0!.)c%*0!#.�0%+*c+*c0$!c$5,!.2%/+.c(!2!(c.!"!./c0+c0$!c�,!*�0��'
 .%2!.c0$�0c3%((c�!c,.+2% ! c0+c)�*�#!c2�,$!.!c�5c*+2�a�+),10!Kc�2!*01�((5Lc�,!*�0��'
!4,+/!/c03+c�+),10!c .%2!./c0$�0c$�2!c�!!*c�+ ! M

vmwareapi.VMwareESXDriverMc�$%/c�((+3/c*+2�a�+),10!c0+c.!��$c0$!c���%
$+/0c�5c)!�*/c+"c0$!c2�,$!.!c��
vmwareapi.VMwareVCDriverMc�$%/c�((+3/c*+2�a�+),10!c0+c)�*�#!c)1(0%,(!
�(1/0!./c�5c)!�*/c+"c�c/%*#(!c��3�.!c2�!*0!.c/!.2!.
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�)�#%*!c0$!c/!2!.�(c"1*�0%+*/c3!c3%((c#�%*c".+)c/1�$c�*c%*0!#.�0%+*c1/%*#c0$!c�,!*�0��'
 .%2!.c3%0$c3$%�$c3!c�00!),0c0+c$�.*!//c� 2�*�! c��,��%(%0%!/Lc/1�$c�/c2�+0%+*Lc$%#$
�2�%(��%(%05Lc�* c�5*�)%�`�!/+1.�!`��$! 1(!.cQ���RKc�0c%/c%),+.0�*0c0+c1* !./0�* c$+3
/1�$c%*0!#.�0%+*c��*c+""!./c)+.!c"(!4%�%(%05M

2�+0%+*c%/c�c�+),+*!*0c+"c��3�.!c2�,$!.!c0$�0c�((+3/c0$!c(%2!
)%#.�0%+*c+"c�c.1**%*#c2%.01�(c)��$%*!c".+)c+*!c$+/0c0+c�*+0$!.c3%0$c*+
 +3*0%)!Kc��3�.!X/c2�,$!.!c2%.01�(%6�0%+*c/1%0!c�(/+c,.+2% !/c�c(+� a
��(�*�%*#c10%(%05c��((! c���Lc3$%�$c)+2!/c�+),10%*#c3+.'(+� /c0+
�2�%(��(!c$�. 3�.!c.!/+1.�!/K

�*c�c2�,$!.!c%),(!)!*0�0%+*c�+1,(! c3%0$c�,!*�0��'Lc*+2�a/�$! 1(!.c3%((c�//1)!c!��$
�(1/0!.c�/c�c/%*#(!c�+),10!c*+ !c0$�0c$�/c0$!c�##.!#�0!c+"c.!/+1.�!/c+"c�((c���%c$+/0/
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5+1c/$+1( c'!!,c�*c!5!c+*c5+1.c/!.2!./Kc�!�.c%*c)%* c0$�0c�+((!�0%*#c.!/+1.�!c10%(%6�0%+*
/0�0%/0%�/c%/c!//!*0%�(c�* c3%((c!2!*01�((5c�+* 1�0c�c�!00!.c.�0%+c1, �0!c3$!*c*!! ! K
�2!.�+))%00%*#c%/c0$!c/0�.0%*#c,+%*0c"+.c,!."+.)�*�!c%),.+2!)!*0c+"c5+1.c�+),10!c*+ !/N
3$!*c5+1c0$%*'c��+10c� &1/0%*#c/1�$c�c2�(1!Lc5+1c3%((c*!! c0+c'*+3c!4��0(5c3$�0c5+1
*!! Pc�+c�*/3!.c0$%/c-1!/0%+*Lc5+1c3%((c*!! c0+c��0%2!(5c)+*%0+.c0$!c$�. 3�.!c1/�#!c�0
�!.0�%*c,!.%+ /Kc�+.c!4�),(!Lc5+1c)%#$0c)%//c�c/1  !*c$1#!c%*�.!�/!c%*c.!/+1.�!/X
10%(%6�0%+*c.!-1%.!)!*0/c 1.%*#c0$!c"%./0c+.c0$!c(�/0c �5/c+"c0$!c)+*0$c"+.c�!.0�%*c1/!.
)��$%*!/Lc3$!.!�/c5+1c3!.!c/�0%/"%! c�5c0$!%.c,!."+.)�*�!c%*c0$!c)%  (!c,�.0c+"c0$!c)+*0$K

�!c�.!c0�('%*#c��+10c,!�'c0%)!/Lc3$%�$c��*c %""!.c".+)c+*!c,$5/%��(c)��$%*!c0+c�*+0$!.K
�/!./c3$+c1/!c2%.01�(c%*/0�*�!/Lc"+.c!4�),(!Lc%*c���+1*0%*#c/5/0!)/Lc��**+0c$+( c0$!c/�)!
.!-1%.!)!*0/c�((c0$!c0%)!Kc�+1c)�5c"��!c�c0.� !a+""c�!03!!*c�%#c.!/+1.�!c�//%#*)!*0/c0+
"1("%((c,!�'c0%)!/c�* c,!."+.)�*�!c%//1!/c3$!*c�+))%00%*#c.!/+1.�!/Kc�!)!)�!.c0$�0c%0c%/
%),+.0�*0c0+c$�2!c�c/0.+*#c1* !./0�* %*#c+"c3$�0c5+1.c/5/0!)c%/c2%.01�(%6%*#Kc�1.0$!.)+.!L
0$!c)+.!c%*"+.)�0%+*c5+1c#�0$!.Lc0$!c�!00!.c,.!,�.! c�* c0$!c)+.!c.!� 5c5+1c3%((c�!c0+c"��!
/1.,.%/!/Kc�!/% !/Lc%0c�!�+)!/c5+1.c)%//%+*c0+c"%* c0$!c�!/0a+,0%)%6! c3�5c+"c$�* (%*#
0$+/!c.!-1%.!)!*0/c 5*�)%��((5Kc�$!*Lc5+1c3%((c*!! c0+c,%�'c0$!c.%#$0c$5,!.2%/+.Q/RK
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6WRULQJ�LQVWDQFHV
�DOWHUQDWLYHV
�+),10!c*+ !/c$�2!c�!!*c/%6! c3%0$c0$!c0+0�(c���c�* c���c��,��%05Lc�10c3!c % c*+0
�+2!.c0$!c %/'c/,��!c��,��%05Kc��/%��((5Lc0$!.!c�.!c)�*5c�,,.+��$!/c0+c +%*#c0$%/Lc�10c%0
)%#$0c!4,+/!c+0$!.c0.� !a+""/Mc��,��%05c�* c,!."+.)�*�!K

([WHUQDO�VKDUHG�ILOH�VWRUDJH
�$!c %/'/c+"c.1**%*#c%*/0�*�!/c�.!c$+/0! c!40!.*�((5c�* c +c*+0c.!/% !c%*c�+),10!c*+ !/K
�$%/c3%((c$�2!c)�*5c� 2�*0�#!/Lc/1�$c�/c0$!c"+((+3%*#M

��/!c+"c%*/0�*�!c.!�+2!.5c%*c0$!c��/!c+"c�+),10!cac*+ !c"�%(1.!
�$�.! c!40!.*�(c/0+.�#!c"+.c+0$!.c%*/0�((�0%+*c,1.,+/!/

�*c0$!c+0$!.c$�* Lc%0c)%#$0c,.!/!*0c�c"!3c .�3���'/Lc/1�$c�/c0$!c"+((+3%*#M


!�25c�^�c %/'c1/�#!c�""!�0%*#c0$!c*!%#$�+.%*#c��
�!."+.)�*�!c !#.� �0%+*c 1!c0+c*!03+.'c(�0!*�5

,QWHUQDO�QRQ�VKDUHG�ILOH�VWRUDJH
�*c0$%/c��/!Lc�+),10!c*+ !/c��*c/�0%/"5c!��$c%*/0�*�!c3%0$c!*+1#$c %/'c/,��!Kc�$%/c$�/c03+
)�%*c� 2�*0�#!/M

�*(%'!c0$!c"%./0c�,,.+��$Lc$!�25c�^�c3+*X0c�""!�0c+0$!.c%*/0�*�!/c.1**%*#c%*
 %""!.!*0c�+),10!c*+ !/
�!."+.)�*�!c%*�.!�/!c 1!c0+c %.!�0c���!//c0+c0$!c %/'c�^�


+3!2!.Lc/+)!c"1.0$!.c %/� 2�*0�#!/c��*c�!c/!!*Lc/1�$c�/c0$!c"+((+3%*#M

�*��%(%05c0+c/��(!c3$!*c�  %0%+*�(c/0+.�#!c%/c*!! ! 
�%""%�1(0%!/c%*c)%#.�0%*#c%*/0�*�!/c".+)c+*!c�+),10!c*+ !c0+c�*+0$!.
��%(1.!c+"c�+),10!c*+ !/c�10+)�0%��((5c(!� %*#c0+c%*/0�*�!c(+//
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�*c�((c��/!/Lc3!c)%#$0c$�2!c)+.!c�+*�!.*/c"+.c.!(%��%(%05c�* c/��(��%(%05Kc�$1/Lc� +,0%*#c0$!
!40!.*�(c/$�.! c"%(!c/0+.�#!c3+1( c�!c)+.!c�+*2!*%!*0c"+.c+1.c�,!*�0��'c !,(+5)!*0K
�(0$+1#$c0$!.!c�.!c/+)!c��2!�0/c0+c0$!c!40!.*�(c%*/0�*�!/Xc %/'c/0+.�#!c0$�0c)1/0c�!
�+*/% !.! Lc,!."+.)�*�!c��*c�!c%),.+2! c�5c.! 1�%*#c*!03+.'c(�0!*�5K

8QGHUVWDQGLQJ�LQVWDQFH�ERRWLQJ
��1*�$%*#c�*c%*/0�*�!c+*c5+1.c�,!*�0��'c�(+1 c.!-1%.!/c%*0!.��0%+*c3%0$c)1(0%,(!c/!.2%�!/K
�$!*c�c1/!.c.!-1!/0/c�c*!3c2%.01�(c)��$%*!Lc�!$%* c0$!c/�!*!/Lc0$!c1/!.c.!-1!/0c)1/0c�!
�10$!*0%��0! Lc�c�+),10!c*+ !c3%0$c� !-1�0!c.!/+1.�!/c0+c$+/0c0$!c2%.01�(c)��$%*!c)1/0c�!
/!(!�0! Lc.!-1!/0/c)1/0c�!c)� !c0+c0$!c%)�#!c/0+.!c0+c#!0c0$!c�+..!�0c%)�#!c"+.c0$!c2%.01�(
)��$%*!Lc�* c�((c0$!c.!/+1.�!/c.!-1%.! c0+c(�1*�$c0$!c2%.01�(c)��$%*!c)1/0c�!c�((+��0! K
�$!/!c.!/+1.�!/c%*�(1 !c*!03+.'c�+**!�0%2%05c�* c/0+.�#!c2+(1)!c�((+��0%+*K

8QGHUVWDQGLQJ�WKH�1RYD�VFKHGXOLQJ�SURFHVV
�+2�c/�$! 1(%*#c%/c+*!c+"c0$!c�.%0%��(c/0!,/c%*c0$!c,.+�!//c+"c(�1*�$%*#c0$!c2%.01�(c)��$%*!K
�0c%*2+(2!/c0$!c,.+�!//c+"c/!(!�0%*#c0$!c�!/0c��* % �0!c�+),10!c*+ !c0+c$+/0c�c2%.01�(
)��$%*!Kc�$!c !"�1(0c/�$! 1(!.c1/! c"+.c,(��%*#c0$!c2%.01�(c)��$%*!c%/c0$!c"%(0!.c/�$! 1(!.
0$�0c1/!/c�c/�$!)!c+"c"%(0!.%*#c�* c3!%#$0%*#c0+c"%* c0$!c.%#$0c�+),10!c*+ !c"+.c0$!c2%.01�(
)��$%*!Kc�$!c/�$! 1(%*#c,.+�!//c�+*/%/0/c+"c#+%*#c0$.+1#$c0$!c"+((+3%*#c/0!,/M

�$!c2%.01�(c)��$%*!c"(�2+.c%0/!("c !/�.%�!/c0$!c'%* c+"c.!/+1.�!/c0$�0c)1/0c�!8K
,.+2% ! c�5c0$!c$+/0%*#c�+),10!c*+ !K
�((c0$!c��* % �0!/c)1/0c,�//c0$.+1#$c�c"%(0!.%*#c,.+�!//c0+c)�'!c/1.!c0$!59K
,.+2% !c� !-1�0!c,$5/%��(c.!/+1.�!/c0+c$+/0c0$!c*!3c2%.01�(c)��$%*!Kc�*5
�+),10!c*+ !c*+0c)!!0%*#c0$!c.!/+1.�!c.!-1%.!)!*0/c%/c"%(0!.! c+10K
�*�!c0$!c�+),10!c*+ !/c,�//c0$!c"%(0!.%*#c,.+�!//Lc0$!5c#+c0$.+1#$c�c,.+�!//c+":K
3!%#$0%*#c0$�0c.�*'/c0$!c�+),10!c*+ !/c���+. %*#c0+c0$!c.!/+1.�!c�2�%(��%(%05K

�$!c"%(0!.c/�$! 1(!.c1/!/c�c,(1##��(!c(%/0c+"c"%(0!./c�* c3!%#$0/c0+c��(�1(�0!c0$!c�!/0c�+),10!
*+ !c0+c$+/0c�*c%*/0�*�!Kc�$�*#%*#c0$!c(%/0c+"c"%(0!./c+.c3!%#$0/c��*c�$�*#!c0$!c/�$! 1(!.
�!$�2%+.Kc�!00%*#c0$!c2�(1!c+"cscheduler_default_filtersc��*c +c0$%/K
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%RRWLQJ�IURP�LPDJH
�!0X/c %/�1//c0$!c�++0%*#c+"c�c2%.01�(c)��$%*!c%*/0�*�!c%*c)+.!c !0�%(Kc�+c(�1*�$c�c2%.01�(
)��$%*!Lc0$!c1/!.c)1/0c/!(!�0c0$!c%)�#!c0$�0c3%((c�!c(+� ! c+*c0$!c2%.01�(c)��$%*!c�* c0$!
$�. 3�.!c�$�.��0!.%/0%�/c+"c0$!c%*/0�*�!Lc/1�$c�/c0$!c)!)+.5Lc,.+�!//+.Lc�* c %/'c/,��!Kc�$!
$�. 3�.!c.!-1%.!)!*0/c��*c�!c/!(!�0! c�5c�$++/%*#c0$!c�+..!�0c)��$%*!c"(�2+.Kc�(�2+./
,.+2% !c0$!c$�. 3�.!c !"%*%0%+*c+"c�c2%.01�(c)��$%*!Kc�!3c"(�2+./c��*c�!c�  ! c0+c,.+2% !
�1/0+)c$�. 3�.!c !"%*%0%+*/K

�+c�++0c0$!c2%.01�(c)��$%*!Lc0$!c�+),10!c*+ !c)1/0c +3*(+� c0$!c%)�#!c0$�0c*!! /c0+c�!
(+� ! c+*c0$!c%*/0�*�!Kc�0c/$+1( c�!c*+0! c0$�0c0$!c/�)!c%)�#!c�+1( c�!c1/! c0+c(�1*�$
)1(0%,(!c2%.01�(c)��$%*!/Kc�$!c%)�#!c%/c�(3�5/c�+,%! c0+c0$!c$5,!.2%/+.Kc�*5c�$�*#!/
)� !c0+c0$!c%)�#!c�.!c(+��(c0+c0$!c2%.01�(c)��$%*!c�* c�.!c(+/0c+*�!c0$!c%*/0�*�!c%/
0!.)%*�0! Kc�$!c�+),10!c*+ !/c���$!c%)�#!/c0$�0c�.!c".!-1!*0(5c1/! K

�$!c2%.01�(c)��$%*!c%)�#!c"+.)/c0$!c"%./0c$�. c .%2!c+"c0$!c%*/0�*�!Kc�  %0%+*�(c$�. c .%2!/
��*c�!c�  ! c0+c0$!c%*/0�*�!/c�5c1/%*#c0$!c�(+�'c/0+.�#!c/!.2%�!K

*HWWLQJ�WKH�LQVWDQFH�PHWDGDWD
�/c2%.01�(c)��$%*!/c�.!c(�1*�$! c+*c0$!c�,!*�0��'c!*2%.+*)!*0Lc%0c)1/0c�!c,.+2% ! c3%0$
%*%0%�(%6�0%+*c �0�c0$�0c3%((c�!c1/! c0+c�+*"%#1.!c0$!c%*/0�*�!Kc�$%/c!�.(5c%*%0%�(%6�0%+*c �0�
�+*"%#1.!/c0$!c%*/0�*�!c3%0$c%*"+.)�0%+*c/1�$c�/c$+/0*�)!Lc(+��(c(�*#1�#!Lc1/!.c��
c'!5/L
�* c/+c+*Kc�0c��*c�!c1/! c0+c3.%0!c+10c"%(!/c/1�$c�/c.!,+/%0+.5c�+*"%#1.�0%+*c+.c/!0c1,
�10+)�0%+*c0++(/c/1�$c�/c�1,,!0Lc�$!"Lc+.c'!5/c"+.c�*/%�(!a��/! c !,(+5)!*0Kc�$%/
%*%0%�(%6�0%+*c �0�c��*c�!c)!0� �0�c�//+�%�0! c3%0$c0$!c%*/0�*�!c+.c1/!.a,.+2% ! 
�+*"%#1.�0%+*c+,0%+*/K

�$!c�(+1 c%)�#!/c�.!c,��'�#! c3%0$c�*c%*/0�*�!c%*%0%�(%6�0%+*c �!)+*c��((! `�(+1 _%*%0K
�$!c�(+1 a%*%0c �!)+*c(++'/c�0c2�.%+1/c �0�c/+1.�!/c0+c#!0c�+*"%#1.�0%+*c �0�c�//+�%�0! 
3%0$c�c2%.01�(c)��$%*!Kc�$!c)+/0c�+))+*(5c1/! c �0�c/+1.�!/c�.!c0$!c��9c�* c�+*"%#
�.%2!K
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�$!c��9c/+1.�!c%/c0$!c)+/0c3% !(5c1/! c �0�c/+1.�!Kc�0c,.+2% !/c)!0� �0�c/!.2%�!c+2!.c�*

���c/!.2!.c.1**%*#c�0c�c/,!�%�(c��c�  .!//c+"c8=@K9<=K8=@K9<;Kc�+c.!0.%!2!c0$!c)!0� �0�L
0$!c%*/0�*�!/c)1/0c�(.!� 5c$�2!c*!03+.'%*#c�+*"%#1.! c�* c�!c��(!c0+c.!��$c0$!c)!0� �0�
3!�c/!.2!.Kc�$!c)!0� �0�c�* c1/!.c �0�c��*c�!c.!0.%!2! c+*c0$!c2%.01�(c)��$%*!c�5c/!* %*#
�c	��c.!-1!/0c0+c0$!c)!0� �0�c��c�  .!//c1/%*#c0$!ccurlc+.cwgetc�+))�* c(%*!c�/c"+((+3/M

��FXUO�KWWS�������������������ODWHVW�PHWD�GDWD�
reservation-id
public-keys/
security-groups
public-ipv4
ami-manifest-path
instance-type
instance-id
local-ipv4
local-hostname
placement/
ami-launch-index
public-hostname
hostname
ami-id
instance-action

�$!c,.!2%+1/c(%/0c!4,+/!/c,+//%�(!c%*/0�*�!c%*"+.)�0%+*c$%!.�.�$%��((5c+.#�*%6! c�* c��*c�!
.!-1!/0! c�5c/!* %*#c�c	��c.!-1!/0c0+c0$!c)!0� �0�c!* ,+%*0Kc�+.c!4�),(!Lc +3*(+� %*#
0$!c��
c,1�(%�c'!5c%*&!�0! c%*c0$!c%*/0�*�!c 1.%*#c0$!c�++0c/!-1!*�!c��*c�!c,!."+.)! c�/
"+((+3/M

��FXUO�KWWS�������������������ODWHVW�PHWD�GDWD�SXEOLF�NH\V���RSHQVVK�key -O
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 228 100 228 0 0 1434 0 --:--:-- --:--:-- --:--:-- 1447

�$!c)!0� �0�c%0/!("c%/c,.+2% ! c%*c2�.%+1/c"+.)�0/Kc�*c0$!c,.!�! %*#
!4�),(!Lc3!c1/! c0$!c(�0!/0c"+.)�0c+"c)!0� �0�Kc�+1c��*c-1!.5c0$!
)!0� �0�c"+.)�0c�5c1/%*#c0$!c"+((+3%*#c	��c-1!.5Mc	��
http://169.254.169.254/K



�,!*�0��'a�+),10!a_a�$+%�!a+"a
5,!.2%/+.a�* a�+ !a�!#.!#�0%+*

S`89<`T

�*c0$!c+0$!.c$�* Lcuser-datac%/c�1/0+)%6! c1/!.c%*"+.)�0%+*c0$�0c��*c�!c%*&!�0! c0+c�*
%*/0�*�!c 1.%*#c�++0c0%)!Kc�5,%��((5Lcuser-datac��*c0�'!c0$!c"+.)c+"c0$!c/�.%,0c/$!((c+.
1/!. �0�c"%(!c�+*0�%*%*#Lc"+.c!4�),(!Lc�c/!0c+"c!*2%.+*)!*0c2�.%��(!/Kc�$%/c%/c�//1)%*#c0$�0c�
1/!.c.!-1%.!/c0$!c/+1.�%*#c+"c�1/0+)c!*2%.+*)!*0c2�.%��(!/c+*c�++0c�* c3%((c*+0c.!-1%.!
�  %0%+*�(c)�*1�(c/0!,/c3$!*c���!//%*#c0$!c%*/0�*�!c+*�!c(�1*�$! Kc�c"%(!c*�)! 
custom_userdata_varc��*c�!c�.!�0! c�* c%*&!�0! c3$!*c�.!�0%*#c0$!c%*/0�*�!c1/%*#c0$!
�+2�c�+))�* c(%*!M

��QRYD�ERRW���XVHU�GDWD��URRW�FXVWRPBXVHUGDWDBYDU���LPDJH�VRPHBLPDJH
FRROBLQVWDQFH

�*�!c0$!c%*/0�*�!c%/c(�1*�$! c/1��!//"1((5Lc.!0.%!2%*#c0$!c1/!.c �0�c��*c�!c,!."+.)! c�5
-1!.5%*#c0$!c)!0� �0�c/!.2%�!c!* ,+%*0c0$.+1#$c0$!c�,!*�0��'c)!0� �0�c���M

��FXUO�KWWS�������������������RSHQVWDFN������������XVHU�GDWD
export VAR1=var1
export VAR2=var2
export VAR3=var3

�$!c+.%#%*�(c�+*"%#c�.%2!c%),(!)!*0�0%+*c3�/c*+0c�+*/% !.! c�/c�c�+),(!0!c �0�c/+1.�!
�10c.�0$!.c�/c�c/+1.�!c+"c*!03+.'c�+*"%#1.�0%+*Kc�*�!c0$!c*!03+.'c/!01,c%/c�+*"%#1.! Lc0$!
%*%0%�(%6�0%+*c,.+�!! ! c0+c�+*0��0c0$!c)!0� �0�c
���/c/!.2!.Kc�$!c(�0!.c2!./%+*c+"c�(+1 a
%*%0c�((+3/c1/%*#c�+*"%#c�.%2!/c�/c�c�+),(!0!c �0�c/+1.�!K

$GG�D�FRPSXWH�QRGH
�/%*#c�,!*�0��'`�*/%�(!cQ���RLc�  %*#c�c�+),10!c*+ !c%/c)1�$c/%),(!.c0$�*
1* !./0�* %*#c0$!c.!/+1.�!c.!-1%.!)!*0/c*!! ! c"+.c�c*+ !Kc��/%��((5Lc0$!c�+),10!c*+ !
3%((c.1*c*+2�a�+),10!c0+#!0$!.c3%0$c0$!c*!03+.'%*#c,(1#%*c�#!*0Kc�$�0c5+1c/$+1( 
1* !./0�* c�0c0$%/c/0�#!c+"c�10+)�0! c !,(+5)!*0c%/c$+3c0+c)�'!c0$!c*!3c�+),10!c*+ !
�+))1*%��0!c3%0$c0$!c�+*0.+((!.c�* c*!03+.'c*+ !/M
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�/c,!."+.)! c%*c0$!c,.!2%+1/c�$�,0!.LcChapter 3Lc�,!*�0��'a�(1/0!.a_a�$!a�(+1 a�+*0.+((!.
�* a�+))+*a�!.2%�!/Lc !,(+5%*#c�+),10!c*+ !/c1/%*#c�*/%�(!c��*c�!c��$%!2! c�5c.!2%/%0%*#
0$!c/�)!c�*/%�(!c�+*"%#1.�0%+*c"%(!/c�/c"+((+3/M

� &1/0c0$!c/etc/openstack_deploy/openstack_user_config.ymlc"%(!c�58K
�  %*#c�c*!3ccompute_hostsc/0�*6�c,+%*0%*#c0+c0$!c*!3c�+),10!c*+ !M

        compute_hosts:
        cn-01:
        ip: 172.47.0.20
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�  %0%+*�(c/!00%*#/c��*c�!c�  ! c0+c+1.c�+),10!c*+ !Lc%*�(1 %*#c0$!c05,!c+"9K
$5,!.2%/+.Lc���Lc���c�((+��0%+*c.�0%+Lc�* c0$!c)�4%)1)c*1)�!.c+"c%*/0�*�!/
0$�0c��*c�!c/,�3*! c,!.c$+/0Kc�$%/c��*c�!c !"%*! c%*c0$!
/etc/openstack_deploy/user_variables.ymlc"%(!M

        ## Nova options
        # Hypervisor type for Nova
        nova_virt_type: kvm
        # CPU overcommitment ratio
        nova_cpu_allocation_ratio: 2.0
        # RAM overcommitment ratio
        nova_ram_allocation_ratio: 1.5
        # Maximum number of virtual machines per compute node
        nova_max_instances_per_host: 100

�*/0�((c0$!c�+*0�%*!./c%*c0$!c0�.#!0c�+),10!c*+ !c�5c.1**%*#c0$!csetup-:K
hosts.ymlc�(�5�++'c1* !.c/etc/openstack_deploy/Kc�"c�*c�,!*�0��'
!*2%.+*)!*0c%/c"1((5c.1**%*#Lc3!c��*c%*/0.1�0c�*/%�(!c0+c(%)%0c0$!c !,(+5)!*0
+*(5c"+.c0$!c*!3c$+/0c1/%*#c0$!c--limitc+,0%+*c"+((+3! c�5c0$!c*!3c$+/0*�)!c%*
0$!c�*/%�(!c3.�,,!.c�+))�* c(%*!c�/c"+((+3/M

      ��RSHQVWDFN�DQVLEOH�VHWXS�KRVWV�\PO���OLPLW�FQ���

�,0%+*�((5Lc%0c%/c,+//%�(!c0+c)+*%0+.c0$!c*!3c�+),10!c*+ !c1/%*#c0$!c0!(!)!0.5;K
/!.2%�!c�5c%*�(1 %*#c�c*!3cmetering-compute_hostsc/0�*6�c%*c0$!
/etc/openstack_deploy/conf.d/ceilometer.ymlc"%(!M

        ...
        metering-compute_hosts:
        cn-01:
        ip: 172.47.0.20
        ...

�+.c�c)+.!c.!"%*! c1, �0!c+"c0$!c�,!*�0��'c%*".�/0.1�01.!Lc3!c��*c%*/0.1�0c<K
�*/%�(!c0+c !,(+5c0$!c*!3c/!.2%�!c+*(5c%*c0$!ccompute_hostsc#.+1,c�  ! 
,.!2%+1/(5c%*c0$!copenstack_user_config.ymlc"%(!cM

     ���RSHQVWDFN�DQVLEOH�VHWXS�RSHQVWDFN�\PO���OLPLW�FRPSXWHBKRVWV
��������VNLS�WDJV�QRYD�NH\�GLVWULEXWH
��������RSHQVWDFN�DQVLEOH�VHWXS�RSHQVWDFN�\PO���OLPLW�FRPSXWHBKRVWV
��������WDJV�QRYD�NH\
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�$!c*!3c�+),10!c*+ !c/$+1( c&+%*c0$!c�,!*�0��'c!*2%.+*)!*0c�* c�!c.!� 5c0+c$+/0
%*/0�*�!/Kc�$%/c��*c�!c2!.%"%! c%*c %""!.!*0c3�5/c�5c���!//%*#c0$!c�+),10!c�+*0�%*!.Kc�+
% !*0%"5c0$!c*!3(5c !,(+5! c$+/0Lc1/!c0$!c//$c�+))�* c(%*!c0+c���!//c0$!c�+),10!c*+ !c�5
"%(0!.%*#c0$!c10%(%05c�+*0�%*!.c%*c0$!c !,(+5)!*0c)��$%*!Kc�((c !,(+5! c$+/0/c/$+1( c�!
(%/0! c%*c0$!/etc/hostsc"%(!K

3ODQQLQJ�IRU�VHUYLFH�UHFRYHU\
�*!c+"c0$!c)+/0c�.%0%��(c0�/'/c"+.c�c/5/0!)c� )%*%/0.�0+.c+.c�(+1 c+,!.�0+.c%/c0+c,(�*c�
���'1,Kc�1%( %*#c�*c%*".�/0.1�01.!c�* c/0�.0%*#c%*c,.+ 1�0%+*c3%0$+10c�c %/�/0!.c.!�+2!.5
���'#.+1* c%/c�+*/% !.! c$%#$(5c.%/'5c�* c5+1c3%((c*!! c0+c/0�.0c0�'%*#c%))! %�0!c��0%+*K
�!c)�5c"%* c�c�1*�$c+"c,.+,!.05c/+"03�.!c%*c0$!c�(+1 c�+),10%*#c�.!�c0$�0c +!/c0$!c&+�L
/1�$c�/c0$!c��3�.!c���'1,c/+(10%+*K


+3!2!.Lc���'%*#c1,c+,!*c/+1.�!c�(+1 /c3%((c*+0c�!c0$�0c!�/5Kc�,!*�0��'c +!/c*+0Lc"+.
%*/0�*�!Lc/1,,+.0c�*5c/,!�%�(c0++(c"+.c���'1,Kc�/c%0c%/c)!.!(5c�c�+((!�0%+*c+"c�+),+*!*0/
�+)�%*! c0+c !(%2!.c/!.2%�!/Lc�*c�,!*�0��'c+,!.�0+.c/$+1( c0$%*'c$+3c0+c)�,c0$!
�+),+*!*0/c1/! c%*c%0/c%*".�/0.1�01.!c�* c,.!,�.!c�c���'1,c/0.�0!#5c"+.c!��$Nc0$!c/0.�0!#5
/$+1( c�!c!�/5Lc!""%�%!*0Lc�* c�10+a.!�+2!.5c!*��(! K

�$1/Lc5+1c/$+1( c*+0c)%//c0$!c"%./0c-1!/0%+*Mc3$�0c +c3!c*!! c0+c���'c1,c�* c$+3c +c3!
,!."+.)c/1�$c�c)%//%+*O

�0c"%./0c#(�*�!Lc5+1c)%#$0c�!c0!),0! c0+c0$%*'c0$�0c���'%*#c1,c0$!c�(+1 c�+*0.+((!.c3%((c�!
�!*0!.! c+*c�+*"%#1.�0%+*c"%(!/c�* c �0���/!/K

%DFNXS�ZLWK�EDFNXS�PDQDJHU
�+*/% !.%*#c0$�0c0$!.!c�.!c)�*5c���'1,c)!0$+ /Lc5+1c)�5c3+* !.c$+3c0+c�$++/!c0$!c.%#$0
0++(c"+.c5+1.c/5/0!)K

�*!c+"c0$!/!c)!0$+ /c%*2+(2!/c1/%*#c0$!c���'1,a)�*�#!.c0++(Lc�c/%),(!c�+))�* a(%*!
���'1,c0$�0c%/c�2�%(��(!c"+.c)+/0c�%*14c %/0.%�10%+*/Kc�+1c��*c%*/0�((c%0c+*c5+1.c*+ !/c�* 
�+*"%#1.!c%0c!�/%(5c".+)c+*!c�!*0.�(c"%(!Kc�"c5+1c�.!c1/%*#c�!*0��c>Lc5+1c3%((c*!! c0+c!*��(!
5+1.c����c.!,+/%0+.5M

��VXGR�USP��8YK
KWWSV���GO�IHGRUDSURMHFW�RUJ�SXE�HSHO�HSHO�UHOHDVH�ODWHVW���QRDUFK�USP
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�),+.0c0$!c	�	c'!5Lc�/c"+((+3/M

��VXGR�USP���LPSRUW�KWWS���GO�IHGRUDSURMHFW�RUJ�SXE�HSHO�530�*3*�.(<�(3(/��

�*/0�((c0$!c���'1,a)�*�#!.c,��'�#!M

��VXGR�\XP�LQVWDOO�EDFNXS�PDQDJHU

�*c�*c��1*01c/!.2!.Lc1/!c�,0c0+c%*/0�((c���'1,a)�*�#!.c�* c)�'!c/1.!c0+
1, �0!c0$!c,��'�#!c.!,+/%0+.5K

�$!c)�%*c�+*"%#1.�0%+*c"%(!c"+.c���'1,a)�*�#!.c%/c/etc/backup-manager.confKc�+1c��*
! %0c0$!c"%(!c�5c !"%*%*#c!��$c/!�0%+*c�5c0$!c���'1,c)!0$+ /c�* c0$!%.c�//+�%�0! c2�.%��(!/K
�!c��*c/0�.0c�5c(%/0%*#c0$!c %.!�0+.%!/c�* c"%(!/c0$�0c3!c3�*0c0+c���'c1,M

��H[SRUW�%0B7$5%$//B',5(&725,(6 ��YDU�OLE�QRYD��HWF�NH\VWRQH��HWF�FLQGHU
�HWF�JODQFH��YDU�OLE�JODQFH��YDU�OLE�JODQFH�LPDJHV��HWF�P\VTO�

�+0!c0$�0c3!c$�2!c!4�(1 ! c0$!c/var/lib/nova/instancesc"%(!c".+)c0$!
���'1,c"+( !.c(%/0Lc�/c%0c�+*0�%*/c.1**%*#c��c%*/0�*�!/Kc�0c)%#$0c.!/1(0c%*
�+..1,0! c�++0��(!c%)�#!/c+*�!c5+1c$�2!c.!/0+.! c0$!)c".+)c0$!c���'1,K
�+.c/�"!05c.!�/+*/Lc%0c%/c,+//%�(!c0+c/�2!c0$!c%)�#!c/0�0!/c"%./0c�5c)!�*/c+"
/*�,/$+0/Lc�* c���'%*#c1,c0$!c#!*!.�0! c%)�#!c"%(!/c%*c0$!c*!40c/0!,K

�$!*Lc3!c/,!�%"5c0$!c���'1,c)!0$+ /Lc/1�$c�/cmysqlLc1/%*#cmysqldumpc�* c0�.��((c0+
 !"%*!c0$!c(%/0c+"c %.!�0+.%!/c+"c�+..!/,+* %*#c0�.��((/M

��H[SRUW�%0B$5&+,9(B0(7+2' �WDUEDOO�P\VTO�

�$!c*!40c(%*!c3%((c,+%*0c0+c3$!.!c5+1c��*c/0+.!c0$!c���'1,/M

��H[SRUW�%0B5(326,725<B5227 ��YDU�EDFNXSV��

�+1c)�5c�+*/% !.c�c.! 1* �*�5c,(�*c�5c1,(+� %*#c0$!c�.�$%2! c���'1,c0+c�c/!�+* �.5
/!.2!.c1/%*#crsyncKc�+1c��*c1/!c5+1.c�3%"0c�(1/0!.c0+c,.+2% !c)+.!c �0�c.! 1* �*�5c��.+//
0$!c�����c.%*#/K
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���'%*#c1,c5+1.c*+ !/Xc�+*"%#1.�0%+*c"%(!/c(+��((5c*!! /c�+*0%*1+1/
)+*%0+.%*#Lc!/,!�%�((5c"+.c %/'c/,��!c�+*/1),0%+*Kc�.5c0+c'!!,c�*c!5!c+*
5+1.c)+*%0+.%*#c/5/0!)c0+c,.!2!*0c�c"1((c %/'c/,��!c/0�0!c%*c5+1.c*+ !/K

�!40Lc3!c3%((c!4,(�%*c$+3c"%(!/c3%((c�!c�+),.!//! c1/%*#cgzipKc�+.c!4�),(!M

��H[SRUW�%0B0<64/B),/(7<3( �J]LS�

�,0%+*�((5Lc5+1c��*c !"%*!c0$!c��
c���+1*0c0+c1,(+� c5+1.c�.�$%2!/c.!)+0!(5M

��H[SRUW�%0B83/2$'B66+B86(5 �URRW�

�!40Lc3!c)+2!c0+c���'%*#c1,c+1.c���c �0���/!/Kc�+1c��*c1/!c0$!c0.� %0%+*�(c)!0$+ c1/%*#
mysqldumpKc�!c��*c�+*0%*1!c3%0$c���'1,a)�*�#!.c�* c�  c0$!c"+((+3%*#c/!�0%+*/c0+
/etc/backup-manager.confM

��H[SRUW�%0B0<64/B'$7$%$6(6 �QRYD�JODQFH�NH\VWRQH�GDVK�P\VTO�FLQGHU�
��H[SRUW�%0B0<64/B$'0,13$66 �3URYLGH�WKH�URRW�SDVVZRUG�LQ��URRW��P\�FQI�

�$!c +3*/% !c+"c0$%/c�,,.+��$c%/c0$!c,(�%*0!40c,.!/!*0�0%+*c+"c0$!c,�//3+. c+"c0$!
 �0���/!/Kc�$1/Lc%"c5+1c%*0!* c0+c/!�1.!c0$!c �0���/!Lc!*/1.!c0$�0c0$!c,!.)%//%+*/c�.!
.!/0.%�0! c"+.c/etc/backup-manager.confLc%*�(1 %*#c0$!c.++0c1/!.K

�$�0c��+10c�+),10!c*+ !/Oc�*c"��0Lc%0c!),(+5/c0$!c/�)!c"+( !.Lc/var/lib/nova/Lc�* 
!4�(1 !/c0$!c/1� %.!�0+.5c%*/0�*�!/c3$!.!c0$!c(%2!c��c.!/% !/Kc���'%*#c1,c0$!c%*/0�*�!/
0$!)/!(2!/c%/c�(/+c,+//%�(!Lc�5c!%0$!.c�.!�0%*#c�c/*�,/$+0c".+)c
+.%6+*c+.c�5c%*/0�((%*#c�
���'1,c0++(c%*c0$!c%*/0�*�!c%0/!("K

6LPSOH�UHFRYHU\�VWHSV
�+.c�c/�"!c�* c/1��!//"1(c.!�+2!.5c,.+�!//Lc5+1c��*c"+((+3c0$!c*!40c/!0c+"c/%),(!c/0!,/M

�0+,c�((c0$!c/!.2%�!/c0$�0c5+1c%*0!* c0+c.!�+2!.Kc�+.c!4�),(!Lc"+.c�c"1((c	(�*�!8K
.!�+2!.5c%*c0$!c�(+1 c�+*0.+((!.Lc.1*c0$!/!c�+))�* /M

����������VWRS�JODQFH�DSL
����������VWRS�JODQFH�UHJLVWU\
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�),+.0c0$!c	(�*�!c���'! a1,c �0���/!M9K

����������P\VTO�JODQFH���JODQFH�VTO

�!/0+.!c0$!c	(�*�!c %.!�0+.%!/M:K

����������FS��D��YDU�EDFNXSV�JODQFH��JODQFH�

�0�.0c�((c	(�*�!c/!.2%�!/M;K

����������VHUYLFH�VWDUW�P\VTO
����������JODQFH�DSL�VWDUW
����������JODQFH�UHJLVWU\�VWDUW

'DWD�SURWHFWLRQ�DV�D�VHUYLFH
�+)!c0$%. a,�.05c/+(10%+*/c$�2!c�!!*c1/! c0+c/1,,+.0c0!*�*0/c0+c!�/%(5c���'c1,c!*0%.!
�(1/0!./c%*c�,!*�0��'c�5c)!�*/c+"c!40!.*�(c/0+.�#!c/1�$c�/c�!0�,,c�+(% �%.!Kc�0$!.
%),(!)!*0�0%+*/c�+*/% !.c1/%*#c+�&!�0c/0+.�#!c�/c�c���'1,c(+��0%+*c"+.c"%(!/c�* c�.�$%2!/K
�$�0c3%((c.!-1%.!c.!#1(�.c/*�,/$+0/c+"c0$!c%*/0�*�!/Lc3$%�$c3%((c�!c1,(+� ! c0+c0$!c%)�#!
/0+.!Lc3$!.!�/c�(+�'c/0+.�#!c2+(1)!/c��*c�!c/*�,/$+0! c�* c1,(+� ! c0+c0$!c+�&!�0c/0+.�#!K
�$%/c/+.0c+"c���'1,c%),(!)!*0�0%+*c +!/c*+0c,.+2% !c�c/!�)(!//c�* c!""%�%!*0c���'1,
/+(10%+*Lc�+*/% !.%*#c*+0c+*(5c0$!c��/!*�!c+"c,!."+.)%*#c%*�.!)!*0�(c���'1,c�10c�(/+c0$!
�+),(!4%05c+"c)�*�#%*#c %""!.!*0c/0+.�#!c���'1,c3+.'(+� /K

7KH�2SHQ6WDFN�FRPPXQLW\
�0c$�/c/0�.0! c.!�!*0(5c0+c%*�(1 !c�c �0�c,.+0!�0%+*c/!.2%�!c0+c$�* (!c���'1,c0�/'/c !/0%*! 
0+c0$!c�,!*�0��'c!*2%.+*)!*0Kc�!$%* c�((c0$%/Lc�c,.+,+/! c,.+&!�0c*�)! c��'/$�c�%)/c0+
,.+2% !c�c*+*a %/.1,0%2!Lc"(!4%�(!Lc�* c�,,(%��0%+*a�3�.!c���'1,c/+(10%+*c !/0%*! c0+
�,!*�0��'Kc�$%/c/+(10%+*c%*�(1 !/c0$!c,+//%�%(%0%!/c0+c,!."+.)c"1((c�* c%*�.!)!*0�(c���'1,
+"c%*/0�*�!/c0+c�*c+�&!�0c/0+.�#!c!* ,+%*0Kc�0c1/!/c0$!c*�0%2!c/*�,/$+0c)!�$�*%/)/c".+)
�,!*�0��'c�* c(!2!.�#!/c�c0�/'c/�$! 1(!.c"+.c,!.%+ %�c�* c.!#1(�.c���'1,/Kc�/!./c3%((c$�2!
)+.!c"(!4%�%(%05c0+c)�*�#!c0$!%.c+3*c���'1,/c�* c%*/0�*�!/c.1**%*#c0$!%.c�,,(%��0%+*/L
.!#�. (!//c+"c0$!c05,!c+"c0$!c$5,!.2%/+.Kc�0c0$!c0%)!c+"c3.%0%*#Lc��'/$�c%/c�c/0�* �(+*!
,.+&!�0c�* c*+0c5!0c%*0!#.�0! c+""%�%�((5c%*c0$!c�,!*�0��'c!�+/5/0!)Kc�+c.!� c)+.!c��+10
��'/$�Lc.!"!.c0+c0$!c !2!(+,)!*0c3%'%c,�#!c�0chttps://wiki.openstack.org/wiki/RakshaK
�*+0$!.c*!3c%*�1��0! c,.+&!�0c%*c�,!*�0��'c"+.c���'1,c�* c %/�/0!.c.!�+2!.5c/!.2%�!/c%/c�
,.+&!�0c�+ !c*�)! c�.!!6!.Kc�+c"+((+3c0$!c !2!(+,)!*0c+"c0$!c�.!!6!.c,.+&!�0Lc.!"!.c0+c0$!
+""%�%�(c3%'%c,�#!c�0chttps://wiki.openstack.org/wiki/FreezerK
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�$!c"%(!/5/0!)c)1/0c�!c�.!�0! c"+.c�((c"%2!c�00��$! c .%2!/Kc�!40c)�'!c�*c!*0.5c%*
/etc/fstabc0+c)+1*0c0$!c .%2!/c+*c�++0M

/$%(/ VG;��VUY�QRGH�VG;�[IV
QRDWLPH�QRGLUDWLPH�QREDUULHU�ORJEXIV ��QRDXWR����

��'!c/1.!c0$�0c5+1c +*X0c"+.#!0c0+c�.!�0!c0$!c %.!�0+.5c"+.c0$!c)+1*0c,+%*0M
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�%*�((5c)+1*0c0$!c .%2!/c3%0$cmount /srv/node/sdXc�+))�* Kc�$!c)+1*0c,+%*0/c�.!
.!"!.!*�! c%*c0$!c^!0�^+,!*/0��'Z !,(+5^�+*"K ^/3%"0K5)(c"%(!K
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 !,(+5)!*0Kc�+)!c+"c0$!)c�.!c0$!cstorage_networkc�* creplication_networkc�/
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erasure_codingK
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�+.!c/,!�%"%�c�+*"%#1.�0%+*c��*c�!c+2!..%  !*c%*c0$!cswift-proxy_hostsc�* 
swift_hostsc/!�0%+*/Kc�,0%+*/c/1�$c�/c.!� c�* c3.%0!c�""%*%05c��*c�!c/!0c%*c0$!cswift-
proxy_hostsc/0�*6�Kc�$!cswift_hostsc/0�*6�c(%/0/c0$!c,!.c*+ !c�3%"0c2�.%��(!c+2!..% !/
(%'!c0$!c.!#%+*c�* c6+*!c0+c3$%�$c0$!c�3%"0c*+ !c�!(+*#/c0+cKc�0c�(/+c#%2!/c�c$�* c0+c� &1/0
0$!c .%2!/c3$%�$c3%((c�!c1/! c�* c0$!c3!%#$0c+"c�c %/'K

�!"�1(0c�+*"%#1.�0%+*c/!00%*#/c1/%*#c�*/%�(!c�3%"0c,(�5�++'c��*c�!c"+1* 
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�c.!"!.!*�!c�+*"%#1.�0%+*c"%(!c%/c,.+2% ! c%*c0$!c/+1.�!c+"c�,!*�0��'c�*/%�(!K

�+,5c0$!c"%(!c0+c/etc/openstack_deploy/conf.d/swift.ymlc�* c)�'!c0$!c�,,.+,.%�0!
�$�*#!/c�/c"+((+3/M
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�$!cswift-proxy_hostsc/!�0%+*c !"%*!/c0$!c0�.#!0c$+/0/c%*c0$!c�,!*�0��'c!*2%.+*)!*0c0+
 !,(+5c0$!c�3%"0c,.+45c/!.2%�!Kc�+.c0$!c/�'!c+"c/%),(%�%05Lc0$!c�3%"0c,.+45c/!.2%�!c��*c�!
 !(!#�0! c0+c0$!c�(+1 c�+*0.+((!.c*+ !/c3%0$c�  %0%+*�(c+,0%+*/c%*�(1 %*#c3.%0!c�""%*%05c%*
"�2+.c"+.c.!#%+*c8c%*ccc-01Lc.!#%+*c9c%*ccc-02Lc�* c.!#%+*c:c%*ccc-03M

...
swift-proxy_hosts:
  cc-01:
    ip: 172.47.0.10
    container_vars:
      swift_proxy_vars:
        write_affinity: "r1"
  cc-02:
    ip: 172.47.0.10
    container_vars:
      swift_proxy_vars:
        write_affinity: "r2"
  cc-03:
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    ip: 172.47.0.10
    container_vars:
      swift_proxy_vars:
        write_affinity: "r3"

�$!c"+((+3%*#cswift_hostsc/!�0%+*c !"%*!/c0$.!!c�3%"0c*+ !/cswn01Lcswn02Lc�* cswn03K
�((c�3%"0c*+ !/c3%((c�!c1/%*#csddLcsdeLc�* csdf  %/'/c#.+1,! c�5c6+*!c% c"+.c/0+.�#!
�2�%(��%(%05c�* c"�%(1.!c%/+(�0%+*c,1.,+/!/Kc�$!c�3%"0c*+ !/c3%((c�!c !,(+5! c3%0$%*c0$!
/0+.�#!c*!03+.'c�/c,!.c !"%*! c%*cChapter 3Lc�,!*�0��'a�(1/0!.%*#a_a�$!a�(+1 a�+*0.+((!.a�* 
�+))+*a�!.2%�!/Lc1/%*#c����c.�*#!Mc172.47.40.0/22M

...
swift_hosts:
  swn01:
    ip: 172.47.44.10
    container_vars:
      swift_vars:
        zone: 0
        drives:
          - name: sdd
          - name: sde
          - name: sdf
  swn02:
    ip: 172.47.44.11
    container_vars:
      swift_vars:
        zone: 1
        drives:
          - name: sdd
          - name: sde
          - name: sdf
  swn03:
    ip: 172.47.44.12
    container_vars:
      swift_vars:
        zone: 2
        drives:
          - name: sdd
          - name: sde
          - name: sdf
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+------------+-------+
| Property   | Value |
+------------+-------+
| gigabytes  | 1000  |
| snapshots  | 50    |
| volumes    | 50    |
+------------+-------+
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!�.(%!.K

&LQGHU�EDFNHQG�GULYHUV�DQG�VFKHGXOLQJ
�%'!c)�*5c�,!*�0��'c,.+&!�0/Lc�%* !.c,.+2% !/c�c,(1##��(!c�.�$%0!�01.!c�5c!4,+/%*#
 %""!.!*0c/0+.�#!c���'!* c .%2!./Kc�*c0$!c,.!2%+1/c/!�0%+*Lc3!c %/�1//! c0$!c,.+�!//c+"
�.!�0%*#c�c�%* !.c2+(1)!c�* c�00��$%*#c%0c0+c�c�+2�c%*/0�*�!c3$!.!c3!c(++'! c�0c0$!cLVM-
iSCSI backendc .%2!.Kc�$%/c%/c0$!c !"�1(0c���'!* c .%2!.c,.+2% ! c�5c�%* !.K
�  %0%+*�((5Lc�%* !.c��*c�!c�+*"%#1.! c3%0$c���Lc	(1/0!.��c�* c2�.%+1/c�+),�0%�(!
/0+.�#!c2!* +./c%*�(1 %*#c�!0�,,c�* c���cKc�$%(!c3!c�.!c*+0c#+%*#c0+c(++'c�0c0$!
�+*"%#1.�0%+*c+"c2�.%+1/c���'!* c .%2!.c+,0%+*/Lc3!c3%((c %/�1//c��+10c!*��(%*#c)1(0%,(!
/0+.�#!c .%2!./c�* c2+(1)!c/�$! 1(%*#K
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�1(0%,(!c���'!* c .%2!./c��*c�!c!*��(! c�* c1/! c�0c0$!c/�)!c0%)!Kc�$%/c��*c�!c,!."+.)! 
�5c!*��(%*#c0$!cenabled_backendsc"(�#c%*c0$!c/etc/cinder/cinder.confc�+*"%#1.�0%+*
"%(!Kc�$!cenabled_backendsc %.!�0%2!c/$+1( c�!c/!0c0+c0$!c�+))�a/!,�.�0! c*�)!/c+"c0$!
���'!* c�+*"%#1.�0%+*c#.+1,c*�)!/c�/c"+((+3/M

enabled_backends=vol-conf-grp-1, vol-conf-grp-2, vol-conf-grp-3

[vol-conf-grp-1]
volume_group=vol-grp-1
volume_driver=cinder.volume.drivers.lvm.LVMVolumeDriver
volume_backend_name=lvm-standard-bkend

[vol-conf-grp-2]
volume_group= vol-grp-2
volume_driver=cinder.volume.drivers.lvm.LVMVolumeDriver
volume_backend_name= lvm-standard-bkend

[vol-conf-grp-3]
volume_group= vol-grp-3
volume_driver=cinder.volume.drivers.lvm.LVMVolumeDriver
volume_backend_name= lvm-enhanced-bkend

�$!c���'!* c�+*"%#1.�0%+*c#.+1,/c0$!)/!(2!/c !/�.%�!c0$!c���'!* c .%2!.Kc�"c03+c+.c)+.!
2+(1)!c���'!* /c$�2!c0$!c/�)!c*�)!/Lc0$!c2+(1)!c/�$! 1(!.c3%((c/!(!�0c+*!c+"c0$!)c��/! 
+*c��,��%05c�* c3!%#$0K

�$!c/�$! 1(!.c��*c�!c�+*"%#1.! c�5c !"�1(0c3%0$c0$!c��,��%05Lc�2�%(��%(%05c�+*!c�* 
��,��%(%05c�%(0!./M

scheduler_default_filters=
AvailabilityZoneFilter,CapacityFilter,CapabilitiesFilter

scheduler_default_weighers= CapacityWeigher

�5c!*��(%*#c0$!c !"�1(0c"%(0!./c�* c3!%#$0/Lc0$!c/�$! 1(!.c�$++/!/c0$!c2+(1)!c/!.2!.c3%0$
0$!c)�4%)1)c��,��%05c3%0$%*c�*c�2�%(��%(%05c�+*!c)�0�$%*#c0$!c1/!.c.!-1!/0! c2+(1)!
/%6!K
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�$!c�%* !.c/�$! 1(!.c��*c�(/+c�!c�+*"%#1.! c3%0$c���'!* c .%2!.c/,!�%"%�c"%(0!.c�* c3!%#$0
"1*�0%+*/Kc�$%/c�((+3/c�%* !.c0+c,(��!c*!3c.!-1!/0/c+*c0$!c2+(1)!c/!.2!.c3%0$c0$!c�!/0
���'!* c .%2!.c)�0�$Kc�+c!*��(!c .%2!.c"%(0!./c�* c3!%#$0/c�  c0$!cDriverFilterc�* 
GoodnessWeigherc0+c0$!cscheduler_default_filtersc�* 
scheduler_default_weighersc(%/0c.!/,!�0%2!(5Kc���$c+"c0$!c2+(1)!c�+*"%#1.�0%+*c#.+1,/
/$+1( c�!c�+*"%#1.! c3%0$c�c"%(0!.c�* c#++ *!//c"1*�0%+*Kc�$!c"+((+3%*#c!4�),(!c/$+3/
/1�$c�c�+*"%#1.�0%+*M

[vol-conf-grp -1]
volume_group=vol-grp-1
volume_driver=cinder.volume.drivers.lvm.LVMVolumeDriver
volume_backend_name=lvm-standard-bkend
filter_function = "stats.total_capacity_gb < 500"
goodness_function = "(volume.size < 25) � 100 : 50"

�$!c�%* !.c/�$! 1(!.c.!"!./c0$!c"%(0!.c�* c#++ *!//c"1*�0%+*c"+.c!��$c���'!* c0+c !0!.)%*!
0$!c�+..!�0c���'!* c"+.c�c2+(1)!c.!-1!/0Kc�%* !.c�(/+c,.+2% !/c�+*/0.1�0/c"+.c!* c1/!.c0+
.!-1!/0c2+(1)!/c3%0$c�c/,!�%"%�c���'!* c .%2!.Kc�$%/c%/c +*!c1/%*#c0$!c�%* !.cvolume-
typec !"%*%0%+*/Kc�$!c"+((+3%*#c%/c�*c!4�),(!c+"c !"%*%*#cvolume-typec�* c1/%*#c%0c%*
2+(1)!c�.!�0%+*M

��FLQGHU�W\SH�FUHDWH�OYP�VWDQGDUG
��FLQGHU�W\SH�NH\�OYP�VWDQGDUG�VHW�YROXPHBEDFNHQGBQDPH OYP�VWDQGDUG�ENHQG

��FLQGHU�W\SH�FUHDWH�OYP�HQKDQFHG
��FLQGHU�W\SH�NH\�OYP�HQKDQFHG�VHW�YROXPHBEDFNHQGBQDPH OYP�HQKDQFHG�ENHQG

�$!c,.!�! %*#c�+))�* /c�.!�0!c03+cvolume-typec !"%*%0%+*/Mc+*!c3%0$c0$!c/0�* �. 
 .%2!.c���'!* c�* c�*+0$!.c3%0$c0$!c!*$�*�! c���'!* c .%2!.Kc�+c1/!c0$!cvolume-type
 !"%*%0%+*c3$%(!c�.!�0%*#c�c*!3c�%* !.c2+(1)!Lc0$!c1/!.c)1/0c!*0!.c0$!c"+((+3%*#
�+))�* M

��FLQGHU�FUHDWH���YROXPHBW\SH�OYP�VWDQGDUG���GLVSOD\BQDPH�0\B6WGB9RO���
��FLQGHU�FUHDWH���YROXPHBW\SH�OYP�HQKDQFHG���GLVSOD\BQDPH�0\B(KQB9RO���
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�,!*�0��'c�*/%�(!c,.+2% !/c,(�5�++'/c0+c !,(+5c�%* !.c/!.2%�!/Kc�/c/$+3*c%*cChapter 3L
�,!*�0��'a�(1/0!.a_a�$!a�(+1 a�+*0.+((!.a�* a�+))+*a�!.2%�!/Lc3!c3%((c� &1/0c0$!
/etc/openstack_deploy/openstack_user_config.ymlc"%(!c0+c,+%*0c0+c3$!.!c0$!
�%* !.c���c/!.2%�!c3%((c�!c !,(+5! Kc��/! c+*c0$!c !/%#*c)+ !(c %/�1//! c%*cChapter 1L
�!/%#*%*#a�,!*�0��'a�(+1 a�.�$%0!�01.�(a�+*/% !.�0%+*Lc0$!c�%* !.c���c/!.2%�!c��*c�!
 !,(+5! c%*c0$!c�+*0.+((!.c*+ !/c�5c�  %*#c0$!cstorage-infra_hostsc/0�*6�c�/c"+((+3/M

...
storage-infra_hosts:
  cc-01:
    ip: 172.47.0.10
  cc-02:
    ip: 172.47.0.11
  cc-03:
    ip: 172.47.0.12

�!40Lc3!c !/�.%�!c0$!c$+/0/c0$�0c3%((c�!c1/! c"+.c0$!c�%* !.c/0+.�#!c*+ !/Kc�$!c/0+.�#!c$+/0
��*c�!c�+*"%#1.! c3%0$c0$!c�2�%(��%(%05c6+*!Lc���'!* Lc�* c2+(1)!c .%2!.c�+*"%#1.�0%+*K
�$%/c��*c�!c��$%!2! c�5c�  %*#c0$!cstorage_hostsc/0�*6�c3%0$c�  %0%+*�(c�+*"%#1.�0%+*
"+.c/0+.�#!c$+/0/c3%0$c���c�* c%����c���'!* c�/c"+((+3/M

storage_hosts:
  lvm-storage1:
    ip: 172.47.44.5

    container_vars:
      cinder_backends:
        vol-conf-grp-1:
          volume_backend_name: lvm-standard-bkend
          volume_driver: cinder.volume.drivers.lvm.LVMVolumeDriver
          volume_group: cinder-volumes

�!"�1(0c�+*"%#1.�0%+*c/!00%*#/c1/%*#c�*/%�(!c�3%"0c,(�5�++'c��*c�!c"+1* 
�0ch t t p s ://g i t h u b . c o m /o p e n s t a c k /o p e n s t a c k - a n s i b l e - o s _ c i n d e r /b l o
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�+c.1*c0$!c�%* !.c,(�5�++'c1/!c0$!copenstack-ansiblec�+))�* c�/c"+((+3/M
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...
[DEFAULT]
enabled_share_backends = Backend1
enabled_share_protocols = NFS,CIFS
default_share_type = default_share_type
scheduler_driver = manila.scheduler.drivers.filter.FilterScheduler

[Backend1]
share_driver = manila.share.drivers.generic.GenericShareDriver
driver_handles_share_servers = True

service_instance_password = manila
service_instance_user = manila
service_image_name = manila-service-image

path_to_private_key = /home/stack/.ssh/id_rsa
path_to_public_key = /home/stack/.ssh/id_rsa.pub

# Custom name for share backend.
share_backend_name = Backend1

�$!c��*%(�c/!.2%�!c��*c�!c�+*"%#1.! c3%0$c)1(0%,(!c���'!* c .%2!./c�0c0$!
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�!40c/0!,c%/c0+c.!2%!3c0$!c2�.%��(!c !"%*%0%+*c3%0$c%*c0$!c�+ !c0.!!Kc�$!c2�.%��(!/c�.!c !"%*! 
%*c0$!cgroup_varsc %.!�0+.5Kc�$%/c %.!�0+.5c�+*0�%*/c/�),(!c+"c0$!c2�.%��(!c !"%*%0%+*
�+*"%#1.�0%+*c"%(!/Kc�!c/0�.0c�5c(++'%*#c�0c0$!c"%(!call.yml.sampleKc�/!c0$!c/�),(!c"%(!c�/c�
#1% !M

��FS�JURXSBYDUV�DOO�\PO�VDPSOH�JURXSBYDUV�DOO�\PO

�!40c�1/0+)%6!c0$!c2�.%��(!/c"+.c5+1.c/!01,Kc�$!c2�.%��(!/c�+))+*c0+c0$!c�!,$c�(1/0!.c�.!
�2�%(��(!c%*cgroup_vars/all.ymlc�* c,.+2% !c�1/0+)%6�0%+*c"+.c/+1.�!c+"c%*/0�((�0%+*
,��'�#!/c%*�(1 %*#c !2!(+,)!*0c�.�*�$c+"c�!,$Kc�+1c��*c/!(!�0c0$!c"%(!/5/0!)c05,!c"+.
5+1.c���c !2%�!/Kc�$%/c"%(!c�(/+c !"%*!/c0$!c'!.*!(c01*%*#c,�.�)!0!./c(%'!c)�4%)1)
*1)�!.c+"c,.+�!//!/c�* c)�4%)1)c*1)�!.c+"c"%(!/K

�*+0$!.c%),+.0�*0c,�.�)!0!.c0+c�+*"%#1.!c%/c0$!c�(1/0!.c*!03+.'c1/! c�5c���/Lc0$!c,1�(%�
�* c/0+.�#!c*!03+.'c/!#)!*0/c�!03!!*c0$!c�!,$c�(%!*0c�* c0$!c�!,$c�(1/0!.Kc�+1c��*
 !�% !c+*c0$!c&+1.*�(c(+��0%+*c"+.c0$!c"%(!c/5/0!)c+*c0$!/!c %/'/c+.c0+c#+c3%0$c���
 %.!�0+.%!/c%*/0!� c+"c %/'/Kc�$%/c��*c�!c�+*"%#1.! c%*c0$!cgroup_vars/all.ymlc"%(!M

...
journal_size: 2048
public_network: 172.47.36.0/22
cluster_network: 172.47.44.0/22
...

�$!c���c�* c���c.!(�0! c�+*"%#1.�0%+*c2�.%��(!/c�.!c�2�%(��(!c%*c0$!
group_vars/osds.ymlc�*  group_vars/mons.ymlc.!/,!�0%2!(5K

�$!cosds.ymlc"%(!c(%/0/c0$!c !2%�!/c"+.c1/!c3%0$c�!,$c�(0$+1#$c5+1c��*c!*��(!c�10+
 %/�+2!.5c+"c !2%�!/c�* c�*/%�(!c3%((c)�'!c/1.!c0$�0c+*(5c !2%�!/c3%0$+10c,�.0%0%+*/c�.!
,.+2%/%+*! c"+.c�!,$M

��FS�JURXSBYDUV�RVGV�\PO�VDPSOH�JURXSBYDUV�RVGV�\PO
...
osd_auto_discovery: True
journal_collocation: True
...

�$!cmons.ymlc"%(!c!4,+/!/c)+.!c�+*"%#1.�0%+*c %.!�0%2!/c"+.c�!,$c)+*%0+./c/!.2%�!
%*�(1 %*#c�!,$c"%(!c/5/0!)c/!�1.%05c+,0%+*/cM

��FS�JURXSBYDUV�PRQV�\PO�VDPSOH�JURXSBYDUV�PRQV�\PO
...
cephx: true
...
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�!40Lc !"%*!c0$!c%*2!*0+.5c"%(!/c3%0$c0$!c !"%*%0%+*c+"c0$!c�!,$c�(1/0!.c0+,+(+#5Kc
!.!c%/c�
/�),(!c+"c/etc/ansible/hostsc"%(!c0$�0c%*�(1 !/c0$.!!c�!,$c*+ !/c�//%#*! c0+c!��$c�* 
���c�* c���c.+(!/c�/c3!((c�/c����c�* c�	��M

[mons]
ceph-host[01:03]
[osds]
ceph-host[01:03]
mdss]
ceph-host1
[rgws]
ceph-host2

�*�!c5+1c$�2!c0$!c%*2!*0+.5c%*c,(��!Lc3!c��*c/0�.0c !,(+5%*#c0$!c�(1/0!.c�5c�//%#*%*#c.+(!/
"+.c!��$c/!.2!.c#.+1,c1/%*#c0$!csite.ymlc"%(!c�/c0!),(�0!M

��FS�VLWH�\PO�VDPSOH�VLWH�\PO
...
- hosts: mons
  gather_facts: false
  become: True
  roles:
  - ceph-mon

- hosts: osds
  gather_facts: false
  become: True
  roles:
  - ceph-osd

- hosts: mdss
  gather_facts: false
  become: True
  roles:
  - ceph-mds

- hosts: rgws
  gather_facts: false
  become: True
  roles:
  - ceph-rgw
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�!c��*c0!/0c0$!c�+**!�0%2%05c+"c0$!c$+/0/c".+)c0$!c�*/%�(!c !,(+5)!*0c$+/0c�!"+.!c/0�.0%*#
0$!c !,(+5)!*0c0$!c�!,$c�(1/0!.M

��DQVLEOH�DOO��P�SLQJ
ceph-host01| success >> {
    "changed": false,
    "ping": "pong"
}

ceph-host02| success >> {
    "changed": false,
    "ping": "pong"
}

ceph-host03 | success >> {
    "changed": false,
    "ping": "pong"
}

�!,(+5%*#c0$!c�!,$c�(1/0!.c��*c�!c��$%!2! c�5c.1**%*#c0$!csite.ymlc,(�5�++'M

��DQVLEOH�SOD\ERRN�VLWH�\PO��L��HWF�DQVLEOH�KRVWV
...
ceph-host01          : ok=13   changed=10   unreachable=0    failed=0
ceph-host02          : ok=13   changed=9    unreachable=0    failed=0
ceph-host03          : ok=13   changed=9    unreachable=0    failed=0
...

6WRULQJ�LPDJHV�LQ�&HSK
�0c%/c,+//%�(!c0+c1/!c�!,$c�/c�c/0+.�#!c���'!* c0+c/0+.!c�*c+,!.�0%*#c/5/0!)c%)�#!
"+.c%*/0�*�!/K

�$!c"+((+3%*#c/0!,/c/$+3c$+3c+*!c��*c�+*"%#1.!c	(�*�!c0+c1/!c�!,$c�/c�*c�(0!.*�0%2!c"+.
0$!c/0+.�#!c+"c%)�#!/M

�*c0$!c*!3c�!,$c%*/0�*�!Lc�.!�0!c�c*!3c�!,$c,++(c"+.c�,!*�0��'c	(�*�!L8K
�/c"+((+3/M

    ��FHSK�RVG�SRRO�FUHDWH�LPDJHV����
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�*c0$!c�(+1 c�+*0.+((!.c*+ !Lc�+*"%#1.!c�,!*�0��'c	(�*�!c0+c1/!c0$!c���c/0+.!9K
%*c/etc/glance/glance-api.confLc�/c"+((+3/M

    ��YLP��HWF�JODQFH�JODQFH�DSL�FRQI
����UEGBVWRUHBXVHU JODQFH
����UEGBVWRUHBSRRO LPDJHV

�+c!*��(!c0$!c�+,5a+*a3.%0!c�(+*%*#c"!�01.!Lc/!0c0$!cdirect_url = True
 %.!�0%2!c%*c/etc/glance/glance-api.confK

��2!c0$!c�+*"%#1.�0%+*c"%(!c�* c.!/0�.0c0$!cglance-apic/!.2%�!Lc�/c"+((+3/M:K

      �VHUYLFH�JODQFH�DSL�UHVWDUW

�0c%/c,+//%�(!c0+c.!(+� c0$!c�(+1 c�+*0.+((!.c�+*"%#1.�0%+*c�5c�+))!*0%*#
+10c0$!crbd_store_userc�* crbd_store_poolc(%*!/c%*c0$!c�,!*�0��'
%)�#!c�++'�++'X/c�00.%�10!/c"%(!K

�*c0$!c�(+1 c�+*0.+((!.c*+ !Lc +3*(+� c�c*!3c%)�#!c"+.c	(�*�!c0!/0%*#L;K
�/c"+((+3/M

      ��ZJHW�KWWS���FORXG�FHQWRV�RUJ�FHQWRV���LPDJHV�&HQW26���
�������[��B���*HQHULF&ORXG�TFRZ��[]

�.!�0!c�c*!3c	(�*�!c%)�#!c".+)c0$!c +3*(+� ! c%)�#!c%*c0$!<K
"+((+3%*#c3�5M

      ��JODQFH�LPDJH�FUHDWH���QDPH �&HQW26���LPDJH����LV�SXEOLF 7UXH
���������GLVN�IRUPDW TFRZ����FRQWDLQHU�IRUPDW RYI���&HQW26���[��B���
�������*HQHULF&ORXG�TFRZ��[]
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�$!c,.!�! %*#c�+))�* c5%!( /c0$!c"+((+3%*#c+10,10M
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The Neutron plugins implement networking features by resource orchestration. They are broadly categorized
as the core plugin and the service plugins. Core plugin
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�+))�* c(%*!M

��QHXWURQ�QHW�FUHDWH�QHWZRUN�
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�+c!*��(!c�%*14c�.% #!a��/! c*!03+.'/Lc0$!c��9c,(1#%*c�+*"%#1.�0%+*c"%(!
/etc/neutron/plugins/ml2/ml2_conf.inic/$+1( c�!c1, �0! c�/c"+((+3/M

[ml2]
tenant_network_types = vlan
type_drivers =..,vlan,..
mechanism_drivers = linuxbridge

[ml2_type_vlan]
network_vlan_ranges = default:100:300

[linux_bridge]
physical_interface_mappings = default:eth1
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"%(!c/etc/neutron/plugins/ml2/ml2_conf.ini �/c"+((+3/M

[ml2]
tenant_network_types = vxlan
type_drivers = ..,vxlan
mechanism_drivers = openvswitch

[ml2_type_vxlan]
vni_ranges = 1001:2000

[agent]
tunnel_types = vxlan

[ovs]
datapath_type = system
tunnel_bridge = br-tun
local_ip = <tunnel endpoint ip>

�*!c)�&+.c %""!.!*�!c�!03!!*c���c�* c�%*14c�.% #!c%),(!)!*0�0%+*/c%/c0$!c*1)�!.c+"
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����c��/c1/! c0+c�+**!�0c0$!c2%.01�(c)��$%*!/c0+c0$!c%*0!#.�0%+*c�.% #!c�.!c(+��(c0+c0$!
�+),10!c*+ !cQ�c/%)%(�.c�,,.+��$c%/c1/! c+*c0$!c*!03+.'c*+ !c0+c�+**!�0c.+10!.
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/etc/neutron/neutron.confM

[DEFAULT]
service_plugins = router
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0$!c.+10!.Kc�$!c.+10!.c0$!*c.!2!./!/c0$!c0.�*/(�0%+*c�* c�$�*#!/c0$!
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�$!c.!/,+*/!c".+)c0$!c2%.01�(c)��$%*!c%/c/!*0c0+c0$!c�*0!.*!0c3%0$c0$!c/+1.�!c�  .!//
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/!�1.%05c#.+1,/Lc*�2%#�0!c0+c�+),10!`���!//`J`�!�1.%05``�!�1.%05`	.+1,Kc�/!c0$!cB�.!�0!
�!�1.%05`	.+1,c�100+*c0+c�.!�0!c�c*!3c/!�1.%05c#.+1,Kc�/!c0$!c��*�#!`�1(!` .+,c +3*
)!*1c0+c�  c�1(!/c0+c0$!c/!�1.%05c#.+1,M
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)LUHZDOO�DV�D�VHUYLFH
�$!c"%.!3�((c/!.2%�!c�((+3/c�+*0.+((%*#c0.�""%�c0$�0c�.+//!/c0$!c*!03+.'c�+1* �.5Kc�%.!3�((
,+(%�%!/c�.!c�,,(%! c�0c0$!c.+10!./Lc3$%�$c�+**!�0c)1(0%,(!c*!03+.'/Kc�$!c !"�1(0c"%.!3�((
 .%2!.c%*c�!10.+*c1/!/c��0��(!/c0+c�+*"%#1.!c���!//c.1(!/c3%0$%*c0$!c.+10!.Kc�*(%'!c0$!
/!�1.%05c#.+1,/c�,,.+��$c3$%�$c%/c��/! c+*c�c !"�1(0c !*5c,+(%�5c�* c+*(5c�.!�0!/c.1(!/c0+
�((+3c/,!�%"%�c0.�""%�Lc0$!c"%.!3�((c/!.2%�!c�((+3/c�.!�0%+*c+"c�+0$c�((+3c�* c !*5c.1(!/K

&RQILJXULQJ�WKH�ILUHZDOO�VHUYLFH
�+c�+*"%#1.!c0$!c"%.!3�((c/!.2%�!Lc0$!c�!10.+*c�+*"%#1.�0%+*c"%(!c/$+1( c�!c1, �0! c3%0$c0$!
"%.!3�((c/!.2%�!c,(1#%*Kc�$!c"+((+3%*#c!4�),(!c/$+3/c0$!c/!00%*#/c%*
/etc/neutron/neutron.confc.!-1%.! c"+.c0$!c"%.!3�((c/!.2%�!M

[DEFAULT]
service_plugins = router,firewall

�!40Lc1, �0!c0$!c�:c�#!*0c�+*"%#1.�0%+*c"%(!c3%0$c0$!c"%.!3�((c .%2!.Kc�$!c"%.!3�((c/!.2%�!
1/!/c0$!c�!10.+*c�:c�#!*0c0+c�+*"%#1.!c0$!c��0��(!/c.1(!/M

[fwaas]
driver = netron_fwaas.services.firewall.drivers.linux.
iptables_fwaas.IptablesFwaasDriver
enabled = True

Next, we will enable the FWaaS dashboard in Horizon by updating the OpenStack dashboard configuration
file /usr/share/openstack-
dashboard/openstack_dashboard/local/local_settings.py as follows:

���������
������
HQDEOHB):DD6
��7UXH�

Finally, restart the Neutron server to load the service plugin and the web server to restart Horizon with the
firewall dashboard:

��������VXGR�VHUYLFH�KWWSG�UHVWDUW
��������VXGR�VHUYLFH�QHXWURQ�VHUYHU�UHVWDUW
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&UHDWLQJ�ILUHZDOO�SROLFLHV�DQG�UXOHV
�$!c�,!*�0��'c0!*�*0c��*c !"%*!c*!03+.'c���!//c,+(%�%!/c1/%*#c0$!c�!10.+*c"%.!3�((c/!.2%�!K
�$!c"%.!3�((c,+(%�%!/c�.!c�,,(%! c�0c0$!c��5!.a:c�* c�+*0.+(c0.�""%�c!*0!.%*#c+.c(!�2%*#c�
*!03+.'Kc�%.!3�((c !"%*%0%+*c%/c�+),+/! c+"c,+(%�%!/Lc0$!c"%.!3�((c,+(%�%!/c0$!)/!(2!/c�.!
�+),+/! c+"c%* %2% 1�(c.1(!/Kc�$!c.1(!/c�.!c !"%*! c��/! c+*c)�0�$c�+* %0%+*c0+c% !*0%"5
"(+3/c+"c0.�""%�Kc�c"%.!3�((c.1(!c��*c!4,(%�%0(5c�((+3c+.c.!&!�0c0.�""%�c"(+3/K

�+c�.!�0!c�c"%.!3�((Lc1/!c0$!cfirewall-policy-createc�+))�* c0+c�.!�0!c�*c!),05
"%.!3�((c,+(%�5M

�$!*c�.!�0!c�c"%.!3�((c�5c�//+�%�0%*#c0$!c,+(%�5c�.!�0! c%*c0$!c,.!2%+1/c/0!,c�* c�c.+10!.
1/%*#c0$!cfirewall-createc�+))�* M
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���!//c.1(!/c��*c�!c�  ! c0+c0$!c"%.!3�((c,+(%�5c1/%*#c0$!cfirewall-rule-create
�+))�* M

�$!*c1/!c0$!cfirewall-policy-updatec+.cfirewall-policy-insert-rulec�+))�* 
0+c1, �0!c0$!c"%.!3�((c,+(%�5Kc�$!c+. !.c+"c.1(!/c�  ! c0+c0$!c"%.!3�((c,+(%�5c !0!.)%*!/
$+3c,��'!0/c0.�2!./%*#c0$!c"%.!3�((c3%((c�!c!2�(1�0! Kc�$%/c,+%*0c)1/0c�!c'!,0c%*c)%* 
3$%(!c,.+2% %*#c0$!c.1(!c(%/0c 1.%*#c0$!c"%.!3�((c,+(%�5c1, �0!Kc�$!cfirewall-policy-
insert-rulec�+))�* c��*c�!c1/! c0+c%*/!.0c�c/%*#(!c.1(!c%*c0$!c"%.!3�((c,+(%�5Kc�+c% !*0%"5
0$!c,+/%0%+*c+"c0$!c.1(!c%*c0$!c"%.!3�((c,+(%�5Lc1/!c0$!c--insert-beforec+.c--insert-
after optionK
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�+c2!.%"5c0$!c�,,(%! c"%.!3�((c,+(%�5Lc�$!�'c0$!c��0��(!/c�+*"%#1.�0%+*c%*c0$!c.+10!.
*�)!/,��!M

,QWHU�VLWH�FRQQHFWLYLW\�ZLWK�931�VHUYLFH
�/c�1/%*!//c#.+3/Lc%0c)%#$0c�!c*!�!//�.5c0+c!4,�* c0$!c�(+1 c!*2%.+*)!*0c0+c)1(0%,(!c �0�
�!*0!./Kc�"c�+1./!Lc0$!c%),(!)!*0�0%+*c+"c�c���c/!01,c3$!0$!.c%0c%/c�c/%),(!c���c+*!c+.c�*
�����c/+(10%+*c3%((c,.+2% !c�c/!�1.!c�+))1*%��0%+*c,�0$c"+.c0$!c0!*�*0c0.�""%�c��.+//c0$!
�*0!.*!0Kc�,!*�0��'c,.+2% !/c%/+(�0! c*!03+.'/c�* c*!03+.'c���!//c�+*0.+(c0+c�2+% c0.�""%�
�+*#!/0%+*c�* c%),.+2!c0$!c/!�1.%05c+"c0$!c%*0!.*�(c*!03+.'c+"c0$!c�,!*�0��'c!*2%.+*)!*0K
�$!c���`�/`�`�!.2%�!cQ������Rc"1*�0%+*c,.+0!�0/c0$!c%*0!#.%05c+"c �0�c�5c1/%*#c0$!
01**!(%*#c�* c!*�.5,0%+*c0+c,.+2% !c�c/!�1.!c�+**!�0%+*c�!03!!*c)��$%*!/c0$�0c�.!
#!+#.�,$%��((5c(+��0! c%*c %""!.!*0c �0�c�!*0!./K
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�$!c*!40c"%#1.!c !,%�0/c03+c %""!.!*0c�,!*�0��'c �0�c�!*0!./Lc�* c3!c%*0!* c0+c(%*'c0$!%.
�//+�%�0! c0!*�*0/Kc�+1c)�5c.!)!)�!.c0$�0c�c,.+&!�0c%*c$+.%6+*c,.!/!*0/c�c0!*�*0
 !/�.%,0%+*c0$�0c%*�(1 !/c%0/c,.%2�0!c*!03+.'/Lc.+10!./Lc�* c/1�*!0/M

�  c�*c� )%*c1/!.c0+c!��$c,.+&!�0c%*c0$!c� )%*c.+(!Kc�$%/c3%((c�((+3c5+1
0+c"1((5c,!."+.)c� )%*%/0.�0%2!c0�/'/c%*c$+.%6+*Kc�  %0%+*�((5Lc5+1c��*
�.!�0!c %""!.!*0c1/!./c,!.c,.+&!�0c�* c�//%#*c�c/!.2%�!c05,!c0+c%0c1/%*#c�*
� )%*c���+1*0K

�!0X/c�.!�0!c+1.c"%./0c,.+&!�0c��((! cPackPub01c%*cDC01c�* c�c/!�+* c,.+&!�0c��((! 
PacktPub02c%*cDC02K

��/! c+*c0$!c,.!2%+1/c%((1/0.�0%+*Lc3!c%*0!* c0+c(!0c0$!c)��$%*!/c%*c�+0$c0$!c�,!*�0��'
/1�*!0/c0�('c0+c!��$c+0$!.Kc�+0!c0$�0c!��$c/1�*!0c/%0/c�!$%* c�c#�0!3�5c.+10!.Kc���$c,.+&!�0X/
*!03+.'c$�/c�c !"%*! c/1�*!0c0$�0c/!.2!/c(+��(c��c�  .!//!/Lc3$!.!�/c�c.+10!.c�+**!�0/c0+
0$!c!40!.*�(c,1�(%�c%*0!."��!c+"c!��$c*!03+.'Kc�$!c�+**!�0%+*c�!03!!*c�+0$c0$!c,1�(%�c��
�  .!//!/c3%((c�!c!*�.5,0! c�* c/!*0c+2!.c�c01**!(c�5c)!�*/c+"c���c/!.2%�!K
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�$!c"+((+3%*#c0��(!c/$+3/c0$!c0+,+(+#5c�0c��8c�* c��9c�* c0$!c*!03+.'c�  .!//%*#M

��0�`�!*0!. �!03+.' �1�*!0 �+10!. �+10!.`!40!.*�(`*!0`��

��8 �!03+.'8 192.168.47.0/24 �+10!.8 172.24.4.X

��9 �!03+.'9 192.168.48.0/24 �+10!.9 172.24.4.Y

�$!c.+10!.c#�0!3�5c��c��*c�!c"+1* c�5c*�2%#�0%*#c0+c�!03+.'`�+10!.c0$!*c/!(!�0%*#c0$!
.+10!.c�* c*�2%#�0%*#c0+c0$!�2!.2%!3`0��Kc�$!c�40!.*�(`�%4! `��/c/$+3/c0$!c.+10!.
!40!.*�(c*!0c��K

�1�*!0/c%*c %""!.!*0c �0��!*0!./c)1/0c$�2!c*+*a+2!.(�,,%*#c��c�  .!//
.�*#!/K

&RQILJXULQJ�WKH�931�VHUYLFH�SOXJLQ
�!0X/c�.%*#c1,c0$!c���c/!.2%�!c�5c1/%*#c0$!c"+((+3%*#c/0!,/M

�+c�.!�0!c�c"1((c/%0!a0+a/%0!c��/!�c���Lc3!c3%((c1/!c�,!*/3�*c��/!�8K
%),(!)!*0�0%+*c"+.c�%*14Kc�!10.+*c/1,,+.0/c�,!*/3�*c�5c,.+2% %*#c�c .%2!.L
3$%�$c*!! /c0+c�!c�+*"%#1.! c�* c/0�.0! Kc�  %0%+*�((5Lc3!c3%((c*!! c0$!
neutron-plugin-vpn-agentc,��'�#!c0+c�!c%*/0�((! c+*c0$!c*!03+.'c*+ !/c%*
!��$c/%0!c�/c"+((+3/M

��������VXGR�\XP�LQVWDOO�QHXWURQ�YSQ�DJHQW�RSHQVZDQ
��������VXGR�VHUYLFH�LSVHF�VWDUW

�, �0!c0$!c���c/!.2%�!c�#!*0c"%(!c/etc/neutron/vpn_agent.inic0+c1/!c0$!9K
Openswan  .%2!.c�/c"+((+3/M

���������
������>YSQDJHQW@
������YSQBGHYLFHBGULYHU QHXWURQ�VHUYLFHV�YSQ�
������GHYLFHBGULYHUV�LSVHF�2SHQ6ZDQ'ULYHU
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�*��(!c���c/!.2%�!c%*c�!10.+*c�5c�  %*#cvpnaas 0+c0$!c(%/0c+"c/!.2%�!c,(1#%*/c%*:K
/etc/neutron/neutron.confc�/c"+((+3/M

      [DEFAULT]
      service_plugins =.. ,vpnaas

�*c0$!c/�)!c"%(!Lc!*��(!c0$!c���c/!.2%�!c,.+2% !.c0+c1/!c0$!copenswan  .%2!.c%*;K
0$!cservice_providerc/!�0%+*c�/c"+((+3/M

      ...
      [service_providers]
      service_provider= VPN:openswan:neutron.services.vpn.
      service_drivers.ipsec.IPsecVPNDriver:default

�!40Lc3!c3%((c!*��(!c0$!cVPNaaSc �/$�+�. c%*c$+.%6+*c�5c1, �0%*#<K
/usr/share/openstack-

dashboard/openstack_dashboard/local/local_settings.pyc�/c"+((+3/M

      'enable_VPNaaS': True,

�%*�((5Lc.!/0�.0cneutron-serverc�* cneutron-vpn-agentc/!.2%�!/Lc�* c0$!=K
3!�c/!.2!.Lc�/c"+((+3/M

��������VXGR�VHUYLFH�KWWSG�UHVWDUW
      ��VXGR�VHUYLFH�QHXWURQ�VHUYHU�UHVWDUW
      ��VXGR�VHUYLFH�QHXWURQ�YSQ�DJHQW�UHVWDUW

�+c.!� c)+.!c��+10c�,!*/3�*Lc�$!�'c0$!c+""%�%�(
3!�/%0!M https://www.openswan.org/K

&UHDWLQJ�WKH�931�VHUYLFH
�!0X/c�.!�0!c0$!c���c�+**!�0%+*c0+c�+**!�0c0$!c03+c*!03+.'/c%*c��8c�* c��9Kc�!c3%((c/0�.0
�5c�+*"%#1.%*#c���c+*c��8K

https://www.openswan.org/
https://www.openswan.org/
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Creating the Internet Key Exchange policy
�*c
+.%6+*Lc3!c��*c�.!�0!c0$!c�*0!.*!0`!5`�4�$�*#!cQ��Rc,+(%�5c%*c0$!c"%./0c���c,$�/!K
�$!c"+((+3%*#c/�.!!*/$+0c/$+3/c�c/%),(!c��c/!01,c+"c�*c�,!*�0��'c!*2%.+*)!*0c0$�0c%/c%*
0$!cDC01c/%0!M
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�*c��c,+(%�5c��*c�(/+c�!c�.!�0! c�5c1/%*#c0$!cneutronc�+))�* c(%*!Lc�/
"+((+3/M
I`*!10.+*`2,*_%'!,+(%�5_�.!�0!`__�10$_�(#+.%0$)
/$�8`__!*�.5,0%+*_�(#+.%0$)`�!/_9<=`__%'!_2!./%+*`29
__(%"!0%)!`1*%0/C/!�+* /L2�(1!C:=77`__,"/`#.+1,<
__,$�/!8_*!#+0%�0%+*_)+ !`)�%*`__*�)!`��_��_�+(%�5

Creating an IPSec policy
�$!c�.!�0%+*c+"c�*c���!�c,+(%�5c%*c0$!c�,!*�0��'c!*2%.+*)!*0c0$�0c%/c%*c0$!cDC01c/%0!c%*
$+.%6+*c��*c�!c +*!c%*c0$!c"+((+3%*#c3�5M



�,!*�0��'a�!03+.'%*#a_a�$+%�!a+"a�+**!�0%2%05a�5,!/a�* a�!03+.'%*#a�!.2%�!/

S`97>`T

�*c���!�c,+(%�5c��*c�(/+c�!c�.!�0! c�5c1/%*#c0$!cneutronc�+))�* c(%*!L
�/c"+((+3/M
I`*!10.+*`2,*_%,/!�,+(%�5_�.!�0!`__�10$_�(#+.%0$)`/$�8
__!*��,/1(�0%+*_)+ !`01**!(`__!*�.5,0%+*_�(#+.%0$)
�!/_9<=`__(%"!0%)!`1*%0/C/!�+* /L2�(1!C:=777`__,"/`#.+1,<
__0.�*/"+.)_,.+0+�+(`!/,`_*�)!`��Y�����Y�+(%�5

�0�* �. c���c/!00%*#/Lc/1�$c�/c�*��,/1(�0%+*`)+ !Lc�*�.5,0%+*`�(#+.%0$)Lc�!."!�0
�+.3�. `�!�.!�5Lc�* c�.�*/"+.)`�.+0+�+(Lc/$+1( c.!)�%*c0$!c/�)!c%*c�+0$c0$!c/%0!/c"+.
,$�/!c8K

�"c5+1c"��!c�c���c�+**!�0%2%05c,.+�(!)Lc�c�!/0c,.��0%�!c+"c0.+1�(!/$++0%*#
�!"+.!c"%(0!.%*#c+.c !�1##%*#c0$!c0.�""%�c%/c0+c�!#%*c�$!�'%*#c0$!c!4%/0!*�!
+"c�*5c)%/)�0�$c+"c0$!c,$�/!c8c�* c,$�/!c9c/!00%*#/c%*c�+0$c/%0!/K

Creating a VPN service
�+c�.!�0!c�c���c/!.2%�!Lc3!c3%((c*!! c0+c/,!�%"5c0$!c.+10!.c"��%*#c0$!c!40!.*�(c%*0!."��!c�* 
�00��$c0$!c3!�c/!.2!.c%*/0�*�!c0+c0$!c,.%2�0!c*!03+.'c%*c0$!cDC01c/%0!Kc�$!c.+10!.c3%((c��0c�/
�c���c#�0!3�5Kc�!c��*c�  c�c*!3c���c/!.2%�!c".+)c
+.%6+*c%*c0$!c"+((+3%*#c3�5M
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�c���c/!.2%�!c��*c�(/+c�!c�.!�0! c�5c1/%*#c0$!cneutronc�+))�* c(%*!Lc�/
"+((+3/M
I`*!10.+*`2,*_/!.2%�!_�.!�0!`__0!*�*0_% 
�;!�:9@9��9:;  !�< <79=7!>!<?8@:
__*�)!`��Y���Y�!.2%�!`�+10!._���`,1�(%�Y/1�*!0

!!,c%*c)%* c0$�0c�c���c/!.2%�!c%/c*!! ! c0+c/!(!�0c0$!c.+10!.c0$�0c3%((c,!."+.)c5+1.c���
#�0!3�5Kc�+0!c0$�0c$!.!Lc3!c$�2!c!4,+/! c+1.c(+��(c/1�*!0c192.168.47.0/24K

Creating an IPSec site connection
�$!c(�/0c/0!,c*!! /c/+)!c%*"+.)�0%+*Kc�/1�((5Lc3!c*!! c0+c/!0c1,c�*c!40!.*�(c��c�  .!//c+"
0$!c+0$!.c,!!.c"+.c�c���c/%0!Kc�*c�,!*�0��'Lc5+1c��*c�$!�'c%0c�5c(+##%*#c+*c�/c�*c� )%*c�* 
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�+.0$�+1* ` �0���/!Mc�$!c*+.0$�+1* c �0���/!c%/c�*c%*/0�*�!c+"c+2/ �c1/! c�5
���c0+c/0+.!c$%#$a(!2!(c��/0.��0%+*c+"c0$!c2%.01�(c*!03+.'/Kc�$!c�+.0$�+1* 
 �0���/!c/0+.!/c0$!c2%.01�(c*!03+.'c��/0.��0%+*/c0$�0c)�0�$c0$!c�+*�!,0/c+"c0$!
�(+1 `)�*�#!)!*0`/5/0!)cQ���Rc/1�$c�/c�,!*�0��'Kc�+)!c!4�),(!/c+"c0$!
0��(!/c%*c0$%/c �0���/!c�.!LcLogical_SwitchLcACLLcLogical_RouterLc�* 
Logical_Switch_PortKc�/c��*c�!c/!!*c".+)c0$!c0��(!c*�)!/Lc0$!.!c%/c�c�(+/!
.!(�0%+*/$%,c+"c0$!c%*"+.)�0%+*c%*c0$%/c �0���/!c3%0$c0$!c�,!*�0��'c*!03+.'%*#
��/0.��0%+*/K
�+10$�+1* ` �0���/!Mc�$!c/+10$�+1* c �0���/!Lc+*c0$!c+0$!.c$�* Lc%/c�(+/!.c0+
0$!c%),(!)!*0�0%+*c !0�%(/Kc�$!c�+10$�+1* c �0���/!c/0+.!/c0$!c,$5/%��(c�* 
(+#%��(c*!03+.'c �0�Kc�0c�(/+c�+*0�%*/c0$!c �0�c�%* %*#c�!03!!*c0$!c(+#%��(c�* 
,$5/%��(c*!03+.'/Lc(+#%��(c"(+3/Kc�+)!c+"c0$!c!4�),(!/c+"c0$!c0��(!/c%*c0$%/
 �0���/!c�.!cPort_BindingLcMac_BindingLc�* cLogicla_FlowK
���_�+*0.+((!.M`�$!c���a�+*0.+((!.c��0/c(%'!c�c�+*2!*0%+*�(c�9c�#!*0Kc�0c%/
%*/0�((! c+*c0$!c�+),10!c*+ !/Kc�0c�+**!�0/c0+c0$!c���c/+10$�+1* c �0���/!
+2!.c0$!c���c�+**!�0%+*c�* c.!�!%2!/c1, �0!/Kc�$!c�+*0.+((!.c0$!*c,.+#.�)/c0$!
�,!*�(+3c.1(!/c+*c0$!c���c/3%0�$Kc�0c1/!/c�c�*%4c +)�%*c/+�'!0c0+c�+**!�0c0+
0$!c(+��(c+2/ �c �0���/!K
���Mc�$!c���c/3%0�$c,.+2% !/c0$!c �0�c,�0$c"+.c,��'!0c"+.3�. %*#Kc�0c#!0/c%0/
"+.3�. %*#c.1(!/c1, �0! c�5c0$!c���a�+*0.+((!.K
���_*+.0$ ` �!)+*Mc�$!c&+�c+"c0$!c���a*+.0$ c �!)+*c%/c0+c�+**!�0c0$!
*+.0$�+1* c �0���/!c0+c0$!c/+10$�+1* c �0���/!Kc�0c,.+2% !/c0.�*/(�0%+*c+"c$%#$
(!2!(c��/0.��0%+*c/0+.! c%*c0$!c*+.0$�+1* c �0���/!c0+c�c"+.)�0c)+.!c/1%0��(!c"+.
1/!c�5c0$!c���a�+*0.+((!.K
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,QWHJUDWLQJ�291�ZLWK�2SHQ6WDFN
�$!c���c,.+&!�0c,.+2% !/c/3%0�$%*#c�* c.+10%*#c/!.2%�!/c�!03!!*c0$!c2%.01�(c%*/0�*�!/Kc�0
�(/+c,.+2% !/c�c#�0!3�5c/!.2%�!c0+c�+**!�0c2%.01�(c*!03+.'/c0+c,$5/%��(c*!03+.'/Kc���c��*
%*0!#.�0!c3%0$c���c/1�$c�/c�,!*�0��'c1/%*#c�*c��9c)!�$�*%/)c .%2!.c�* c�:c/!.2%�!
,(1#%*Kc�0c�(/+c,.+2% !/c�*c%),(!)!*0�0%+*c+"c0$!c/!�1.%05c#.+1,c���/K

���c��*c�!c%*/0�((! c1/%*#c0$!c"+((+3%*#c,��'�#!/Mc0$!copenvswitch-ovnc,��'�#!c+*
�! 
�0a��/! c %/0.%�10%+*/Lc�* covn-centralLcovn-hostLcovn-dockerLc�* covn-common
"+.c��1*01c/5/0!)/Kc�$%/c/$+1( c%*/0�((c0$!c.!-1%.! c���c,��'�#!/Kc�$!c���c .%2!./c"+.
*!10.+*c��*c�!c%*/0�((! c1/%*#c0$!cpython-networking-ovnc,��'�#!K

�$!c�+*0.+((!.c*+ !c.1*/c0$!c+2/ �c*+.0$�+1* c�* c/+10$�+1* c/!.2!./Kc�0c�(/+c.1*/c0$!
���c*+.0$ c �!)+*Lc3$%(!c0$!c�+),10!c*+ !/c.1*c0$!c���c�+*0.+((!.K

�+c�+*"%#1.!c0$!c���c��9c .%2!.Lc1/!c0$!c"+((+3%*#c�+*"%#1.�0%+*c%*
/etc/neutron/plugins/ml2/ml2_conf.inic+*c0$!c�+*0.+((!.c*+ !M

[ml2]
tenant_network_types = geneve
extension_drivers = port_security
type_drivers = local,flat,vlan,geneve
mechanism_drivers = ovn,logger
[ml2_type_geneve]
max_header_size = 58
vni_ranges = 1:65536

���c1/!/cgenevec�/c0$!c01**!(%*#c,.+0+�+(c0+c�.!�0!c2%.01�(c+2!.(�5c*!03+.'/Kc�$!
� 2�*0�#!c+"c1/%*#cgenevec!*��,/1(�0%+*c%/c%0/c��%(%05c0+c!*�+ !c*!03+.'%*#c)!0� �0�c%*
0$!c!*��,/1(�0%+*c$!� !.Kc�*c!*��,/1(�0%+*c"+.)�0c/1�$c�/c�����c%/c/0%((c/1,,+.0! c"+.
#�0!3�5c !2%�!/c/1�$c�/c,$5/%��(c/3%0�$!/c0$�0c�+**!�0c�c01**!(! c*!03+.'c0+c�c,$5/%��(
*!03+.'Kc
+3!2!.Lc0$!c�����c!*��,/1(�0%+*c��*c+*(5c!*�+ !c0$!c2%.01�(`*!03+.'
% !*0%"%!.cQ���Rc%*c0$!c!*��,/1(�0%+*c$!� !.Lc3$%(!cgenevec1/!/c!40!*/%�(!c���/c0+
!*��,/1(�0!c2�.%��(!c(!*#0$c)!0� �0�c%*c0$!c$!� !.c0$�0c��*c�!c1/! c0+c��..5c%*"+.)�0%+*
/1�$c�/c,��'!0c%*#.!//c�* c!#.!//c,+.0/Kc�*+0$!.c� 2�*0�#!c+"c1/%*#cgenevec%/c0$!c1/!c+"c�
.�* +)%6! c/+1.�!c,+.0c"+.c�.!�0%*#c0$!c01**!(/Kc�$%/c%/c�c�%#c#�%*c3$!*c1/! c3%0$c����L
3$%�$c1/!/c0$!c/+1.�!c,+.0c�/c+*!c+"c0$!c,�.�)!0!./c0+c !0!.)%*!c0$!c01**!(c,�0$K

�$!c���c�+*0.+((!.c)�*�#!/c0$!c(+��(c���c%*/0�*�!c+*c0$!c�+),10!c*+ !c�* c.!�!%2!/c%0/
�+*"%#1.�0%+*c�5c�+**!�0%*#c0+c0$!c���c�+10$�+1* c �0���/!c+*c0$!c�+*0.+((!.c*+ !K
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�*c0$!c�+),10!c*+ !/Lc0$!c���c�+*0.+((!.c)1/0c�!c0+( c��+10c0$!c(+��0%+*c+"c0$!
*+.0$�+1* c�* c/+10$�+1* c �0���/!/Kc�$%/c��*c�!c +*!c1/%*#c0$!c"+((+3%*#c/!00%*#/c%*c0$!
ml2_config.iniM

[ovn]
ovn_l3_mode = True
ovn_sb_connection = tcp:192.168.122.126:6642
ovn_nb_connection = tcp:192.168.122.126:6641

�$!c���c,.+&!�0c�(/+c,.+2% !/c�*c�:c/!.2%�!c,(1#%*Kc�+c1/!c0$!c�:c,(1#%*Lc1/!c0$!c"+((+3%*#
�+*"%#1.�0%+*c%*c0$!c/etc/neutron/neutron.confc"%(!M

service_plugins = L3_SERVICE

,PSOHPHQWLQJ�YLUWXDO�QHWZRUNV�ZLWK�291
�*�!c0$!c���c,(1#%*/c�.!c�+*"%#1.! Lc���c$�* (!/c0$!c�.!�0%+*c+"c2%.01�(c*!03+.'/c�* 
.+10!./Kc�*c0$%/c/!�0%+*Lc3!c3%((c!4,(+.!c0$!c)�,,%*#c�!03!!*c�,!*�0��'c��/0.��0%+*/c/1�$
�/c2%.01�(c*!03+.'/Lc,+.0/Lc�* c0$!c�+..!/,+* %*#c!*0.%!/c%*c0$!c���c*+.0$�+1* c�* 
/+10$�+1* c �0���/!/K

�!0X/c/0�.0c�5c!4�)%*%*#c0$!c�9c*!03+.'/c�* c,+.0/c�* c$+3c0$!5c�.!c)�,,! c0+c0$!c���
*+.0$�+1* c��/0.��0%+*/Kc�%/0c0$!c2%.01�(c*!03+.'/c1/%*#c0$!cneutron net-list
�+))�* /M

���c)�,/c0$!c2%.01�(c*!03+.'/c0+c(+#%��(`/3%0�$!/cQ(/Rc�* c0$!c2%.01�(c,+.0/c0+c(+#%��(
/3%0�$`,+.0/cQ(/,RKc�+c2%!3c0$!c�+..!/,+* %*#c!*0.%!/c%*c0$!c*+.0$�+1* c �0���/!Lc1/!c0$!
ovn-nbctl ls-listc�+))�* M
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�+1c��*c�(/+c!4�)%*!c0$!c(+#%��(c/3%0�$c�* c0$!c,+.0/c�00��$! c0+c0$!c(+#%��(c/3%0�$c1/%*#
0$!covn-nbctl lsp-listc�* cshowc�+))�* /M

���c.!"!./c0+c0$!c2%.01�(c.+10!.c�* c.+10!.c,+.0/c�* c0$!c(+#%��(`.+10!.cQ(.Rc�* c(+#%��(
.+10!.`,+.0/cQ(.,RKc�+c�$!�'c0$!c�:c.+10!.c�* c.+10!.c,+.0/c1/!c0$!covn-nbctl lr-list
�+))�* M

�$!c$%#$a(!2!(c!*0%0%!/c/0+.! c%*c0$!c*+.0$�+1* c �0���/!c�.!c0$!*c�+*2!.0! c0+c(+#%��(c"(+3
!*0.%!/c�5c0$!covn-northdc �!)+*c�* c/0+.! c%*c0$!c/+10$�+1* c �0���/!Kc�+1c��*c2%!3
0$!/!c"(+3c!*0.%!/c1/%*#c0$!covn-sbctl lflow-listc�+))�* M
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�%*�((5Lc0$!c+2*a�+*0.+((!.c+*c0$!c�+),10!c*+ !/c�+**!�0/c0+c0$!c���c/+10$�+1* c �0���/!
0+c.!�!%2!c0$!c(+#%��(c"(+3c!*0.%!/c�* c�+*"%#1.!c0$!c(+��(c���c/3%0�$Kc�!c$�2!c�(.!� 5
 %/�1//! c$+3c0+c2%!3c0$!c���c/3%0�$c�+*"%#1.�0%+*c�* c"(+3c!*0.%!/c%*cChapter 6L
�,!*�0��'a�!03+.'%*#a_a�$+%�!a+"a�+**!�0%2%05a�5,!/a�* a�!03+.'%*#a�!.2%�!/La1/%*#c0$!covs-
vsctl showc�* covs-ofctl dump-flowsc�+))�* /K

8QGHUVWDQGLQJ�QHWZRUN�IXQFWLRQ
YLUWXDOL]DWLRQ
�$%(!c���c%/c�((c��+10c"(!4%�%(%05c�* c,.+#.�))��%(%05c+"c$+3c0$!c,��'!0/c"(+3c%*c0$!
*!03+.'Lc0$!c*!40c0+,%�c+"c %/�1//%+*c"+�1/!/c+*c$+3c0$!c*!03+.'c/!.2%�!/c�.!c,.+2%/%+*! K
�*c0$!c(!#��5c�,,.+��$c0+c���+))+ �0!c*!3c*!03+.'%*#c/!.2%�!/Lc0$!c/!.2%�!c,.+2% !./
)1/0c��-1%.!c*!3c!-1%,)!*0Lc�((+��0!c,+3!.c�* c �0�c�!*0!.c.!�(c!/0�0!c"+.c0$!c !2%�!Lc�* 
0$!*c/0�.0c0$!c,.+2%/%+*%*#c+"c/!.2%�!/Kc�$%/c�,,.+��$c%/c�+0$c�+/0(5c�* c%*"(!4%�(!c%*c0!.)/
+"c.!/+1.�!c�((+��0%+*Kc���c� 2+��0!/c0$!c2%.01�(%6�0%+*c+"c*!03+.'c%*".�/0.1�01.!/c/1�$c�/
.+10!./Lc"%.!3�((/Lc�* c(+� c��(�*�!./Kc�*c+1.c %/�1//%+*c+"c���Lc3!c3%((c1* !./0�* c$+3
���c�.%*#/c%*c!(�/0%�%05c+"c*!03+.'c.!/+1.�!/c�* c(++'c�0c0$!c�,!*�0��'a��/! c���
/+(10%+*K

�%0$c0$!c#.+30$c+"c2%.01�(c �0�c�!*0!./c�* c+*a !)�* c*!03+.'/Lc0$!.!c%/c�*c%*�.!�/%*#
*!! c"+.c�*c!(�/0%�c*!03+.'%*#c%*".�/0.1�01.!c0$�0c��*c�!c�.+1#$0c0+c(%"!c0+c$�* (!c%*�.!�/! 
�+**!�0%2%05c !)�* /c�* c��*c�!c !�+))%//%+*! c3$!*c0$!c.!-1%.!)!*0/c#+c +3*Kc�$%/c%/
�c�$�((!*#!c0$�0c0$!c*!03+.'c/!.2%�!c,.+2% !./c$�2!c�!!*c"��%*#Kc�*c0$!c�+*2!*0%+*�(
�,,.+��$Lc0+c,.+2%/%+*c�c*!3c/!.2%�!c)!�*0c,.+�1.%*#c*!3c,$5/%��(c !2%�!/c�((+��0%*#
,+3!.c�* c/,��!c%*c0$!c �0�c�!*0!.Lc�+**!�0%*#c0$!c !2%�!c0+c0$!c*!03+.'Kc�$!c %/� 2�*0�#!
+"c0$%/c�,,.+��$c%/c0$!c(+*#c3�%0c0%)!c%*c+. !.%*#c !2%�!/c�* c%*�.!�/%*#c.!�(c!/0�0!L
�+**!�0%2%05Lc�* c,+3!.c�+/0Lc�10c0$!c)+/0c%),+.0�*0c+*!c%/c0$!c*+*a!4%/0!*�!c+"c�c/��(!
 +3*c+,0%+*K

���c%/c0$!c,.+,+/! c/+(10%+*c0+c0$!c�1..!*0c/%01�0%+*Nc%0c�%)/c0+c2%.01�(%6!c0$!c*!03+.'%*#
"1*�0%+*c3%0$%*c0$!c �0�c�!*0!.Kc�$%/c.!-1%.!/c�+*2!./%+*c+"c,$5/%��(c*!03+.'c !2%�!/c/1�$
�/c.+10!./Lc"%.!3�((/Lc�* c(+� a��(�*�!./c0+c�!c�+*2!.0! c0+c2%.01�(c"+.)c"��0+./c'*+3*c�/
0$!c2%.01�(`*!03+.'`"1*�0%+*cQ���RKc�$!c*!03+.'c/!.2%�!c,.+2% !.c��*c0$!*c/��(!c1,c0$!
*!03+.'c%*".�/0.1�01.!c�5c/,�3*%*#c*!3c%*/0�*�!/c+"c0$!c���c !2%�!/c�* c/��(!c +3*
%*".�/0.1�01.!c�5c/$100%*#c+""c1*1/! c���c%*/0�*�!/Kc�$%/c,.+2% !/c0$!c/!.2%�!c,.+2% !./
3%0$c0$!c.!-1%.! c"(!4%�%(%05c"+.c !�(%*#c3%0$c�$�*#%*#c�+**!�0%2%05c !)�* /K
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7KH�0DQDJHPHQW�DQG�2UFKHVWUDWLRQ
�0$12��VSHFLILFDWLRQV
�%0$c0$!c.!�(%6�0%+*c+"c�+*2!.0%*#c�c*!03+.'c"1*�0%+*c%*c0+c�c2%.01�(%6! c"+.)c�+)!/c0$!
*!40c/!0c+"c�$�((!*#!/Mc0$!c)�*�#!)!*0c+"c0$!/!c���/c%*c0$!c �0�c�!*0!.Kc�(0$+1#$c0$!
�+*�!,0c+"c���c/$+3/c0$!c,�0$c0+c�c/��(��(!c*!03+.'c%*".�/0.1�01.!Lc%0c +!/c*+0c/,!�%"5c$+3
0+c)�*�#!c0$!c(%"!c�5�(!c+"c0$!/!c2%.01�(c"1*�0%+*/Kc�$!c����c/,!�%"%��0%+*c !/�.%�!/c0$!
)�*�#!)!*0c+"c0$!c���c,(�0"+.)Kc�0c !/�.%�!/c0$!c"+((+3%*#c�+*�!,0/M

�%.01�(`�*".�/0.1�01.!`��*�#!.cQ���RMc�$!c���c)�*�#!/c0$!c�+),10!Lc*!03+.'L
�* c/0+.�#!c.!/+1.�!/c.!-1%.! c0+c$+/0c�c2%.01�(%6! c*!03+.'c"1*�0%+*c/1�$c�/c�
2%.01�(c.+10!.K
���`��*�#!.cQ����RMc�c����c%/c.!/,+*/%�(!c"+.c+*a�+�. %*#c*!3c2%.01�(%6! 
*!03+.'c"1*�0%+*c�,,(%�*�!/Kc�0c)�%*0�%*/c�c��0�(+#c+"c�2�%(��(!c2%.01�(%6! 
*!03+.'c"1*�0%+*/Kc�$!c1/!.c��*c0$!*c(�1*�$c0$!/!c2%.01�(c�,,(%�*�!/c%*c0$!c���K
���`�.�$!/0.�0+.cQ����RMc�$!c"1*�0%+*c+"c0$!c����c%/c0+c)�*�#!c0$!c(%"!c�5�(!
+"c0$!c���c%*/0�*�!K

7RSRORJ\�DQG�2UFKHVWUDWLRQ�6SHFLILFDWLRQ�IRU
&ORXG�$SSOLFDWLRQV��726&$��WHPSODWHV
�+3c0$�0c3!c1* !./0�* c0$!c*!! c"+.c���c�* c%0/c.!(�0! c)�*�#!)!*0c�+*�!,0/Lc(!0X/c0�('
��+10c0$!c���c%0/!("Kc�$!c���c%/c�c2%.01�(c"+.)c+"c�c�+*2!*0%+*�(c*!03+.'%*#c !2%�!Kc�$!
2%.01�(c%*/0�*�!c)1/0c�!c !/�.%�! c%*c0!.)/c+"c%0/c/0+.�#!Lc�+),10!Lc�* c�+**!�0%2%05
.!-1%.!)!*0/Kc�$%/c%/c3$!.!c0$!c�����c0!),(�0!/c�+)!c%*0+c0$!c,%�01.!Kc�*c.!�(%05Lc0$!
�����c0!),(�0!/c��*c !/�.%�!c)1�$c)+.!c0$�*c�c/%),(!c���Kc�0c��*c !/�.%�!c*!03+.'
.!/+1.�!/c/1�$c�/c/1�*!0/Lc%)�#!/c0+c !,(+5Lc�* c0$!c)!)+.5c�* c���c�((+��0%+*c"+.c0$!
���K

/RRNLQJ�DW�WKH�7DFNHU�SURMHFW
�+c3$!.!c +!/c�,!*�0��'c"%0c%*c0+c0$%/c���c!�+/5/0!)Oc���c !,(+5)!*0c.!-1%.!/c�c���K
�!c %/�1//! c!�.(%!.c0$�0c0$!c���c)�*�#!/c0$!c�+),10!Lc/0+.�#!Lc�* c*!03+.'c.!/+1.�!/
*!! ! c0+c%*/0�*0%�0!c�c���Kc�$%/c&+�c��*c�!c!�/%(5c +*!c�5c�c�(+1 c/5/0!)c/1�$c�/
�,!*�0��'Kc�$!c���'!.c,.+&!�0c�1#)!*0/c0$!c/!.2%�!/c+"c�,!*�0��'c�5c,.+2% %*#c0$!c���
)�*�#!.c�* c���c�.�$!/0.�0+.c�+),+*!*0/Kc�!0X/c(++'c�0c0$!c,.+�!//c+"c�.!�0%%*#c�c���
%*/0�*�!c+*c�*c�,!*�0��'c !,(+5)!*0K
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�!c/0�.0c�5c.!#%/0!.%*#c0$!c�,!*�0��'c%*".�/0.1�01.!c�/c0$!c���c"+.c !,(+5%*#c���/Kc�+c +
0$%/Lc*�2%#�0!c0+c0$!c���c`c���`�.�$!/0.�0%+*c`c���`��*�#!)!*0c,�*!(M

�!#%/0!.c5+1.c�,!*�0��'c%*/0�((�0%+*Nc0$!c(+��(c%*/0�((�0%+*c%/c�(.!� 5c.!#%/0!.! c�10c5+1c��*
�  c�*+0$!.c+*!c%"c*!! ! M
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�*�!c0$!c���c%/c.!� 5Lc0$!c*!40c/0!,c%/c0+c�  c�c���c0!),(�0!Kc�$%/c,.+�!//c%/c��((! c���
+*�+�. %*#Kc�+c +c0$%/Lc*�2%#�0!c0+c0$!c���`��*�#!)!*0c`c���`��0�(+#c�* c�(%�'
�*�+�. `���Kc�+c+*�+�. c�c*!3c���Lc5+1c)1/0c,.+2% !c�c�����c0!),(�0!c0$�0
 !/�.%�!/c0$!c���M

�$!c*!40c/0!,c%/c0+c !,(+5c%*/0�*�!/c+"c�c���Kc�+c +c0$%/Lc*�2%#�0!c0+c���``c���
��*�#!)!*0``c���`��*�#!.c�* c�(%�'c+*c�!,(+5`���M
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�+c�.!�0!c�c*!3c���Lc5+1c$�2!c0+c/!(!�0c0$!c���c0!),(�0!c".+)c0$!c��0�(+#Kc�+1c��*c�(/+
,�//c,�.�)!0!./c0+c�1/0+)%6!c5+1.c���c%*/0�*�!M
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�*�!c5+1c$�2!c(�1*�$! c0$!c���c%*/0�*�!Lc5+1c��*c2%!3c0$!c/�)!c�0c� )%*``c�5/0!)``
�*/0�*�!M

'HSOR\LQJ�/%DD6�VHUYLFH�ZLWK�2FWDYLD
�$!c(+� c��(�*�!.c/!.2%�!c%*c*!10.+*c$�/c!2+(2! c0+c29c���/Kc�$!c*!3c�����c���/c�((+3c"+.
�.!�0%*#c)1(0%,(!c(%/0!*!./c+*c�c/%*#(!c(+� c��(�*�!.c��Kc��0�2%�c%/c�*c%),(!)!*0�0%+*c+"
�����c29c���/Kc��0�2%�c1/!/c�c2%.01�(c�,,(%�*�!a��/! c�,,.+��$c"+.c,.+2% %*#c0$!c(+� 
��(�*�!.c/!.2%�!K

&RQILJXULQJ�2FWDYLD
�+c�+*"%#1.!c��0�2%�Lc1, �0!c0$!c/!.2%�!c,(1#%*c%*c*!10.+*K�+*"c0+c%*�(1 !c0$!c"+((+3%*#M

service_plugins =
neutron_lbaas.services.loadbalancer.plugin.LoadBalancerPluginv2
service_provider =
LOADBALANCERV2:Octavia:neutron_lbaas.drivers.octavia.driver.OctaviaDriver:d
efault
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&UHDWLQJ�D�ORDG�EDODQFHU
�+c�.!�0!c�cloadbalancerLc3!c/0�.0c�5c�.!�0%*#c03+c/!.2!.c%*/0�*�!/c0$�0c3%((c.1*c0$!c��01�(
/!.2%�!Kc�+1c/$+1( c*+0!c0$!c��c�  .!//c�//%#*! c0+c0$%/c/!.2!.M

�!40c3!c�.!�0!c0$!cloadbalancerc%*/0�*�!Kc�$%/c/0!,c3%((c(�1*�$c�c2%.01�(c�,,(%�*�!c0$�0
,.+2% !/c0$!clbaaSc/!.2%�!M



� 2�*�! a�!03+.'%*#a_a�a�++'a�0a���a�* a���

S`99>`T

�0c0�'!/c�c(%00(!c0%)!c"+.c0$!c2%.01�(c)��$%*!c0+c�+)!c1,c�* c�!c��0%2!M

�*�!c0$!cloadbalancerc/!.2%�!c�!�+)!/c��0%2!Lc�.!�0!c�clistenerc"+.c0$!cloadbalancerK
�clistenerc%/c�//+�%�0! c3%0$c�cportc+*c0$!cloadbalancerc��Kc�+0!c0$�0c)1(0%,(!
(%/0!*!./c1/%*#c %""!.!*0c,+.0/c��*c�!c�//+�%�0! c3%0$c0$!cloadbalancerM
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�!40c�.!�0!c�cpoolc�* c�//+�%�0!c%0c3%0$c0$!clistenerKc�$%(!c�.!�0%*#c0$!cpoolLc5+1c)1/0
�(/+c)!*0%+*c0$!c(+� c��(�*�%*#c/0.�0!#5Kc�*c0$!c"+((+3%*#c!4�),(!Lc3!c$�2!c1/! 
ROUND_ROBINc�/c0$!clb-algorithmM

�+3c�  c0$!c/!.2!./c0+c0$!cpoolc0$�0c3%((c�!c.1**%*#c0$!c��01�(c/!.2%�!M

�!40c/0�.0c0$!c/!.2%�!c+*c0$!cnovac%*/0�*�!/Kc�+.c�c-1%�'c0!/0Lc3!c3%((c)%)%�c�*c
���c/!.2!.
�/c"+((+3/Kc�$%/c)1/0c�!c +*!c+*c�((c0$!c/!.2!./c%*c0$!cpoolM
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�%*�((5c3!c��*c0!/0c5+1.cloadbalancerc�5c�+**!�0%*#c0+cport 80c+*c0$!cloadbalancer
��Kc�/c0$!c(+� a��(�*�%*#c�(#+.%0$)c%/cROUND_ROBINLc�c�+*/!�10%2!c�(%!*0c.!-1!/0c3%((c�!
/!.2! c�5c %""!.!*0c/!.2!./M

�!40c�//+�%�0!c�chealthmonitorc0+c0$!cloadbalancerM

6XPPDU\
�*c0$%/c�$�,0!.Lc3!c(++'! c�0c0$!c� 2�*�! c*!03+.'c/!.2%�!/Kc�+/0c+"c0$!/!c,.+&!�0/c�.!c/0%((
%*c��0%2!c !2!(+,)!*0c�* c�.!c�+*/0�*0(5c�$�*#%*#Kc�0c0$!c/�)!c0%)!Lc0$!5c�.!c.!/,+* %*#
0+c0$!c�$�*#%*#c�1/0+)!.c !)�* /c+"c"(!4%�%(%05c�* c/��(!K

�!c(++'! c�0c0$!c���c,.+&!�0c3$%�$c%),(!)!*0/c�*c���a(%'!c�.�$%0!�01.!c�* c1/!/
�,!*�(+3c0+c,.+#.�)c0$!c/3%0�$!/Kc�0c1/!/c)1(0%,(!c�+*0.+((!./c�* c)1(0%,(!c �0���/!/c0+
0��'(!c0$!c�$�((!*#!c+"c/��(!K

�!c0$!*c(++'! c�0c0$!c���c/+(10%+*c��((! c���'!.Lc3$%�$c1/!/c�,!*�0��'c�/c�c2%.01�(
%*".�/0.1�01.!c)�*�#!.Kc�$!c���'!.c,.+&!�0c�(/+c!*��(!/c(%"!c�5�(!c)�*�#!)!*0c+"c0$!c���
��(�0+#c�* c%*/0�*�!/K

�%*�((5Lc3!c(++'! c�0c0$!c�����c,.+&!�0c�* c��0�2%�Lc3$%�$c%/c�*c%),(!)!*0�0%+*c+"c0$!c*!3
�����c���/Kc�$!c��0�2%�c,.+&!�0c1/!/c�c2%.01�(c)��$%*!c0+c/0�.0c0$!c(+� c��(�*�!.c/!.2%�!K



�
2SHUDWLQJ�WKH�2SHQ6WDFN
,QIUDVWUXFWXUH���7KH�8VHU

3HUVSHFWLYH
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%*".�/0.1�01.!c�+*"%#1.�0%+*c�* c !,(+5)!*0Kc�+3c%0c%/c0%)!c0+c(!0c0$!c1/!./c�* 
� )%*%/0.�0+./c!*&+5c0$!c.!/0c+"c0$!c&+1.*!5c�* c+,!.�0!c0$!c�,!*�0��'c,(�0"+.)K

�$%/c�$�,0!.c3%((c!4,+/!c�c0!/0a .%2!*c�,!*�0��'c!4,!.%!*�!c0$.+1#$c0$!c1/�#!c+"c%0/
�,,(%��0%+*`�.+#.�))%*#`�*0!."��!cQ���Rc�* c�+))�* `�%*!`�*0!."��!cQ���RKc�(0%)�0!(5L
0$!c�$�,0!.c3%((c#�0$!.c0$!c %/�1//! c,%!�!/c".+)c0$!c,.!2%+1/c�$�,0!./c0+#!0$!.c�* c/$+3
$+3c�,!*�0��'c/!.2%�!/c��*c�!c�+*/1)! c".+)c�*c!* a1/!.c,!./,!�0%2!c�/c�c.!�(a(%"!
!4,!.%!*�!K

�*!c+"c0$!c'!5c/1��!//!/c+"c�c.!(%��(!c%*".�/0.1�01.!c%/c�!%*#c�+*/%/0!*0c�* c.!,!�0��(!Kc�$%/
%/c3$!.!c0$!c1/�#!c+"c0$!c/!.2!.c�!),(�0!c�+*�!,0c�+)!/c%*0+c,(�5Kc�/c�,!*�0��'c%0/!("c3�/
�1%(0c��/! c+*c0$!c,.%*�%,(!/c+"c�*".�/0.1�01.!`�/`�+ !cQ���RLc%0c�(/+c,.+2% !/c�*
+.�$!/0.�0%+*c/!.2%�!c3$!.!c%0/c.!/+1.�!/c�.!c !/�.%�! c%*c�+ !c�* c�//!)�(! c%*c0!),(�0!/K
�$%/c�$�,0!.c3%((c�+2!.c0$!c"+((+3%*#c0+,%�/M

��*�#%*#c1/!./Lc,.+&!�0/Lc�* c-1+0�/
�4,(+.%*#c0$!c�,!*�0��'c+.�$!/0.�0%+*c/!.2%�!c*�)! c
!�0
��'%*#c5+1.c !2!(+,)!*0c�* c0!/0%*#c0!�)/c)+.!c�#%(!c�5c !(%2!.%*#c�*
!*2%.+*)!*0c%*c*+c0%)!
�!�.*%*#c$+3c0+c1/!c
!�0c0!),(�0!/c�* c$+3c0+c!40!* c0$!)
�,!.�0%*#c0$!c�,!*�0��'c%*".�/0.1�01.!c".+)c�+ !c!""%�%!*0(5c1/%*#c�!..�"+.)
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2SHUDWLQJ�WKH�2SHQ6WDFN�WHQDQF\
�,!*�0��'c/1,,+.0/c�c)1(0%a0!*�*�5c)+ !(Kc�$!c(�00!.c*�)%*#c�+*2!*0%+*c+"c�!*�*0c%*
�,!*�0��'c%/c0.�*/"+.)! c0+c�.+&!�0Kc�/c %/�1//! c%*cChapter 3Lc�,!*�0��'a�(1/0!.a_a�$!
�(+1 a�+*0.+((!.a�* a�+))+*a�!.2%�!/Lc!5/0+*!c%/c0$!c�,!*�0��'c�+),+*!*0c0$�0c)�*�#!/
���!//c0+c.!/+1.�!/c�5c#.+1,%*#c�* c%/+(�0%*#c0$!)c�5c�c !"%*! c,.+&!�0c+.c0!*�*0Kc�$%/
)!�*/c0$�0c�*5c1/!.c+.c*!3(5c�.!�0! c1/!.c#.+1,c��*c$�2!c���!//c0+c�c#%2!*c,.+&!�0Kc�+
,!.)%0c�c1/!.c���!//c0+c�c�!.0�%*c*1)�!.c+"c,.! !"%*! c/!0/c+"c.!/+1.�!/c%/c!*/1.! c�5
�//%#*%*#c.+(!/Kc�$!c.+(!c�+*�!,0c%*c�,!*�0��'c !*+0!/c3$%�$c/!.2%�!c+.c#.+1,c+"c/!.2%�!/c�
1/!.c%/c�10$+.%6! c0+c$�2!c���!//c0+K

�*c�c.!�(c,.+ 1�0%+*c�,!*�0��'c!*2%.+*)!*0Lc/!2!.�(c1/!./c3+1( c*!! c0+c���!//c/!2!.�(
05,!/c+"c/!.2%�!/c�* c$�2!c�c�!.0�%*c(%�!.05c0+c!4,(+%0c0$!%.c1* !.(5%*#c.!/+1.�!/Kc�/c�*
�,!*�0��'c� )%*%/0.�0+.Lc5+1c/$+1( c�!c��(!c0+c !*+0!c0$!c$%!.�.�$5c+"c0$!c+.#�*%6�0%+*
�* c0$1/c% !*0%"5c0$!c*!! /c+"c!��$c,.+&!�0c%*c0!.)/c+"c.!/+1.�!c)�*�#!)!*0c�* 
�+*/1),0%+*K

�!0X/c+,!*c0$!c�1.0�%*/c+"c0$!c !,(+5! c�,!*�0��'c!*2%.+*)!*0c0+c0$!c!* c1/!./c�5c�.!�0%*#
+1.c"%./0c,.+&!�0Lc�c1/!.Lc�* c�//%#*%*#c�c/,!�%"%�c.+(!c%*c�,!*�0��'K

0DQDJLQJ�SURMHFWV�DQG�XVHUV
�!2!(+,)!*0c�* c��c0!�)/c%*c0$!c+.#�*%6�0%+*c�.!c3%((%*#c0+c!40!* c0$!%.c0!/0c�* c/0�#%*#
!*2%.+*)!*0/Kc�+.c0$%/c,1.,+/!Lc %""!.!*0c0!�)c)!)�!./c3%((c*!! c���!//c0+c/!,�.�0!
!*2%.+*)!*0/c%*c�,!*�0��'c�* c(�1*�$c%*/0�*�!/Kc�+3Lc.!��((c3$�0c3�/c)!*0%+*! c%*c0$!
,.!2%+1/c/!�0%+*Kc�!c��*c�.!�0!c03+c %""!.!*0c,.+&!�0/c�* c�  c0$!c1/!./c�(�//%"%! c�5
,.+&!�0Mc0!/0c�* c/0�#%*#Kc�c1/!.cpp_test_userc��*c�!c�  ! c0+c�c,.+&!�0cTesting_PPK
�/%*#c0$!c!5/0+*!c���Lc�.!�0!c�c*!3c,.+&!�0c�/c"+((+3/M

    ��NH\VWRQH�WHQDQW�FUHDWH���QDPH�7HVWLQJB33���GHVFULSWLRQ��7HVW
(QYLURQPHQW�3URMHFW�
        +-------------+----------------------------------+
        |   Property  |              Value               |
        +-------------+----------------------------------+
        | description |     Test Environment Project     |
        |   enabled   |               True               |
        |      id     | 832bd4c20caa44778f4acf5481d4a4a9 |
        |     name    |            Testing_PP            |
        +-------------+----------------------------------+
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�.!�0!c�c*!3c1/!.c*�)! cpp_test_userc�/c"+((+3/M

������NH\VWRQH�XVHU�FUHDWH���QDPH�SSBWHVWBXVHU���SDVV�SDVVZRUG���HPDLO
SSWHVW#WHVWRV�FRP
        +----------+----------------------------------+
        | Property |              Value               |
        +----------+----------------------------------+
        |  email   |        pptest@testos.com         |
        | enabled  |               True               |
        |    id    | 4117dc3cc0054db4b8860cc89ac21278 |
        |   name   |           pp_test_user           |
        | username |           pp_test_user           |
        +----------+----------------------------------+

�$!c*!3c1/!.c��*c�!c�//%#*! c0+c0$!c*!3(5c�.!�0! c0!*�*0c�/c�cmemberc.+(!c�/c"+((+3/M

    ��NH\VWRQH�XVHU�UROH�DGG���XVHU�SSBWHVWBXVHU���WHQDQW�7HVWLQJB33���UROH
BPHPEHUB

�+c(%/0c�((c0$!c.+(!/c�//%#*! c0+c�c#%2!*c1/!.Lc1/!c0$!c�,!*�0��'c���c0$�0c#%2!/c)+.!
"(!4%�%(%05c0+c-1!.5c.+(!/c�5c1/!./c�* c,.+&!�0/c�/c"+((+3/M

���RSHQVWDFN�UROH�OLVW��XVHU�SSBWHVWBXVHU��SURMHFW�7HVWLQJB33
 +-------------------------------+--------+-----------+-----------+
 | ID                            | Name   |Project    |   User    |
 +-------------------------------+--------+-----------+-----------+
 9fe2ff9ee4384b1894a90878d3e92bab|_member_|Testing_PP |pp_test_user
 +-------------------------------+--------+-----------+-----------+

0DQDJLQJ�XVHU�FDSDELOLWLHV
�+c"�.Lc3!c$�2!c�c"%./0c,.+&!�0c�.!�0! c%*c�,!*�0��'c�* c�//%#*! c%0/c"%./0c)!)�!.c1/!.Kc�$!
*!3c1/!.c��*c(+#c%*c0+c0$!c
+.%6+*c �/$�+�. c�* c/0�.0c�.!�0%*#c�* c)�*�#%*#c$%/^$!.c+3*
.!/+1.�!/c%*c�c�+),(!0!(5c/!,�.�0! c(+#%��(c!*2%.+*)!*0Kc�*c0$!c+0$!.c$�* Lc!4%/0%*#
 !"�1(0c.+(!/c%*c�,!*�0��'c)%#$0c*+0c/�0%/"5c�c�1/0+)c�10$+.%6�0%+*c/!01,c"+.c�c#%2!*c1/!.
+.c#.+1,c+"c1/!./Kc�*c/+)!c��/!/Lc/+)!c1/!./c3+1( c*!! c(!//c.!/0.%�0! c���!//c0+c/+)!
.!/+1.�!/Kc�1.c*!3c1/!.c%/c�//%#*! c0+c�c_member_c.+(!c0$�0c�+1( c,.!2!*0c,!."+.)%*#
/+)!c+,!.�0%+*/Kc�/c�*c�,!*�0��'c� )%*%/0.�0+.Lc5+1c��*c#!0c�/c)1�$c"(!4%�%(%05c�/c5+1
3�*0c�5c !"%*%*#c�1/0+)c.+(!/c0$�0c)�,c�!.0�%*c.%#$0/c�* c1/!.c��,��%(%0%!/K
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�2!.5c/!.2%�!c%*c�,!*�0��'c!4,+/!/c�cpolicy.jsonc"%(!c0$�0c%/c,�./! c�5c�c/!.2%�!c,+(%�5
!*#%*!K

�$!c,+(%�5c"%(!/c�.!c#!*!.�((5c(+��0! 
�0Mc/etc/OPENSTACK_SERVICE/policy.json
OPENSTACK_SERVICEc%*�(1 !/c0$!c*�)!c+"c�*5c�,!*�0��'c/!.2%�!c0$�0c%/
%*/0�((! Lc1,c�* c.1**%*#K

�$!c,+(%�5c"%(!c%/c�+),+/! c+"c�c/!0c+"c.1(!/c�* c�(�//%"%! c�/c"+((+3/M

	!*!.%�`.1(!/Mc�$!/!c!2�(1�0!c�c�+),�.%/+*c�!03!!*c+*!c+.c)�*5c1/!./Xc/!�1.%05
�.! !*0%�(c�00.%�10!/c�#�%*/0c+*!c+.c)�*5c.!/+1.�!c�00.%�10!/
�+(!_��/! `.1(!/Mc�"c0$!c1/!.c�//%#*! c0$!c)�0�$! c.+(!c%/c)!*0%+*! c%*c0$!c.1(!
0$!*c%0c.!01.*/c�c/1��!//c�* c.!/+1.�!/c�.!c#.�*0! 
�%!( _��/! `.1(!/Mc�"c0$!c.!/+1.�!c/1,,+.0/c+*!c+.c)�*5c"%!( /c0$�0c)�0�$c2!.5
/,!�%"%�c2�(1!Q/Rc0$!*c%0c.!01.*/c�c/1��!//c�* c.!/+1.�!/c�.!c#.�*0! 

�+c"�.Lc0$!c*!3c1/!.c3%((c*+0c�!c��(!c0+c���+),(%/$c�((c$%/^$!.c+,!.�0%+*�(c0�/'/Kc�+.
!4�),(!Lc0$!c_member_c.+(!c3%((c*+0c�((+3c0$!c*!3(5c�.!�0! c1/!.c0+c�.!�0!c.+10!./K
�!,!* %*#c+*c0$!c� )%*%/0.�0%2!c.1(!/Lc%0c%/c*+0c�c#++ c% !�c0+c�//%#*Lc"+.c!4�),(!Lc�*
adminc.+(!c"+.c(!//c.!/0.%�0! c1/!./Kc�/c�cpp_test_userc1/!.Lc0$!c"+((+3%*#c+10,10c/$+3/
0$�0c+*(5cadminc%/c��(!c0+c�.!�0!c.+10!./M

a�NH\VWRQHBSSBWHVWBXVHU�@��QHXWURQ�URXWHU�FUHDWH�WHVW�URXWHU��
You are not authorized to perform the requested action: admin_required
(HTTP 403) (Request-ID: req-746f8266-4e2e-4e4c-b01d-e8fc10069bfd)

�+c+2!.�+)!c/1�$c�10$+.%6�0%+*c1/!.c.!/0.%�0%+*Lc%0c%/c,+//%�(!c0+c�.!�0!c�c*!3c.+(!c0$�0c#%2!/
,+3!.c0+c�*5c�//+�%�0! c.+(!c1/!.c0+c�.!�0!c.+10!./Kc�$!c"+((+3%*#c�+))�* c(%*!c3%((c�.!�0!
�c*!3c.+(!c��((! crouter_ownerM

��NH\VWRQH�UROH�FUHDWH���QDPH�URXWHUBRZQHU
   +----------+----------------------------------+
   | Property |              Value               |
   +----------+----------------------------------+
   |    id    | e4410d9ae5ad44e4a1e1256903887131 |
   |   name   |           router_owner           |
   +----------+----------------------------------+

�$!*c�  c0$!c*!3(5c�.!�0! c.+(!c0+c0$!c1/!.cpp_test_userM

��NH\VWRQH�XVHU�UROH�DGG���XVHU�SSBWHVWBXVHU���WHQDQW�7HVWLQJB33���UROH
URXWHUBRZQHU
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�*�!c�//%#*! Lc0$!c(�/0c/0!,c%/c0+c! %0c0$!c !"�1(0c/etc/neutron/policy.jsonc"%(!c�5
(++'%*#c"+.c0$!c !/%.! c.1(!c(%*!Kc�+1c)�5c*+0%�!c0$�0c0$!ccreate_routerc.1(!c%/
�+*"%#1.! c�5c !"�1(0c�/c�c.+(!a��/! c.1(!Kc�,,!* %*#c0$�0c(%*!c3%((c!*��(!c+1.c*!3c1/!.c0+
�.!�0!c.+10!./Lc�/c/$+3*c%*c0$!c"+((+3%*#c!40.��0M

��YLP��HWF�QHXWURQ�SROLF\�MVRQ
...
"create_router": "rule:admin_only or role:router_owner"
...

�+##! c�/cpp_test_userLc�.!�0%*#c�c*!3c.+10!.c3%((c!* c1,c3%0$c�c/1��!//"1(
�10$+.%6�0%+*c��((c�/c"+((+3/M

a�NH\VWRQHBSSBWHVWBXVHU�@��QHXWURQ�URXWHU�FUHDWH�WHVW�URXWHU��
Created a new router:
+-----------------------+--------------------------------------+
| Field                 | Value                                |
+-----------------------+--------------------------------------+
| admin_state_up        | True                                 |
| external_gateway_info |                                      |
| id                    | 7151c4ca-336f-43ef-99bc-396a3329ac2f |
| name                  | test-router-1                        |
| routes                |                                      |
| status                | ACTIVE                               |
| tenant_id             | 832bd4c20caa44778f4acf5481d4a4a9     |
+-----------------------+--------------------------------------+

�0c0$!c0%)!c+"c3.%0%*#c+"c0$%/c�++'Lc0$!c1/!.c%*0!."��!c%/c/1,,+/! c0+c*+0
!4,+/!c0$!c.+10!.c�.!�0%+*c�* c)�*�#!)!*0c �/$�+�. cQ"+.c!4�),(!L
3$!*c.1(!/c�.!c/!0c0+c !*5RKc�  %0%+*�((5Lc1, �0%*#c.1(!/c�5c/!.2%�!c,+(%�5
 +!/c*+0c.!-1%.!c�c.!/0�.0c+"c0$!c�//+�%�0! c/!.2%�!K

0DQDJLQJ�TXRWDV
�!"+.!c(!00%*#c0!/0!.c�* c !2!(+,!.c1/!./c0�'!c� 2�*0�#!c+"c0$!c�,!*�0��'c��,��%(%0%!/Lc3!
/$+1( c,.+�!! c"%./0c�5c !"%*%*#c�c,.!2!*0%2!c,+(%�5c0+c(%)%0c0$!c1/�#!c+"c0$!c�,!*�0��'
.!/+1.�!/c�5c�c,.+&!�0c+.c0!*�*0Kc�$%/c��*c�!c�+*0.+((! c�5c)!�*/c+"c�c-1+0�Kc�/c3!c$�2!
�.!�0! c�c,.+&!�0c%*c0$!c,.!2%+1/c/!�0%+*Lc�c !"�1(0c-1+0�c%/c�,,(%! Kc�1+0�/c��*c�!c)�*�#! 
!�/%(5c"+.c0$!c�,!*�0��'c/!.2%�!/Lc%*�(1 %*#c�+),10!Lc*!03+.'Lc�(+�'c/0+.�#!Lc�* 
+.�$!/0.�0%+*c/!.2%�!/K
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&RPSXWH�VHUYLFH�TXRWDV
�$!c"+((+3%*#c�+))�* c(%*!c %/,(�5/Lc"+.c!4�),(!Lc0$!c-1+0�c%*"+.)�0%+*c"+.c+1.c*!3
�.!�0! c0!*�*0c"+.c0$!c�+),10!c/!.2%�!Lc*+2�M

��QRYD�TXRWD�VKRZ���WHQDQW����EG�F��FDD�����I�DFI����G�D�D�
+-----------------------------+-------+
| Quota                       | Limit |
+-----------------------------+-------+
| instances                   | 10    |
| cores                       | 20    |
| ram                         | 51200 |
| floating_ips                | 10    |
| fixed_ips                   | -1    |
| metadata_items              | 128   |
| injected_files              | 5     |
| injected_file_content_bytes | 10240 |
| injected_file_path_bytes    | 255   |
| key_pairs                   | 100   |
| security_groups             | 100   |
| security_group_rules        | 200   |
| server_groups               | 10    |
| server_group_members        | 10    |
+-----------------------------+-------+

�+c(%/0c0$!c�+),10!c/!.2%�!c-1+0�c/!0c,!.c0!*�*0c+.c,.+&!�0Lc1/!c0$!
"+((+3%*#c�+))�* c(%*!M
# nova quota-show --tenant TENANT_ID

�$!.!M
������Y��Mc�$%/c%/c0$!c0!*�*0c��c%*,10c0$�0c��*c�!c(%/0! c�5c�$!�'%*#c0$!
'!5/0+*!c0!*�*0a(%/0c�+))�* c(%*!K

�, �0%*#c0$!c�+),10!c-1+0�/Lc"+.c!4�),(!Lc%/c2!.5c/0.�%#$0"+.3�. Kc�$!c"+((+3%*#
�+))�* c(%*!c/$+3/c$+3c0+c%*�.!�/!Lc"+.c!4�),(!Lc0$!c !"�1(0c-1+0�c/!0c"+.c0$!
Testing_PPc0!*�*0c".+)c87c1,c0+c�c97c%*/0�*�!/c(%)%0c�* c !�.!�/!c0$!c���c-1+0�c(%)%0
 +3*c0+c9<777c��M

    ��QRYD�TXRWD�XSGDWH���LQVWDQFHV����UDP������
���EG�F��FDD�����I�DFI����G�D�D�
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�+c1, �0!c0$!c�+),10!c/!.2%�!c-1+0�c/!0c,!.c0!*�*0c+.c,.+&!�0Lc1/!c0$!
"+((+3%*#c�+))�* c(%*!M
# nova quota-update QUOTA_KEY QUOTA_VALUE TENANT_ID


!.!M
�����Y��Mc�$%/c%/c0$!c-1+0�c%0!)c %/,(�5! c".+)c0$!cnova quota-
show �+))�* c(%*!
�����Y�����Mc�$%/c%/c0$!c !/%.! c*!3c-1+0�c2�(1!c0+c�//%#*c0+c0$!
/,!�%"%! c-1+0�c'!5
������Y��Mc�$%/c%/c0$!c0!*�*0c��c%*,10c0$�0c��*c�!c(%/0! c�5c�$!�'%*#c0$!
keystone tenant-list �+))�* c(%*!

�*5c1/!.c�  ! c0+c0$!c,.+&!�0c3%((c$�2!c0$!c/�)!c-1+0�c�/c0$!c,.+&!�0c+.c0!*�*0c-1+0�Kc�/c�*
�,!*�0��'c� )%*%/0.�0+.Lc5+1c3%((c*!! c%*c/+)!c��/!/c0+c/!0c %""!.!*0c-1+0�/c,!.c0!*�*0c�* 
!2!*c%*c�c)+.!c#.�*1(�.c3�5Lc�5c1/!.Kc�+.c!4�),(!Lc87c1/!./c/$�.%*#c�c*!3c,.+&!�0c3%((
,!."+.)c %""!.!*0c0!/0/c�(�//%"%! c�5c�,,(%��0%+*Lc �0���/!Lc�* c*!03+.'c(!2!(/Kc�+1c/$+1( 
1* !./0�* c0$�0c%*�.!�/%*#c0$!c-1+0�c(%)%0/c,!.c,.+&!�0c3%((c�,,(5c"+.c�((c1* !.(5%*#c1/!./K
�$!c(�0!/0c0!*�*0c-1+0�c1, �0!/c��*c�!c�$!�'! c�5c0$!c1/!.c-1+0�c�/c"+((+3/M

��QRYD�TXRWD�VKRZ���XVHU����GDEIH�����GD��DF�H��DF����FF����WHQDQW
���EG�F��FDD�����I�DFI����G�D�D�
+-----------------------------+-------+
 | Quota                       | Limit |
 +-----------------------------+-------+
 | instances                   | 20    |
 | cores                       | 20    |
 | ram                         | 25000 |

�+c(%/0c0$!c�+),10!c/!.2%�!c-1+0�c/!0c,!.c0!*�*0c1/!.c+.c,.+&!�0c1/!.Lc1/!
0$!c"+((+3%*#c�+))�* c(%*!M
# nova quota-show --user USER_ID --tenant TENANT_ID

�$!.!M
����Y��Mc�$%/c%/c0$!c1/!.c��c %/,(�5! c".+)c0$!ckeystoneuser-list
�+))�* c(%*!
������Y��Mc�$%/c%/c0$!c0!*�*0c��c0$�0c��*c�!c(%/0! c�5c�$!�'%*#c0$!
keystone tenant-listc�+))�* c(%*!
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�1,,+/!c0$�0cpp_test_userc3%((c*!! c&1/0c0+c,!."+.)c�c"!3c0!/0/c"+.c�10+c/��(%*#c0$!c#.+1,
"+.c�c*!3c�,,(%��0%+*c".+*0! c�5c�c"(!!0c+"c3!�c/!.2!./Lc0$!c�,,(%��0%+*c0!/0c�!*�$)�.'/
3+1( c.!-1%.!c1/%*#c�c)�4%)1)c+"c0$.!!c3!�c/!.2!./c"+.c0$!c�10+a/��(%*#c#.+1,c�* c�
)%*%)1)c+"c+*!Kc�*c0$%/c��/!Lc%0c3%((c�!c)+.!c1/!"1(c0+c(%)%0c.!/+1.�!/c1/�#!c,!.
pp_test_userc1/!.c%*/0!� c+"c,!.c0!*�*0Kc�$%/c��*c�!c,!."+.)! c�/c"+((+3/M

��QRYD�TXRWD�XSGDWH���XVHU����GDEIH�����GD��DF�H��DF����FF����LQVWDQFHV��

�+c1, �0!c0$!c�+),10!c/!.2%�!c-1+0�c/!0c,!.c0!*�*0c1/!.c+.c,.+&!�0c1/!.L
1/!c0$!c"+((+3%*#c�+))�* c(%*!M
# nova quota-update --user USER_ID QUOTA_KEY QUOTA_VALUE

�$!.!M
����Y��Mc�$%/c%/c0$!c1/!.c��c %/,(�5! c".+)c0$!ckeystone user-list
�+))�* c(%*!
�����Y��Mc�$%/c%/c0$!c-1+0�c%0!)c %/,(�5! c".+)c0$!cnova quota-
showc�+))�* c(%*!
�����Y�����Mc�$%/c%/c0$!c !/%.! c*!3c-1+0�c2�(1!c0+c�//%#*c0+c0$!
/,!�%"%! c-1+0�c'!5K

%ORFN�VWRUDJH�VHUYLFH�TXRWDV
�%'!c�+2�Lc�%* !.c+""!./c-1+0�c/!00%*#/c0+c(%)%0c0$!c1/�#!c+"c0$!c�)+1*0c+"c�(+�'c/0+.�#!
/,��!Lc�* c0$!c*1)�!.c+"c2+(1)!/c�* c/*�,/$+0/c,!.c0!*�*0Kc�$!c-1+0�/c+"c�c#%2!*c0!*�*0
��*c�!c�$!�'! c1/%*#c0$!c�%* !.c���c�/c"+((+3/M

�FLQGHU�TXRWD�VKRZ�7HVWLQJB33
+-----------+-------+
|  Property | Value |
+-----------+-------+
| gigabytes |  500  |
| snapshots |   10  |
|  volumes  |   10  |
+-----------+-------+

�%* !.c-1+0�/c��*c�!c1, �0! c/%),(5c�5c/,!�%"5%*#c0$!c*!! ! c-1+0�c,.+,!.05c�* c0!*�*0
��Kc�+.c!4�),(!Lc%*�.!�/%*#c0$!c*1)�!.c+"c/*�,/$+0/c0+c<7c"+.c+1.cTesting_PPc0!*�*0c��*
�!c,!."+.)! c�5c.1**%*#c0$!c"+((+3%*#c�+))�* c(%*!M

    ��FLQGHU�TXRWD�XSGDWH��VQDSVKRWV��������EG�F��FDD�����I�DFI����G�D�D�
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�+c1, �0!c0$!c�(+�'c/0+.�#!c/!.2%�!c-1+0�c/!0c,!.c0!*�*0Lc1/!c0$!c"+((+3%*#
�+))�* c(%*!M
# cinder quota-update --QUOTA_NAME QUOTA_VALUE TENANT_ID

�$!.!M
�����Y����Mc�$%/c%/c0$!c-1+0�c%0!)c %/,(�5! c".+)c0$!ccinder
quota-showc�+))�* c(%*!Kc�2�%(��(!c�%* !.c.!/+1.�!/c�.!c#%#��50!/L
/*�,/$+0/Lc�* c2+(1)!/K
�����Y�����Mc�$%/c%/c0$!c !/%.! c*!3c-1+0�c2�(1!c0+c�//%#*c0+c0$!
/,!�%"%! c-1+0�c'!5K
������Y��Mc�$%/c%/c0$!c0!*�*0c��c %/,(�5! c".+)c0$!ckeystone
tenant-listc�+))�* c(%*!K

�$!c(�0!/0c1, �0!c��*c�!c�$!�'! c�/c"+((+3/M

# cinder quota-show Testing_PP
+-----------+-------+
|  Property | Value |
+-----------+-------+
| gigabytes |  500  |
| snapshots |   50  |
|  volumes  |   10  |
+-----------+-------+

�+.!c !"�1(0c-1+0�c/!00%*#/c��*c�!c"+1* c%*c0$!c)�%*c�%* !.c�+*"%#1.�0%+*
"%(!c�0c/etc/cinder/cinder.confKc�$%/c%*�(1 !/c�  %0%+*�(c+,0%+*/c/1�$
�/c*1)�!.c+"c2+(1)!c���'1,/c,!.c0!*�*0c�* c0+0�(c�)+1*0c+"c/0+.�#!c"+.
+2!.�((c���'1,/c,!.c0!*�*0K

1HWZRUN�VHUYLFH�TXRWDV
�1+0�/c,!.c0!*�*0c"+.c0$!c�!10.+*c/!.2%�!c��*c�!c)�*�#! c�%0c)+.!c %""!.!*0(5c0$�*c�+2�
�* c�%* !.Kc�5c !"�1(0Lc0$!c-1+0�c(%)%0c,!.c0!*�*0c%/c %/��(! c/+c�((c0!*�*0/c3%((c$�2!c0$!
/�)!c*1)�!.c+"c*!03+.'c.!/+1.�!/Kc�+c/!0c�c-1+0�c(%)%0c,!.c0!*�*0Lc1*�+))!*0c0$!
-1+0�Y .%2!.c %.!�0%2!c%*c0$!c/etc/neutron/neutron.confc"%(!c�/c"+((+3/M

...
quota_driver = neutron.db.quota_db_DbQuotaDriver
...
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�*�!c!*��(! Lc%0c�!�+)!/c,+//%�(!c0+c�$!�'c0$!c-1+0�/c,!.c0!*�*0Kc�$!c�!10.+*c���
/1,,+.0/c0$!c-1+0�c+,0%+*c0+c-1!.5c0$!c(%/0c+"c0!*�*0/c3%0$%*cY,!.a0!*�*0Yc-1+0�c!*��(! M

    ��QHXWURQ�TXRWD�OLVW

�, �0%*#c0$!c-1+0�c+"c�c0!*�*0c%/c2!.5c/0.�%#$0"+.3�. c1/%*#c0$!c-1+0�_1, �0!c�!10.+*
/1��+))�* Kc�$!c"+((+3%*#c�+))�* c(%*!c1, �0!/c0$!c(%)%0/c+"c0$!c�!10.+*c/1�*!0c�* 
"(+�0%*#c��c.!/+1.�!/c"+.c0$!cTesting_PPc0!*�*0M

    ��QHXWURQ�TXRWD�XSGDWH���WHQDQWBLG�����EG�F��FDD�����I�DFI����G�D�D�
������VXEQHW������IORDWLQJLS���

�+c1, �0!c0$!c*!03+.'c/!.2%�!c-1+0�c/!0c,!.c0!*�*0Lc1/!c0$!c"+((+3%*#
�+))�* c(%*!M
# neutron quota-update --TENANT_ID --QUOTA_NAME
QUOTA_VALUE�

�$!.!M
������Y��Mc�$%/c%/c0$!c0!*�*0c��c %/,(�5! c".+)c0$!ckeystone
tenant-listc�+))�* c(%*!K
�����Y����Mc�$%/c%/c0$!c-1+0�c%0!)c %/,(�5! c".+)c0$!cneutron
quota-showc�+))�* c(%*!Kc�2�%(��(!c�!10.+*c.!/+1.�!/c�.!c"(+�0%*#%,L
*!03+.'Lc,+.0Lc.+10!.Lc�* c/1�*!0K
�����Y�����Mc�$%/c%/c0$!c !/%.! c*!3c-1+0�c2�(1!c0+c�//%#*c0+c0$!
/,!�%"%! c-1+0�c'!5K

�$!c(�0!/0c1, �0!c��*c�!c�$!�'! c�/c"+((+3/M

# neutron quota-show --tenant_id 832bd4c20caa44778f4acf5481d4a4a9
+------------+-------+
| Field      | Value |
+------------+-------+
| IORDWLQJLS�_���    |
| network    | 10    |
| port       | 30    |
| router     | 15    |
| VXEQHW�����_���    |



�,!.�0%*#a0$!a�,!*�0��'a�*".�/0.1�01.!a_a�$!a�/!.a�!./,!�0%2!

S`9;7`T

�!10.+*c�+*"%#1.�0%+*c#%2!/c)+.!c"(!4%�%(%05c%*c0$!c3�5c+"c�+*0.+((%*#c-1+0�/c"+.c�c/,!�%"%�
*1)�!.c+"c*!03+.'%*#c.!/+1.�!/Kc�$%/c��*c�!c��$%!2! c�5c�+*"%#1.%*#c0$!
/etc/neutron/neutron.confc"%(!c0+c!*��(!c+.c %/��(!c�c#%2!*c�!10.+*c.!/+1.�!c%*c0$!
-1+0�/c/!�0%+*Kc�$!c"+((+3%*#c!4�!.,0c!*��(!/c0$!c-1+0�c+*(5c"+.c0$!c*!03+.'c�* c,+.0
 !"%*! c%*c0$!cquota_itemsc %.!�0%2!M

...
[quotas]
quota_items = network, port

�%*�!c0$!c�%0�'�c.!(!�/!Lc�!10.+*c/1,,+.0/c0$!c !"%*%0%+*c+"c-1+0�/c"+.c/!�1.%05c#.+1,/c�* 
0$!c*1)�!.c+"c/!�1.%05c.1(!/c,!.c#.+1,Kc�!�1.%05c#.+1,c-1+0�/c��*c�!c/!0c�5c�  %*#c0$!
"+((+3%*#c(%*!/c%*c0$!c*!10.+*K�+*"c"%(!c3%0$%*c0$!c/�)!c-1+0�c/!�0%+*M

...
[quotas]
...
quota_secuirty_gourp = 20
quota_security_group_rule = 100
...

2UFKHVWUDWLRQ�VHUYLFH�TXRWDV
�0��'/c%*c�,!*�0��'c�.!c)�*�#! c�5c
!�0Kc�/c3!c3%((c/!!c%*c0$!c*!40c/!�0%+*Lc0$!
+.�$!/0.�0%+*c�+),+*!*0c%*c�,!*�0��'c!*��(!/c�//!)�(%*#c %""!.!*0c.!/+1.�!/c0+c.1*c�
�+),(!0!c/0��'c".+)c�+ !Kc�$%/c%/c�*c% !�(c1/!c��/!c"+.c�!2�,/c0+c,.+2%/%+*c.!/+1.�!/c%*c*+
0%)!c�* c(!2!.�#!c0!/0%*#c�+ !c�* c�,,(%��0%+*c"1*�0%+*�(%05c".+)c+*!c0!),(�0!c"%(!Kc�*c0$!
+0$!.c$�* Lc�+*0.+((%*#c/0��'/c"+.c1/!./c��*c�!c)+.!c�$�((!*#%*#c�/c.!/+1.�!/c��*c�!c)+.!
 !)�* ! c�* c.�,% (5c!4$�1/0! Kc
!�0c�(/+c!4,+/!/c-1+0�/c0+c�+*0.+(c0$!c*1)�!.c"+.
/0��'/c,!.c0!*�*0c�* c.!/+1.�!/c,!.c/0��'Kc�* %2% 1�(c)�*�#!)!*0c+"c.!/+1.�!/c,!.c/0��'c%*

!�0c%/c*+0c/0.�%#$0"+.3�. Kc�*�.!�/%*#c0$!c(%)%0/Lc"+.c!4�),(!Lc+"c#%2!*c.!/+1.�!c-1+0�/
/$+1( c�!c,!."+.)! c"%./0(5c�5c� &1/0%*#c0$!)c%* %2% 1�((5c".+)c0$!c���c�/c/$+3*c%*c0$!
,.!2%+1/c/!�0%+*/Kc�$!c
!�0c)�%*c�+*"%#1.�0%+*c"%(!c�((+3/c5+1c0+c/!0c0$!c"+((+3%*#c-1+0�
 %.!�0%2!/c,!.c0!*�*0c�* c,!.c/0��'c.!/+1.�!M

max_stacks_per_tenant = 200Mc�!0/c�c)�4%)1)c+"c977c/0��'/c�5c !"�1(0c,!.
0!*�*0
max_resources_per_stack = 2000Mc�!0/c�c)�4%)1)c+"c9L777c.!/+1.�!/c�5
 !"�1(0c,!.c/0��'
max_template_size = 1000000Mc�!0/c�c)�4%)1)c+"c8L777L777c.�3c�50!c/%6!c�5
 !"�1(0c,!.c0!),(�0!
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max_nested_stack_depth = 10Mc�!0/c�c)�4%)1)c+"c87c"+.c0$!c !#.!!c+"c !,0$
3$!*c1/%*#c*!/0! c0!),(�0!/
max_events_per_stack = 2000Mc�!0/c�c)�4%)1)c+"c9777c!2!*0/c�5c !"�1(0
,!.c/0��'

2UFKHVWUDWLRQ�LQ�2SHQ6WDFN
�/c0$!c0%0(!c,.+)%/!/Lc$!.!X/c�1%( %*#c/0��'/c%*c�,!*�0��'Pc�/c5+1c)�5c$�2!c#1!//! c".+)
0$!c/0��'c0!.)%*+(+#5Lc0$%/c%*�(1 !/c�*5c#.+1,c+"c�+**!�0! c�,!*�0��'c.!/+1.�!/Lc%*�(1 %*#
%*/0�*�!/Lc2+(1)!/Lc2%.01�(c.+10!./Lc"%.!3�((/Lc(+� c��(�*�!./Lc�* c/+c+*Lc0$�0c"+.)c�c/0��'K

+3!2!.Lc$+3c��*c/0��'/c�!c�.!�0! c�* c)�*�#! Oc�0�.0%*#c".+)c0$!c	.%66(5c.!(!�/!Lc�c*!3
+.�$!/0.�0%+*c/!.2%�!c*�)! c
!�0c$�/c�!!*c�  ! Kc�/%*#c����a��/! c0!),(�0!c(�*#1�#!/
��((! c0$!c
!�0`�.�$!/0.�0%+*`�!),(�0!cQ
��RLc5+1c3%((c�!c��(!c0+c/,%*c1,c)1(0%,(!
%*/0�*�!/Lc(+#%��(c*!03+.'/Lc�* c)�*5c+0$!.c�(+1 c/!.2%�!/c%*c�*c�10+)�0! c"�/$%+*Kc�+3L
5+1c��*c#1!//c0$!c.!/0Mc5+1c��*c�.!�0!c/0��'/c".+)c0!),(�0!/K

�"c5+1c�.!c"�)%(%�.c3%0$c0$!c���c�(+1 c"+.)�0%+*c/!.2%�!Lc
!�0c%/c"1((5
�+),�0%�(!c3%0$c���c0!),(�0!/c�* c,.+2% !/c�*c���c0+c�(%#*c0$!c���
/,!�%"%��0%+*c1/%*#c���a"+.)�00! c0!),(�0!/c!4,.!//! c%*c����K

'HP\VWLI\LQJ�WKH�SRZHU�RI�+HDW
�,!*�0��'c%/c�+*/% !.! c�/c�c 5*�)%�c%*".�/0.1�01.!c,(�0"+.)c3$!.!c�+),10%*#Lc/0+.�#!L
�* c*!03+.'%*#c.!/+1.�!/c�.!c!4,+/! c0+c!* c1/!./c0+c�!c�+*/1)! c%*c�c,.+#.�))�0%�
"�/$%+*Kc�/c�c,.+&!�0c+.c0!*�*0c/0�.0/c#.+3%*#c.�,% (5Lc)+.!c�,!*�0��'c.!/+1.�!/c3%((c�!
�+*/1)! c�* c�,!*�0��'c+,!.�0+./c3%((c*!! c)+.!c/+,$%/0%��0! c3�5/c0+c)�*�#!c0$!%.
(�.#!c�((+��0! c�,!*�0��'c.!/+1.�!/c.1**%*#c�,,(%��0%+*/Kc�/!./c��*c��$%!2!c0$%/c�5
 !"%*%*#c�*c%*".�/0.1�01.!c,�00!.*c��/! c+*c0$!c�*".�/0.1�01.!c�/c�+ !c�,,.+��$Kc�$!
�$�((!*#!c�+)!/c*!40c�5c !"%*%*#c$+3c1/!./c+.c+,!.�0+./c3+1( c.!��0c�#�%*/0c0$!%.
�,,(%��0%+*c�$�*#!/c".+)c%*".�/0.1�01.!c�* c.!/+1.�!c,!./,!�0%2!/Kc�*c+*!c.!/,!�0Lc0$%/c��*
�!c.!/+(2! c�5c !/%#*%*#c0$!c�,,(%��0%+*c0+c���!,0c".!-1!*0c�$�*#!/c3$!*c0$!c%*".�/0.1�01.!
#.+3/c�* c/$.%*'/c%*c0!.)/c+"c.!/+1.�!/K
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	%2%*#c�c/1��%*�0c+2!.2%!3c+"c0$!c
!�0c�.�$%0!�01.!c�+),+*!*0/c)%#$0c�!c$!(,"1(Lc*+0c+*(5
"+.c�*c�,!*�0��'c� )%*%/0.�0+.c�10c�(/+c"+.c+,!.�0+./c�* c1/!./c3$!*c%0c�+)!/c0+c !�(%*#
3%0$c�!.0�%*c/!01,/Kc�//!*0%�((5Lc
!�0c$�/c�c"!3c)�&+.c�+),+*!*0/Lc�/c"+((+3/M

$!�0_�,%Mc�$%/c%/c�c*�0%2!c�,!*�0��'c
��� c����"1(c���Kc�0c)�%*(5c,.+�!//!/
���c��((/c�5c/!* %*#c0$!)c0+c0$!c
!�0c!*#%*!c2%�c�*c� 2�*�! c)!//�#!c-1!1%*#
,.+0+�+(K
$!�0_�,%_�"*Mc�$%/c%/c�c�(+1 c�+.)�0%+*c���c/!.2%�!c0$�0X/c�+),�0%�(!c3%0$c
!�0K
�0c"+.3�. /c���c.!-1!/0/c0+c0$!c
!�0c!*#%*!c2%�c�*c� 2�*�! c)!//�#%*#c-1!1%*#
,.+0+�+(K

!�0`!*#%*!Mc�$%/c%/c0$!c)�%*c,�.0c+"c0$!c+.�$!/0.�0%+*c/!.2%�!c3$!.!c0!),(�0!/
�.!c,.+�!//! c�* c(�1*�$! K

�+0!c0$�0c0$!c
!�0c!*#%*!c��*c,.+2% !c�10+a/��(%*#c�* c$%#$c�2�%(��%(%05
"1*�0%+*�(%0%!/c%),(!)!*0! c%*c%0/c�+.!K


!�0`���`0++(/Mc�$!c
!�0c0++(c�(%!*0c���c�+))1*%��0!/c3%0$c$!�0a�,%K
$!�0_�,%_�(+1 3�0�$Mc�$%/c%/c�*c�  %0%+*�(c���c0$�0c%/c!//!*0%�((5c.!/,+*/%�(!c"+.
)+*%0+.%*#c/0��'/c�* c+.�$!/0.�0%+*c/!.2%�!/c3$!*c0$!c���c�(+1 c�+.)�0%+*
/!.2%�!c%/c1/! K

�0c%/c0%)!c0+c1*(!�/$c0$!c,+3!.c+"c
!�0c%*c�,!*�0��'c�5c .%((%*#c +3*c%*0+c0$!c0!.)%*+(+#5
+"c/0��'K
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6WDFNLQJ�LQ�2SHQ6WDFN
�,!*�0��'c�((+3/c�(+1 c+,!.�0+./c�* c!* c1/!./c0+c�.!�0!c.!/+1.�!/c%* %2% 1�((5c+.c�5c�c/!0
+"c�+((!�0! c%*".�/0.1�01.!c!(!)!*0/c !"%*! c�/c+*!c/%*#(!c1*%0Kc�$!c+.�$!/0.�0%+*c,.+&!�0L

!�0Lc�%)/c0+c(!2!.�#!c0$!c,+3!.c+"c�10+)�0%*#c0$!c.!/+1.�!/c1/�#!c%*c�,!*�0��'Kc�5
� +,0%*#c0$!c�+*�!,0c+"c�0��'Lc!* c1/!./c3%((c!4,(%�%0(5c/0.1�01.!c0$!%.c�,,(%��0%+*/c%*c�c2!.5
/%),(!c3�5c.�0$!.c0$�*c#+%*#c0$.+1#$c�c,�%*"1(c&+1.*!5c+"c.+10%*!/c�* c"%.!"%#$0%*#K

�$%�$!2!.c/0��'/c�.!c�!%*#c1/! c�* c�,,(%! Nc0$!c!* c1/!.c3%((c"+�1/c+*c$+3c0$!
�,,(%��0%+*c3%((c�!c !,(+5! c�* c/!!c%0c�/c�c/%*#(!c1*%0Kc
!�0c1/!/c0$!c
!�0`�.�$!/0.�0%+*
�!),(�0!cQ
��RLc3.%00!*c%*c����Nc%0c!*��(!/c1/!./c0+c�10+)�0!c0$!c.!/+1.�!c�((+��0%+*c%*
�,!*�0��'c".+)c�+ !Kc�$!c0!401�(c !/�.%,0%+*c%*c�c
��c"%(!c3%((c��0c�/c0$!c!5!a+"a�+*0��0
�!03!!*c1/!./c�* c0$!%.c�,,(%��0%+*c!*2%.+*)!*0/Kc�0��'%*#c%*c�,!*�0��'c%/c&1/0c0$!c��0c+"
,.+2%/%+*%*#c�c3$+(!c�,,(%��0%+*c!*2%.+*)!*0c/0��'c".+)c
��c"%(!Q/RKc�c05,%��(c
��
/0.1�01.!c3+1( c(++'c(%'!c0$!c"+((+3%*#c�+ !c/'!(!0+*M

heat_template_version:
description:
parameters:
  param1
    type:
    label:
    description:
    default:
  param2:
     ….
resources:
  resource_name:
    type: OS::*::*
    properties:
      prop1: { get_param: param1}
      prop2: { get_param: param2}
      .......
outputs:
  output1:
   description:
   value: { get_attr: resource_name,attr] }
          ......
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�!0X/c�$!�'c+10c0$!c+2!.�((c/!�0%+*/c+"c0$!c,.!2%+1/c0!),(�0!M

heat_template_versionMc�$%/c/,!�%"%!/c0$!c2!./%+*c+"c0$!c0!),(�0!c/5*0�4c0$�0
%/c1/! Kc�0�* �. c2!./%+*/c�.!c978:a7<a9:Lc3$%(!c*!3c+*!/Lc(��!(! c978;a87a8=Lc�.!
%*0.+ 1�! c3%0$c0$!c�1*+c.!(!�/!c�* c�+*0�%*c�c"!3c�  %0%+*/K
descriptionMc�$%/c%*�(1 !/c0$!c !/�.%,0%+*c+"c0$!c0!),(�0!K
parametersMc�$!/!c !�(�.!c�c(%/0c+"c%*,10/Kc���$c,�.�)!0!.c%/c#%2!*c�c*�)!Lc05,!L
�* c !/�.%,0%+*Nc0$!c !"�1(0c2�(1!c%/c+,0%+*�(Kc��.�)!0!./c��*c%*�(1 !c�*5
%*"+.)�0%+*Lc/1�$c�/c�c/,!�%"%�c%)�#!c+.c�c*!03+.'c��c/,!�%"%! c�5c0$!c1/!.K
resourcesMc�$!/!c��*c�!c.!"!..! c0+c�/c+�&!�0/c0$�0c
!�0c3%((c�.!�0!c+.c)+ %"5c�/
,�.0c+"c%0/c+,!.�0%+*Kc�$!c.!/+1.�!/c/!�0%+*c%/c3$!.!c0$!c %""!.!*0c�+),+*!*0/c�.!
 !"%*! Kc�+.c!4�),(!Lcresource_namec��*c�!cvirtual_webc3%0$c0$!
OS::Nova::Serverc05,!Lc3$%�$c%* %��0!/c0$!c05,!c+"c�+2�c�+),10!c%*/0�*�!Kc�0
��*c�!c"+.3�. ! c�5c�c(%/0c+"c/1�a,.+,!.0%!/c0$�0c% !*0%"5c3$%�$c%)�#!Lc"(�2+.L
�* c,.%2�0!c*!03+.'c��*c�!c1/! c"+.c0$!cvirtual_webc%*/0�*�!c.!/+1.�!K
outputsMc�0c%/c,+//%�(!c0+c!4,+.0c0$!c�00.%�10!/c+"c�c/0��'c�"0!.c%0/c !,(+5)!*0c���'
0+c0$!c
!�0c!*#%*!K

�!�!*0c1, �0! c.!/+1.�!c !/�.%,0%+*/c��*c�!c"+1* c�0
http://docs.openstack.org/developer/heat/template_guide/openstac
k.html

2UJDQL]LQJ�WKH�VWDFNV
�!,(+5%*#c�,,(%��0%+*/c1/%*#c
!�0c��*c�!c/!!*c2!.5c/%),(!c�0c0$!c�!#%**%*#Lc3$!*c1/!./
 !"%*!c/%),(!c/0��'/Kc�/c0$!c�,,(%��0%+*c%*".�/0.1�01.!c#.+3/Lc)+.!c.!/+1.�!c/!�0%+*/c3%((c�!
�  ! c%*c0$!c/0��'c0!),(�0!Lc.!/1(0%*#c%*c�c(+*#c+*!Kc�+*0%*1%*#c0+c1/!c�c)+*+(%0$%�c !"%*! 
0!),(�0!c)%#$0c.�%/!c/!2!.�(c%//1!/c0+c)�%*0�%*c�c/,.�3(%*#c%*".�/0.1�01.!c�* c�!�+)!c$�. 
0+c%*&!�0c�*5c*!! ! c/0��'c�$�*#!c�* c1, �0!K

http://docs.openstack.org/developer/heat/template_guide/openstack.html
http://docs.openstack.org/developer/heat/template_guide/openstack.html
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�c2!.5c,.+)%/%*#c3�5c0+c+2!.�+)!c0$!c)+*+(%0$%�c/0��'c�,,.+��$c%/c0+c %2% !c0$!
�,,(%��0%+*c!*2%.+*)!*0c%*0+c)1(0%,(!c/0��'/Kc
!�0c%/c !/%#*! c0+c)�'!c/0��'/c.!1/��(!c%*
 %""!.!*0c(+��0%+*/c"+.c�c#%2!*c�,,(%��0%+*Kc�$!c"+((+3%*#c/�$!)�c%((1/0.�0!/c�c)1(0%a0%!.! 
�,,(%��0%+*c!*2%.+*)!*0c %2% ! c%*0+c/!2!.�(c/0��'/c3$!.!c!��$c%/c�1%(0c�* c)+ %"%! 
/!,�.�0!(5Mc�!03+.'%*#Lc�!�`�!.2!.Lc�,,(%��0%+*Lc�* c��0���/!M

�/c/$+3*c%*c0$!c,.!�! %*#c%((1/0.�0%+*Lc�c1/!.c��*c !"%*!c0$!c�,,(%��0%+*c(�5+10c".+)c�
,�.!*0c0!),(�0!c�/c�*c!*0.5c,+%*0c0+c0$!c.!/0c+"c0$!c/0��'c.!/+1.�!/Kc�*5c+0$!.c.!/+1.�!
#.+1,c !"%*%0%+*c3%((c�!c !/�.%�! c%*c�c�$%( c/0��'c0!),(�0!Kc�+*"%#1.�0%+*c,�.�)!0!./
�!03!!*c/0��'/c��*c�!c)�*�#! c�5c0$!c,�.!*0c/0��'Lc3$%�$c1/!/c0$!c+10,10/c+"c!��$c�.!�0! 
/0��'c�/c%*,10c,�.�)!0!./c+"c�*+0$!.c�$%( c/0��'Lc%"c)!*0%+*! K
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Modularizing the stacks
�/!./c��*c/,!! c1,c0$!%.c !2!(+,)!*0c0!*"+( c�5c+.#�*%6%*#c0$!c%*".�/0.1�01.!c�+ !c1/%*#
*!/0! c0!),(�0!/Kc�$!c"+((+3%*#c!4�),(!c3%((c�+)�%*!c/!2!.�(c.!1/��(!c0!),(�0!/c0+c !,(+5
�c)1(0%a0%!.c�,,(%��0%+*c%*c
!�0Lc%*�(1 %*#M

�c(+� c��(�*�!.
�c"(!!0c+"c03+c(+� a��(�*�! c3!�c/!.2!.c%*/0�*�!/c.1**%*#c
����
�c �0���/!c.1**%*#c0$!c��.%���c �0���/!c%*/0�*�!

�!c��*c/0�.0c�5c !"%*%*#c+1.c
!�0c0!),(�0!/c"+.c!��$c/0��'c�.!�0! c3%0$c0$!c"+((+3%*#
/0.1�01.!M

----Templates
    | ------------------ pp_stack.yaml
   | ------------------ Lib
                               | --------------- env.yaml
                               | --------------- mariadb.yaml
                               | --------------- privateNet.yaml
                               | --------------- publicNet.yaml
                               | --------------- httpd.yaml
                               | --------------- loadbalancer.yaml

�!c3%((c�+*/% !.cpp_stack.yamlc�/c+1.c,�.!*0c/0��'c0!),(�0!Kc�!c3%((c*!! c0+c,.!,�.!c0$!
�$%( .!*c+*!/c3$%�$c3%((c�!c/0+.! c�/c(%�.�.5c0!),(�0!/c"+.c.!a1/��%(%05c,1.,+/!/c3%0$c0$!
"+((+3%*#M

env.yamlMc�$%/c�+*0�%*/c�c�1/0+)%6�0%+*c+"c0$!c !"%*! c
!�0c0!),(�0!/Kc�0c%/
)�%*(5c1/! c0+c)�,c*�)!/c0+c0!),(�0!/Kc�$!c!*2%.+*)!*0c"%(!c��*c%*�(1 !c0$.!!
/!�0%+*/M

Resource_registryMc�$%/c !"%*!/c�1/0+)c*�)!c !"%*%0%+*/c+"
.!/+1.�!/c0+c0$!c,�.!*0c/0��'c0!),(�0!
ParametersMc�$%/c !"%*!/c/,!�%"%�c,�.�)!0!./c+*(5c"+.c0$!c,�.!*0
0!),(�0!c�* c*+0c0+c0$!c.!/+1.�!/c%*c0$!c�$%( .!*c0!),(�0!/
Parameter_defaultsMc�$%/c !"%*!/c�c#(+��(c2�(1!c�5c !"�1(0c"+.
�((c,�.�)!0!./c%*c�+0$c,�.!*0c�* c*!/0! c0!),(�0!/
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�*c+1.c��/!Lc3!c3%((c !"%*!c0$!cresource_registryc/!�0%+*c�/c0$!c"+((+3%*#M

�$!c*�)%*#c�+*2!*0%+*c%*c+1.c!*2%.+*)!*0c"%(!c%/c,.!"%4! c�5cLibc�* c%/
"+((+3! c�5cPacktPubc�/c�c�1/0+)%6! c*�)!/,��!c"+.c!2!.5c0!),(�0!
 !,(+5)!*0Lc�* c%0c0$!*c#%2!/c0$!c*�)!/c"+.c!��$c0!),(�0!c3%0$%*c%0/c,�0$M

resource_registry:
 Lib::PacktPub::MariaDB: mariadb.yaml
 Lib::PacktPub::PrivNet:privateNet.yaml
 Lib::PacktPub::PubNet:publicNet.yaml
 Lib::PacktPub::Httpd:httpd.yaml
 Lib::PacktPub::LoadBalancer:loadbalancer.yaml

mariadb.yamlMc�$%/c !"%*!/c�c*!/0! c �0���/!c0!),(�0!c0+c%*/0�((c)�.%� �c�* 
)�.%� �a/!.2!.Kc�$%/c�(/+c%*�(1 !/c/!00%*#c�c/!�1.! c���c�5c)!�*/c+"c/!�1.%05
#.+1,/Kc��/%��((5Lc0$!c �0���/!c3%((c*+0c�!c�00��$! c0+c�*5c!40!.*�(c*!03+.'Kc�$%/
��*c�!c!40!* ! c�5c/!00%*#c�c���c%*/0�*�!c0+c!*��(!c�#.!//c0.�""%�c".+)c0$!
)�.%� �c/!.2!.c0+c +3*(+� c,��'�#!/Kc�+.c!4�),(!M

heat_template_version: 2013-05-23

description: installs a maridb server with a database.

parameters:
  image:
    type: string
    default: centos7
  flavor:
    type: string
    default: m1.medium
  key:
    type: string
    default: my_key
  private_network:
    type: string
    default: Private_Network
  database_name:
    type: string
  database_user:
    type: string

resources:
 database_root_password:
   type: OS::Heat::RandomString
 database_password:
   type: OS::Heat::RandomString
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 database_root_password:
   type: OS::Heat::RandomString

 security_group:
   type: OS::Neutron::SecurityGroup
   properties:
     name: db_server_security_group
     rules:
       - protocol: tcp
         port_range_min: 3306
         port_range_max: 3306
 port:
   type: OS::Neutron::Port
   properties:
     network: { get_param: private_network }
     security_groups:
       - { get_resource: security_group }

 mariadb_instance:
   type: OS::Nova::Server
   properties:
     image: { get_param: image }
     flavor: { get_param: flavor }
     key_name: { get_param: key }
     networks:
       - port: { get_resource: port }
     user_data_format: RAW
     user_data:
       str_replace:
         params:
           __database_root_password__: { get_attr:
[database_root_password, value] }
           __database_name__: { get_param: database_name }
           __database_user__: { get_param: database_user }
           __database_password__: { get_attr:
[database_password, value] }
         template: |
           #!/bin/bash -v
           yum -y install mariadb mariadb-server
           systemctl enable mariadb.service
           systemctl start mariadb.service
           mysqladmin -u root password $db_rootpassword
           cat << EOF | mysql -u root --
password=$db_rootpassword
           CREATE DATABASE $db_name;
           GRANT ALL PRIVILEGES ON $db_name.* TO "$db_user"@"%"
           IDENTIFIED BY "$db_password";
           FLUSH PRIVILEGES;
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           EXIT
           EOF

outputs:
 name:
   description: Database Name.
   value: { get_attr: [mariadb_instance, name] }
 ip:
   description: Database IP address.
   value: { get_attr: [mariadb_instance, first_address] }
 port:
   description: Database port number.
   value: { get_resource: port }
 database_password:
   description: Database password.
   value: { get_attr: [database_password, value] }

privateNet.yamlMc�$%/c !"%*!/c0$!c�.!�0%+*c+"c�c,.%2�0!c*!03+.'c ! %��0! c0+
0$!c%*/0�*�!/c)!*0%+*! c%*c0$!c,�.!*0c0!),(�0!Kc�$%/c3�5c%0c3%((c!*��(!c5+1c0+
�  c3$+(!c/0��'/c�/c)1�$c�/c5+1c3�*0Lc3%0$+10c %##%*#c%*0+c %""!.!*0c"%(!/c0+
/,!�%"5c0$!c*!03+.'c.�*#!c0$�0c�((c%*/0�*�!/c3%((c�!c�//%#*! Kc�  %0%+*�((5Lc0$!
0!),(�0!c3%((c�.!�0!c�c.+10!.c�* c�00��$c%0/c%*0!."��!c0+c0$!c,.%2�0!c*!03+.'c0+
�+**!�0c0+c0$!c!40!.*�(c*!03+.'M

heat_template_version: 2013-05-23

description: Template that creates a private network

parameters:
 public_network:
   type: string
   default: Public_Network
 cidr:
   type: string
   default: '10.10.10.0/24'
 dns:
   default: '8.8.8.8'

resources:
 private_network:
   type: OS::Neutron::Net

 private_subnet:
   type: OS::Neutron::Subnet
   properties:
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     network_id: { get_resource: private_network }
     cidr: 10.10.10.0/24
     dns_nameservers: { get_param: dns }

 router:
   type: OS::Neutron::Router
   properties:
     external_gateway_info:
       network: { get_param: public_network }

 router-interface:
   type: OS::Neutron::RouterInterface
   properties:
     router_id: { get_resource: router }
     subnet: { get_resource: private_subnet }

outputs:
 name:
   description: Private Network.
   value: { get_attr: [private_network, name] }

publicNet.yamlMc�$%/c !"%*!/c$+3c%*/0�*�!/c/$+1( c�+**!�0c0+c0$!c!40!.*�(
*!03+.'Kc�$%/c��*c�!c,!."+.)! c�5c�((+��0%*#c"(+�0%*#c��/c0+c0$!c3!�c/!.2!./c�/
"+((+3/M

      heat_template_version: 2013-05-23
      description: Associate floating IP to servers to access
public network.

parameters:
 port:
   type: string

 public_network:
   type: string.
   default: Public_Network

resources:
 floating_ip:
   type: OS::Neutron::FloatingIP
   properties:
     floating_network: { get_param: public_network }

 floating_ip_assoc:
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   type: OS::Neutron::FloatingIPAssociation
   properties:
     floatingip_id: { get_resource: floating_ip }
     port_id: { get_param: port }

outputs:
 ip:
   description: The floating IP address assigned to the server.
   value: { get_attr: [floating_ip, floating_ip_address] }

httpd.yamlMc�$%/c�.!�0!/c�c/%),(!c3!�c/!.2!.c.1**%*#c
����Kc�$!c3!�c/!.2!.
0!),(�0!c3%((c�.!�0!c�c*!3c/!�1.%05c#.+1,Lc�((+3%*#c+*(5c
���c�* c
����
0.�""%�M

heat_template_version: 2013-05-23
description: Installs a web server running httpd.

parameters:
 image:
   type: string
   default: centos7
 flavor:
   type: string
   default: m1.small
 key:
   type: string
   default: my_key
 private_network:
   type: string
   default: Private_Network

resources:
 security_group:
   type: OS::Neutron::SecurityGroup
   properties:
     name: web_server_sg
     rules:
       - remote_ip_prefix: 0.0.0.0/0
         protocol: tcp
         port_range_min: 80
         port_range_max: 80

       - remote_ip_prefix: 0.0.0.0/0
         protocol: tcp
         port_range_min: 443
         port_range_max: 443
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 port:
   type: OS::Neutron::Port
   properties:
     network: { get_param: private_network }
     security_groups:
       - { get_resource: security_group }

 ws_instance:
   type: OS::Nova::Server
   properties:
     image: { get_param: image }
     flavor: { get_param: flavor }
     key_name: { get_param: key }
     networks:
       - port: { get_resource: port }
     user_data_format: RAW
     user_data:
       str_replace:
        template: |
         #!/bin/bash -ex
         yum -y install httpd
         systemctl enable httpd.service
         systemctl start httpd.service
         setsebool -P httpd_can_network_connect_db=1

outputs:
 name:
   description: Web Server instance.
   value: { get_attr: [ws_instance, name] }
 ip:
   description: Web Server IP address.
   value: { get_attr: [ws_instance, first_address] }
 port:
   description: Web Server Port number.
   value: { get_resource: port }

loadbalancer.yamlMc�$%/c�.!�0!/c�c/%),(!cload-balancerKc�((c%*%0%�0! 
.!-1!/0/c3%((c�!c���!,0! c�* c%*0!.*�((5c %/,�0�$! c0+c0$!c/!.2!./c.1**%*#c�!$%* 
0$!cload-balancerM

heat_template_version: 2013-05-23
description: A load-balancer server
parameters:
 image:
   type: string
 key_name:
   type: string
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 flavor:
   type: string
 pool_id:
   type: string
 user_data:
   type: string
 metadata:
   type: json
 network:
   type: string

 resources:
   server:
     type: OS::Nova::Server
     properties:
       flavor: {get_param: flavor}
       image: {get_param: image}
       key_name: {get_param: key_name}
       metadata: {get_param: metadata}
       user_data: {get_param: user_data}
       user_data_format: RAW
       networks: [{network: {get_param: network} }]
   member:
     type: OS::Neutron::PoolMember
     properties:
       pool_id: {get_param: pool_id}
       address: {get_attr: [server, first_address]}
       protocol_port: 80

 outputs:
   server_ip:
     description: Load Balancer IP Address
     value: { get_attr: [server, first_address] }
   lb_member:
     description: LB member details.
     value: { get_attr: [member, show] }

pp_stack.yamlMc�$%/c !"%*!/c0$!c)�/0!.c0!),(�0!c3$!.!c*!/0! c0!),(�0!/
�.!�0! c,.!2%+1/(5c3%((c�!c1/! Kc�!/+1.�!/c%*c0$!c)�/0!.c0!),(�0!c3%((c�!
 !�(�.! c/%),(5c�5c��((%*#c0$!c*�)!/,��!c+"c!��$c%*2+'! c*!/0! c0!),(�0!M

heat_template_version: 2013-05-23
description: Create Multi-Tier Application Stack
parameters:
 image:
   type: string
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   default: centos7
 flavor:
   type: string
   default: m1.medium
 key:
   type: string
   default: my_key
 public_network:
   type: string
   default: Public_Network
resources:
 network:
   type: Lib::PacktPub::PrivNet
   properties:
     public_network: { get_param: public_network }

 mariadb:
   type: Lib::PacktPub::MariaDB
   properties:
     image: { get_param: image }
     flavor: { get_param: flavor }
     key: { get_param: key }
     private_network: { get_attr: [network, name] }
     database_name: website
     database_user: website_user
 server:
   type: Lib::PacktPub::Httpd
   properties:
     image: { get_param: image }
     flavor: { get_param: flavor }
     key: { get_param: key }
     private_network: { get_attr: [network, name] }
     mariadb: { get_attr: [mariadb, ip] }
     database_name: website
     database_user: website_user
     database_password: { get_attr: [mariadb,
database_password] }

 public_ip:
   type: Lib::PacktPub::PubNet
   properties:
     port: { get_attr: [server, port] }
     public_network: { get_param: public_network }

outputs:
 ip:
   description: Web Server Public IP
   value: { get_attr: [public_ip, ip] }
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variables.tfMc�$%/c�+*0�%*/c %""!.!*0c2�.%��(!/c0+c�!c�//%#*! c0+c.!/+1.�!
�00.%�10!/
provider.tfMc�$%/c%/c�c/!,�.�0!c"%(!Lc3$%�$c%*�+.,+.�0!/c0$!c�,!*�0��'c0!*�*0
�* c1/!.c�.! !*0%�(/
infra.tfMc�$%/c%*�+.,+.�0!/c�((c.!/+1.�!c !/�.%,0%+*/Lc%*�(1 %*#c�+),10!c�* 
*!03+.'c.!/+1.�!/
postscript.shMc�$%/c%/c0$!c1/!.c �0�c,+/0/�.%,0c"%(!Lc3$%�$c%*/0�((/c0$!c.!-1%.! 
,��'�#!/c"+.c0$!c3!�c/!.2!.
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�!c��*c/0�.0c�5c !"%*%*#c+1.cvariable.tfc"%(!Lc3$%�$c3%((c/,!�%"5c�*c!*2%.+*)!*0c"+.c�
/,!�%"%�c�+*"%#1.�0%+*c%*c�,!*�0��'Lc%*�(1 %*#c�.! !*0%�(/Lc%)�#!Lc"(�2+.Lc�* c*!03+.'c
2�.%��(!/c�/c"+((+3/M

variable "OS_USERNAME" {
   description = "The username for the Tenant."
   default  = "pp_user"
}

variable "OS_TENANT" {
   description = "The name of the Tenant."
   default  = "pp_tenant"
}

variable "OS_PASSWORD" {
   description = "The password for the Tenant."
   default  = "367811794c1d45b4"
}

variable "OS_AUTH_URL" {
   description = "The endpoint url to connect to the Cloud Controller
OpenStack."
   default  = "http://10.0.10.10:5000/v2.0"
}

variable "OS_REGION_NAME" {
   description = "The region to be used."
   default  = "RegionOne"
}

�*c0$!c/�)!c"%(!Lc3!c !"%*!c0$!c1,(+� ! c	(�*�!c%)�#!Lc0$!c,1�(%�c'!5Lc0$!c !"�1(0c��
c1/!.L
�* c0$!c"(�2+.c0$�0c3%((c�!c1/! c"+.c+1.c3!�c/!.2!.M

variable "image" {
 description = "Default image for web server"
 default = "centos"
}

variable "flavor" {
  description = "Default flavor for web server instance"
  default = "m1.small"
}

variable "ssh_key_file" {
  description = "Public SSH key for passwordless access the server."
  default = "~/.ssh/pubkey"
}



�,!.�0%*#a0$!a�,!*�0��'a�*".�/0.1�01.!a_a�$!a�/!.a�!./,!�0%2!

S`9<@`T

variable "ssh_user_name" {
 description = "Default SSH user configured in the centos image uploaded by
glance."
 default = "centos"
}

�0$!.c*!03+.'c2�.%��(!/c3%((c�!c�  ! c�/c3!((c0+c�//%#*c3$%�$c*!03+.'c0$!c3!�c/!.2!.c3%((
�!c�00��$! c0+c�/c"+((+3/M

variable "private_network" {
 description = "Default private network created in OpenStack"
 default = "Private_Network"
}

variable "private_subnet" {
 description = "Default private subnet network which the web server will be
attached to"
 default = "Private_Subnet"
}

variable "router" {
description = "Default Neutron Router created in OpenStack"
default = "pp_router"
}

variable "external_gateway" {
description = "Default External Router Interface ID"
default =  "ac708df9-23b1-42dd-8bf1-458189db71c8"
}

variable "public_pool" {
 description = "Default public network to assign floating IP for external
access"
 default = "Public_Network"
}

�$!cpostscript.shc3%((c%*/0�((c0$!c.!-1%.! c3!�c/!.2!.c,��'�#!/c�* c/0�.0c0$!chttpdc�/
"+((+3/M

    #!/bin/bash
    yum -y install httpd
    systemctl enable httpd.service
    systemctl start httpd.service
    chkconfig --level 2345 httpd on
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�!40Lc3!c��*c/0�.0c!(��+.�0%*#c0$!c.!/0c+"c0$!c�!..�"+.)c"%(!/c�5c !"%*%*#c0$!c/!0c+"c !"%*! 
2�.%��(!/Kc�$!cprovider.tfc3%((c�!c1/! c0+c,+,1(�0!c,.+,!.c�.! !*0%�(/c"+.c0$!c�,!*�0��'
,.+2% !.c�/c"+((+3/M

provider "openstack" {
 user_name = "${var.OS_USERNAME}"
 tenant_name = "${var.OS_TENANT}"
 password  = "${var.OS_PASSWORD}"
 auth_url  = "${var.OS_AUTH_URL}"
}

�$!c*!40cinfra.tfc"%(!c3%((c�+*0�%*c�((c0$!c�1%( %*#c�(+�'/c+"c+1.c3!�c/!.2!.c�5c�//%#*%*#
0+c!��$c.!/+1.�!c%0/c,.! !"%*! c2�.%��(!Kc�$!c"%./0c�+*"%#1.�0%+*c/!�0%+*c !"%*!/c0$!c'!5c,�%.
�/c"+((+3/M

resource "openstack_compute_keypair_v2" "mykey" {
 name       = "mykey"
 public_key = "${file("${var.ssh_key_file}.pub")}"
}

�$!c"+((+3%*#c/!�0%+*c3%((c�.!�0!c�c*!3c/!�1.%05c#.+1,c"+.c0$!c3!�c/!.2!.c�5c�((+3%*#c+*(5

���c�* c
����c0.�""%�c".+)c0$!c�*0!.*!0c�* c��
c���!//c".+)c0$!c%*0!.*�(c*!03+.'M

resource "openstack_compute_secgroup_v2" "ws_sg" {
 name        = "ws_sg"
 description = "Security group for the Web Server instances"

 rule {
   from_port   = 22
   to_port     = 22
   ip_protocol = "tcp"
   cidr        = "192.168.0.0/16"
 }

 rule {
   from_port   = 80
   to_port     = 80
   ip_protocol = "tcp"
   cidr        = "0.0.0.0/0"
 }
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 rule {
   from_port   = 443
   to_port     = 443
   ip_protocol = "tcp"
   cidr        = "0.0.0.0/0"
 }
}

�+c!*��(!c!40!.*�(c���!//c"+.c0$!c3!�c/!.2!.Lc3!c3%((c*!! c0+c�//%#*c�c"(+�0%*#c��c".+)c0$!
!4%/0%*#c,1�(%�c,++(c�5c !"%*%*#c0$!c"+((+3%*#c�,!*�0��'c.!/+1.�!c%*c0$!c�!..�"+.)c"%(!M

resource "openstack_compute_floatingip_v2" "fip" {
 pool       = "${var.public_pool}"
}

�"0!.c !"%*%*#c0$!c*!! ! c2�.%��(!/Lc3!c��*c !/�.%�!c0$!c3!�c/!.2!.c.!/+1.�!c�00.%�10!/L
%*�(1 %*#c0$!c*!03+.'c0$�0c0$!5c3%((c�!c�00��$! c0+Lc�/c/$+3*c$!.!M

resource "openstack_compute_instance_v2" "web_server" {
 name            = "web_server"
 image_name      = "${var.image}"
 flavor_name     = "${var.flavor}"
 key_pair        = "${openstack_compute_keypair_v2.mykey.name}"
 security_groups = ["${openstack_compute_secgroup_v2.ws_sg.name}"]
 floating_ip     = "${openstack_compute_floatingip_v2.fip.address}"

 network {
   uuid = "${var.Private_Network}"
 }

�!40Lc3!c !"%*!c$+3c0$!c.!/+1.�!/c3%((c�!c���!//! c"+.c,.+2%/%+*%*#Kc�$%/c��*c�!c��$%!2! 
�5c�+*"%#1.%*#c0$!c,.+2%/%+*!.c�/cremote-execc0$�0c3%((c!/0��(%/$c�*c��
c�+**!�0%+*c0+c0$!
.!)+0!c.!/+1.�!c�* c�,,(%!/c0$!cpostscript.shc/�.%,0c !"%*! c%*c0$!cuser_dataLc/!�0%+*
�/c"+((+3/M

  provisioner "remote-exec" {
   connection {
     user     = "${var.ssh_user_name}"
     secret_key_ = "/root/.ssh/id_rsa"
     timeout = "20m"
   }

   user_data = "${file("postscript.sh")}"

 }
}
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�(0!.*�0%2!(5Lc%0c%/c,+//%�(!c0+c1/!c�*c%*(%*!c %.!�0%2!c%*c0$!c,.+2%/%+*!.
/!�0%+*c/1,,+.0! c�5c�!..�"+.)Lc%*/0!� c+"c,+%*0%*#c0+c�*c!40!.*�(
,+/0/�.%,0c"%(!Kc�$!cuser_datac %.!�0%2!c��*c�!c.!,(��! c�5c0$!c"+((+3%*#
/!�0%+*M

    inline = [
            "yum -y install httpd",
            "systemctl enable httpd.service"
            "systemctl start httpd.service",
            "chkconfig --level 2345 httpd on"
    ]

�!"+.!c !,(+5%*#c0$!c*!3c.!/+1.�!/Lc3!c��*c0�'!c� 2�*0�#!c+"c0$!c,(�**%*#c"!�01.!
,.+2% ! c�5c�!..�"+.)c,.%+.c0+c�,,(5%*#c�*5c�$�*#!Lc/+c3!c��*c.!2%!3c+1.c%*".�/0.1�01.!
�$�*#!/c�/c"+((+3/M
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�+c"�.Lc3!c$�2!c%*0.+ 1�! c)+/0c+"c0$!c,+//%�%(%0%!/c0$�0c��*c)�'!c+1.c�,!*�0��'
!*2%.+*)!*0c$%#$(5c�2�%(��(!Kc�,!*�0��'c�(+1 c�+*0.+((!.c*+ !/Lc �0���/!c�(1/0!./Lc�* 
*!03+.'c*+ !/c��*c�!c !,(+5! c%*c.! 1* �*�5c%*c0$!c"+((+3%*#c3�5/M

�5���c$%#$c�2�%(��%(%05c0$.+1#$c	�(!.�c��0%2!^��0%2!c)1(0%a)�/0!.c !,(+5)!*0
�* c!!,�(%2! 
����%0��c��0%2!^��0%2!c$%#$c�2�%(��%(%05c1/%*#c)%..+.! c-1!1!/c�* c
��.+45c"+.
(+� c��(�*�%*#
�$!c�,!*�0��'c���c/!.2%�!/Xc%*�(1/%+*c+"c0$!c*+2�a/�$! 1(!.c�* c#(�*�!a.!#%/0.5
%*c�(+1 c�+*0.+((!./c*+ !/c%*c0$!c��0%2!a,�//%2!c)+ !(c1/%*#c���!)�'!.c�* 
�+.+/5*�
�!10.+*c��5!.c:c�#!*0/c�5c%*0!.*�(c.+10%*#c.! 1* �*�5

Implementing HA on MySQL
�*c0$%/c%),(!)!*0�0%+*Lc3!c3%((c*!! c0$.!!c/!,�.�0!c�5���c*+ !/c�* c03+c
��.+45
/!.2!./c/+c0$�0c3!c#1�.�*0!!c+1.c(+� c��(�*�!.c��*c"�%(c+2!.c%*c��/!c+*!c+"c0$!)c"�%(/K
!!,�(%2! c3%((c�!c%*/0�((! c%*c!��$c
��.+45c0+c�+*0.+(c0$!c�%.01�(c��Kc�%""!.!*0c*+ !/c%*
0$%/c/!01,c3%((c�!c�//%#*! c�/c0$!c"+((+3%*#M

�%.01�(c��Mc8@9K8=?K;>K;>

��.+4578Mc8@9K8=?K;>K897

��.+4579Mc8@9K8=?K;>K898
�5���78Mc8@9K8=?K;>K89<
�5���79Mc8@9K8=?K;>K89=
�5���7:Mc8@9K8=?K;>K89>

�*c+. !.c0+c%),(!)!*0c
�c+*c�5���Lc#+c0$.+1#$c0$!c"+((+3%*#c/0!,/M

�!0X/c/0�.0c"%./0c�5c%*/0�((%*#c�* c�+*"%#1.%*#c+1.c
��.+45c/!.2!./M8K

SDFNWSXE#KDSUR[\���\XP�XSGDWH
SDFNWSXE#KDSUR[\���\XP�LQVWDOO�KDSUR[\�NHHSDOLYHG

�!c�$!�'c3$!0$!.c0$!c
��.+45c%/c,.+,!.(5c%*/0�((! M9K

SDFNWSXE#KDSUR[\���KDSUR[\��Y
HA-Proxy version 1.5.2 2014/07/12
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�!0X/c�+*"%#1.!c+1.c"%./0c
��.+45c*+ !Kc�!c/0�.0c�5c���'%*#c1,c0$!c !"�1(0:K
�+*"%#1.�0%+*c"%(!M

SDFNWSXE#KDSUR[\���FS��HWF�KDSUR[\�KDSUR[\�FIJ
�HWF�KDSUR[\�KDSUR[\�FIJ�EDN
SDFNWSXE#KDSUR[\���QDQR��HWF�KDSUR[\�KDSUR[\�FIJ
  global
  log       127.0.0.1 local2
  chroot    /var/lib/haproxy
  pidfile   /var/run/haproxy.pid
  maxconn   1020 # See also: ulimit -n
  user haproxy
  group haproxy
  daemon
  stats socket /var/lib/haproxy/stats.sock mode 600 level admin
  stats timeout 2m
  defaults
  mode    tcp
  log     global
  option  dontlognull
  option  redispatch
  retries           3
  timeout queue     45s
  timeout connect   5s
  timeout client    1m
  timeout server    1m
  timeout check     10s
  maxconn           1020
  listen haproxy-monitoring *:80
  mode     tcp
  stats    enable
  stats    show-legends
  stats    refresh     5s
  stats    uri         /
  stats    realm       Haproxy Statistics
  stats    auth        monitor:packadmin
  stats    admin       if TRUE
  frontend haproxy1 # change on 2nd HAProxy
  bind *:3306
  default_backend       mysql-os-cluster
  backend mysql-os-cluster
  balance roundrobin
  server mysql01       192.168.47.125:3306 maxconn 151 check
  server mysql02       192.168.47.126:3306 maxconn 151 check
  server mysql03       192.168.47.127:3306 maxconn 151 check
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�0�.0c0$!chaproxyc/!.2%�!M;K

SDFNWSXE#KDSUR[\���VXGR�VHUYLFH�KDSUR[\�VWDUW

�!,!�0c/0!,/c8a;Lc.!,(��%*#chaproxy1c3%0$chaproxy2c%*c0$!c".+*0!* c/!�0%+*K<K
�+3c3!c�.)c+1.c
��.+45c/!.2!./c�5c�  %*#c0$!c����=K
/etc/keepalived/keepalived.confc"%(!Kc�10c"%./0c3!c���'c1,c0$!c+.%#%*�(
�+*"%#1.�0%+*c"%(!M

SDFNWSXE#KDSUR[\���VXGR�FS��HWF�NHHSDOLYHG�NHHSDOLYHG�FRQI
�HWF�NHHSDOLYHG�NHHSDOLYHG�FRQI�EDN
SDFNWSXE#KDSUR[\���VXGR�QDQR��HWF�NHHSDOLYHG�NHHSDOLYHG�FRQI

�+c�%* c�c2%.01�(c�  .!//c0$�0c +!/c*+0c!4%/0c,$5/%��((5c+*c0$!c/!.2!.Lc5+1c��*
�  c0+c/5/�0(K�+*"c%*c5+1.c�!*0��c�+4c0$!c"+((+3%*#c+,0%+*M

net.ipv4.ip_nonlocal_bind=1

�+c*+0c"+.#!0c0+c��0%2�0!c0$!c�$�*#!c1/%*#c0$!c"+((+3%*#M

SDFNWSXE#KDSUR[\���VXGR�V\VFWO��S
SDFNWSXE#KDSUR[\���VXGR�QDQR��HWF�NHHSDOLYHG�NHHSDOLYHG�FRQI
vrrp_script chk_haproxy {
  script "killall -0 haproxy"
  interval 2
  weight 2
}
vrrp_instance MYSQL_VIP {
  interface eth0
  virtual_router_id 120
  priority 111 # Second HAProxy is 110
  advert_int 1
virtual_ipaddress {
    192.168.47.47/32 dev eth0
  }
  track_script {
    chk_haproxy
  }
}

�!,!�0c/0!,c=c�5c/!00%*#c0$!c,.%+.%05c�+*"%#1.�0%+*c %.!�0%2!c0+c887c%*c0$!>K
vrrp_instance MYSQL_VIPc/0�*6�c"+.c*+ !c
��.+459K
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�$!�'c3$!0$!.c0$!c�%.01�(c��c3�/c�//%#*! c0+c!0$7c%*c�+0$c*+ !/M?K

SDFNWSXE#KDSUR[\���LS�DGGU�VKRZ�HWK�
SDFNWSXE#KDSUR[\���LS�DGGU�VKRZ�HWK�

�+3c5+1c$�2!c
��.+45c�* c!!,�(%2! c�+*"%#1.! Lc3!c*!! c+*(5c0+c/!0c1,c0$!88K
	�(!.�c,(1#%*c0$.+1#$c�((c�5���c*+ !/c%*c0$!c�(1/0!.M

SDFNWSXE#GE����ZJHW
KWWSV���ODXQFKSDG�QHW�FRGHUVKLS�P\VTO������������������GRZQORDG�0\6
4/�VHUYHU�������BZVUHSB�������UKHO��[��B���USP
SDFNWSXE#GE����ZJHW�KWWSV���ODXQFKSDG�QHW�JDOHUD�����������
�GRZQORDG�JDOHUD�������[��B���USP

�!c*!! c0+c%*/0�((c0$!c,.!2%+1/(5c +3*(+� ! c���c"%(!/c1/%*#c0$!c"+((+3%*#87K
�+))�* c(%*!/M

SDFNWSXE#GE����USP��8KY�JDOHUD�������[��B���USP
SDFNWSXE#GE����USP��8KY�0\64/�VHUYHU�������BZVUHSB����
��UKHO��[��B���USP

�"c5+1c % c*+0c%*/0�((c�5���c3%0$%*c	�(!.�c".+)c/�.�0�$Lc5+1c/$+1( c/0+,
0$!c�5���c/!.2%�!c"%./0c�!"+.!c,.+�!! %*#c3%0$c0$!c	�(!.�c,(1#%*
%*/0�((�0%+*Kc�$!c!4�),(!c�//1)!/c0$�0c�5���c%/c%*/0�((! c�* c/0+,,! K

�*�!c0$!c	�(!.�c,(1#%*c%/c%*/0�((! Lc(+#c%*c0+c5+1.c�5���c*+ !/c�* c�.!�0!c�c*!388K
1/!.c#�(!.�c3%0$c0$!c,�//3+. c#�(!.�,�//c�* Lc+,0%+*�((5Lc0$!chaproxyc1/!.*�)!
"+.c
��.+45c)+*%0+.%*#Lc3%0$+10c�c,�//3+. c"+.c0$!c/�'!c+"c/%),(%�%05Kc�+0!c0$�0
"+.c�5���c�(1/0!.%*#Lc�c*!3c1/!.csstc)1/0c!4%/0Kc�!c3%((c/!0c1,c�c*!3c,�//3+. 
sstpasswordc"+.c*+ !c�10$!*0%��0%+*M

P\VTO!�*5$17�86$*(�21���WR�VVW#
�
�,'(17,),('�%<�
VVWSDVVZRUG
�
P\VTO!�*5$17�$//�35,9,/(*(6�RQ���WR�VVW#
�
�
P\VTO!�*5$17�86$*(�RQ���WR�JDOHUD#
�
�,'(17,),('�%<�
JDOHUDSDVV
�
P\VTO!�,16(57�,172�P\VTO�XVHU��KRVW�XVHU��YDOXHV��
�
�
KDSUR[\
��
P\VTO!�)/86+�35,9,/(*(6�P\VTO!�TXLW

�+*"%#1.!c0$!c�5���cwsrep Galerac(%�.�.5c%*c!��$c�5���c*+ !c%*89K
/etc/mysql/conf.d/wsrep.cnfc�/c"+((+3/Lc�+.cdb01.packtpub.comM

wsrep_provider=/usr/lib64/galera/libgalera_smm.so
wsrep_cluster_address="gcomm://"
wsrep_sst_method=rsync
wsrep_sst_auth=sst:sstpass
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�!/0�.0c0$!c�5���c/!.2!.M

SDFNWSXE#GE����VXGR��HWF�LQLW�G�P\VTO�UHVWDUW

�+.cdb02.packtpub.comM

wsrep_provider=/usr/lib64/galera/libgalera_smm.so
wsrep_cluster_address="gcomm://192.168.47.125"
wsrep_sst_method=rsync
wsrep_sst_auth=sst:sstpass

�!/0�.0c0$!c�5���c/!.2!.M

SDFNWSXE#GE����VXGR��HWF�LQLW�G�P\VTO�UHVWDUW

�+.cdb03.packtpub.comM

wsrep_provider=/usr/lib64/galera/libgalera_smm.so
wsrep_cluster_address="gcomm://192.168.47.126"
wsrep_sst_method=rsync
wsrep_sst_auth=sst:sstpass

�!/0�.0c0$!c�5���c/!.2!.M

SDFNWSXE#GE����VXGR��HWF�LQLW�G�P\VTO�UHVWDUW

�+0!c0$�0c0$!cdb01.packtpub.com gcommM^^c�  .!//c%/c(!"0c!),05c0+
�.!�0!c0$!c*!3c�(1/0!.Kc�$!c(�/0c/0!,c3%((c�+**!�0c0+c0$!
db03.packtpub.comc*+ !K

�+c.!�+*"%#1.!c%0Lc3!c3%((c*!! c0+c)+ %"5c+1.
/etc/mysql/conf.d/wsrep.cnfc"%(!c�* c,+%*0c0+c8@9K8=?K;>K89>M

wresp_cluster_address ="gcomm://192.168.47.127"

�.+)c0$!cmysqlc�+))�* c(%*!Lc/!0c5+1.c#(+��(c�5���c/!00%*#/c�/c0$!
"+((+3%*#M

P\VTO!�VHW�JOREDO
ZVUHSBFOXVWHUBDGGUHVV 
JFRPP���������������������
�

�$!�'c3$!0$!.c0$!c	�(!.�c.!,(%��0%+*c%/c.1**%*#c�/c%0c/$+1( c�!M8:K

SDFNWSXE#GE����P\VTO��H��VKRZ�VWDWXV�OLNH�
ZVUHS�
��
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�"c5+1.c�(1/0!.c%/c"%*!Lc5+1c/$+1( c/!!c/+)!0$%*#c(%'!c0$!c"+((+3%*#M8;K

wsrep_ready = ON

�*c�  %0%+*�(c�$!�'c��*c�!c2!.%"%! c".+)c0$!c�5���c�+))�* c(%*!Kc�*8<K
db01.packtpub.comLc5+1c��*c.1*c0$!c"+((+3%*#M

Mysql> show status like 'wsrep%';
|wsrep_cluster_size   | 3       |
|wsrep_cluster_status | Primary |
| wsrep_connected     | ON      |

wsrep_cluster_sizec%/c/$+3%*#c2�(1!c3Lc3$%�$c)!�*/c+1.c�(1/0!.c%/
�3�.!c+"c0$.!!c*+ !/c�+**!�0! c3$%(!c0$!c�1..!*0c*+ !c%/c !/%#*�0! c�/
�c,.%)�.5c*+ !Lcwsrep_cluster_status.statusK

�0�.0%*#c".+)c/0!,c@Lc5+1c��*c�  c*!3c�c�5���c*+ !c�* c&+%*c0$!c�(1/0!.K8=K

�!c$�2!c/!,�.�0! c+1.c�5���c�(1/0!.c".+)c0$!c�(+1 c�+*0.+((!.Lc3$%�$
)!�*/c0$�0c�,!*�0��'c/!.2%�!/c.1**%*#c%*c0$!c"+.)!.c*+ !Lc%*�(1 %*#
!5/0+*!Lc	(�*�!Lc�+2�Lc�%* !.Lc�* c�!10.+*c*+ !/Lc*!! c0+c,+%*0c0+c0$!
.%#$0c�5���c/!.2!.Kc�!)!)�!.c0$�0c3!c�.!c1/%*#c
��.+45Lc3$%(!c���c%/
)�*�#! c�5c!!,�(%2! c"+.c�5���c$%#$c�2�%(��%(%05K

�!c3%((c*!! c0+c.!�+*"%#1.!c0$!c�%.01�(c��c�/c0$!c"+((+3%*#c%*c!��$c/!.2%�!M

Nova: /etc/nova/nova.conf
sql_connection=mysql://nova:openstack@192.168.47.47/nova
Keystone: /etc/keystone/keystone.conf
sql_connection=mysql://keystone:openstack@192.168.47.47/keystone
Glance: /etc/glance/glance-registry.conf
sql_connection=mysql://glance:openstack@192.168.47.47/glance
Neutron: /etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini
sql_connection=mysql://neutron:openstack@192.168.47.47/neutron
Cinder: /etc/cinder/cinder.conf
sql_connection=mysql://cinder:openstack@192.168.47.47/cinder

�!)!)�!.c0$�0c! %0%*#c5+1.c�,!*�0��'c�+*"%#1.�0%+*c"%(!/c)!�*/c5+1c3%((c*!! c0+c.!/0�.0
0$!c�+..!/,+* %*#c/!.2%�!/Kc�!c/1.!c0$�0c�"0!.c!��$c.!/0�.0Lc0$!c/!.2%�!c%/c1,c�* c.1**%*#c�* 
 +!/c*+0c/$+3c�*5c!..+.c%*c0$!c(+#c"%(!/K
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�"c5+1c�.!c"�)%(%�.c3%0$c0$!csedc�* cawkc�+))�* c(%*!/Lc%0c)%#$0c�!c!�/%!.c0+c.!�+*"%#1.!
"%(!/c1/%*#c0$!)Kc�+1c��*c$�2!c�c(++'c�0c�*+0$!.c1/!"1(c/$!((c0++(c"+.c)�*%,1(�0%*#cinic�* 
confc"%(!/Lc�.1 %*%Lc3$%�$c��*c�!c"+1* c�0Mch t t p ://w w w . p i x e l b e a t . o r g /p r o g r a m s /c r u d i n i

/Kc�+c1, �0!c�*c!4%/0%*#c�+*"%#1.�0%+*c"%(!Lc0$!c�+))�* c(%*!c%/c"�%.(5c/%),(!M

��FUXGLQL���VHW��&RQILJB)LOHB3DWK!��6HFWLRQB1DPH!��3DUDPHWHU!��9DOXH!

�+.c!4�),(!Lc0+c1, �0!c0$!c/etc/nova/nova.confc"%(!c/$+3*c,.!2%+1/(5Lc5+1c��*c!*0!.
0$!c"+((+3%*#c�+))�* c(%*!M

��FUXGLQL���VHW��HWF�QRYD�QRYD�FRQI�GDWDEDVH�FRQQHFWLRQ
P\VTO���QRYD�RSHQVWDFN#��������������QRYD

Implementing HA on RabbitMQ
�*c0$%/c/!01,Lc3!c3%((c*!! c0+c%*0.+ 1�!c)%*+.c�$�*#!/c%*c+1.c����%0��c%*/0�*�!/c.1**%*#
%*c�(+1 c�+*0.+((!.c*+ !/Kc�!c3%((c!*��(!c)%..+.! c+,0%+*/c%*c+1.c����%0��c�.+'!./Kc�*c0$%/
!4�),(!Lc3!c�//1)!c0$�0c0$!c����%0��c/!.2%�!c%/c.1**%*#c+*c0$.!!c�,!*�0��'c�(+1 
�+*0.+((!.c*+ !/c�/c"+((+3/M

�%.01�(c��Mc8@9K8=?K;>K;>

��.+4578Mc8@9K8=?K;>K897

��.+4579Mc8@9K8=?K;>K898
�(+1 c�+*0.+((!.c78Mc8@9K8=?K;>K877
�(+1 c�+*0.+((!.c79Mc8@9K8=?K;>K878
�(+1 c�+*0.+((!.c7:Mc8@9K8=?K;>K879

�*c+. !.c0+c%),(!)!*0c
�c+*c����%0��Lc#+c0$.+1#$c0$!c"+((+3%*#c/0!,/M

�0+,c����%0��c/!.2%�!/c+*c0$!c/!�+* c�* c0$%. c�(+1 c�+*0.+((!.Kc�+,5c0$!8K
!.(�*#c�++'%!c".+)c0$!c"%./0c�(+1 c�+*0.+((!.c0+c0$!c�  %0%+*�(c*+ !/M

SDFNWSXE#FF����VFS��YDU�OLE�UDEELWPT��HUODQJ�FRRNLH�URRW
#FF����YDU�OLE�UDEELWPT��HUODQJ�FRRNLH
SDFNWSXE#FF����VFS��YDU�OLE�UDEELWPT��HUODQJ�FRRNLH�URRW
#FF����YDU�OLE�UDEELWPT��HUODQJ�FRRNLH
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�!0c0$!c����%0��c#.+1,c�* c1/!.c3%0$c;77c"%(!c,!.)%//%+*/c%*c�+0$c�  %0%+*�(9K
*+ !/M

SDFNWSXE#FF����VXGR�FKRZQ�UDEELWPT�UDEELWPT
�YDU�OLE�UDEELWPT��HUODQJ�FRRNLH
SDFNWSXE#FF����VXGR�FKPRG������YDU�OLE�UDEELWPT��HUODQJ�FRRNLH
SDFNWSXE#FF����VXGR�FKRZQ�UDEELWPT�UDEELWPT
�YDU�OLE�UDEELWPT��HUODQJ�FRRNLH
SDFNWSXE#FF����VXGR�FKPRG������YDU�OLE�UDEELWPT��HUODQJ�FRRNLH

�0�.0c0$!c����%0��c/!.2%�!c%*ccc02c�* ccc03M:K

SDFNWSXE#FF����VHUYLFH�UDEELWPT�VHUYHU�VWDUW
SDFNWSXE#FF���FKNFRQILJ�UDEELWPT�VHUYHU�RQ
SDFNWSXE#FF����VHUYLFH�UDEELWPT�VHUYHU�VWDUW
SDFNWSXE#FF���FKNFRQILJ�UDEELWPT�VHUYHU�RQ

�+3c%0c%/c0%)!c0+c�1%( c0$!c�(1/0!.c�* c!*��(!c0$!c)%..+.! c-1!1!/c+,0%+*Kc�1..!*0(5Lc�((c0$!
0$.!!c����%0��c�.+'!./c�.!c%* !,!* !*0c�* c0$!5c�.!c*+0c�3�.!c+"c!��$c+0$!.Kc�!0X/
%*/0.1�0c0$!)c0+c&+%*c+*!c�(1/0!.c1*%0Kc�%./0Lc/0+,c0$!crabbimqctlc �!)+*K

�*c*+ !ccc02M

��UDEELWPTFWO�VWRSBDSS
Stopping node 'rabbit@cc02' ...
...done.
��UDEELWPTFWO�MRLQ�FOXVWHU�UDEELW#FF��
Clustering node 'rabbit@cc02' with 'rabbit@cc01' ...
...done.
��UDEELWPTFWO�VWDUWBDSS
Starting node 'rabbit@cc02' ...
... done

�*c*+ !ccc03M

��UDEELWPTFWO�VWRSBDSS
Stopping node 'rabbit@cc03' ...
...done.
��UDEELWPTFWO�MRLQ�FOXVWHU�UDEELW#FF��
Clustering node 'rabbit@cc03' with 'rabbit@cc01' ...
...done.
��UDEELWPTFWO�VWDUWBDSS
Starting node 'rabbit@cc03' ...
... done
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�$!�'c0$!c*+ !/c%*c0$!c�(1/0!.c�5c.1**%*#c".+)c�*5c����%0��c*+ !M

��UDEELWPTFWO�FOXVWHUBVWDWXV
Cluster status of node 'rabbit@cc03' ...
[{nodes,[{disc,['rabbit@cc01','rabbit@cc02',
'rabbit@cc03']}]},
{running_nodes,['rabbit@cc01','rabbit@cc02',
'rabbit@cc03']},
{partitions,[]}]
...done

�$!c(�/0c/0!,c3%((c%*/0.1�0c����%0��c0+c1/!c)%..+.! c-1!1!/Kc�5c +%*#c0$%/Lc)%..+.! 
-1!1!/c3%((c!*��(!c�+0$c,.+ 1�!./c�* c�+*/1)!./c%*c!��$c-1!1!c0+c�+**!�0c0+c�*5
����%0��c�.+'!.Lc/+c0$!5c��*c���!//c0$!c/�)!c)!//�#!c-1!1!/Kc�$!c"+((+3%*#c�+))�* 
3%((c/5*�c�((c0$!c-1!1!/c��.+//c�((c�(+1 c�+*0.+((!.c*+ !/c�5c/!00%*#c�*c
�c,+(%�5M

��UDEELWPTFWO�VHWBSROLF\�+$�
A�"�DPT���
�
^�KD�PRGH���DOO����KD�V\QF�
PRGH���DXWRPDWLF��`


�+0!c0$�0c0$!c,.!2%+1/c�+))�* c(%*!c/!00(!/c�c,+(%�5c3$!.!c�((c-1!1!/c�.!
)%..+.! c0+c�((c*+ !/c%*c0$!c�(1/0!.K

� %0c%*c!��$c����%0��c*+ !c%0/c)�%*c�+*"%#1.�0%+*c"%(!
/etc/rabbitmq/rabbitmq.configc0+c%*/0.1�0c!��$c*+ !c0+c&+%*c0$!c�(1/0!.c+*c.!/0�.0c�/
"+((+3/M

[{rabbit,
[{cluster_nodes, {['rabbit@cc01', 'rabbit@cc02', 'rabbit@cc03'], ram}}]}].

�!c��*c,.+�!! c0+c/!0c1,c�c(+� c��(�*�!.c"+.c����%0��Kc�!c*!! c+*(5c�  c�c*!3c/!�0%+*c%*
�+0$c$�,.+458c�* c$�,.+459c*+ !/c�* c.!(+� c0$!c�+*"%#1.�0%+*/M

listen rabbitmqcluster 192.168.47.47:5670
  mode tcp
  balance roundrobin
    server cc01 192.168.47.100:5672 check inter 5s rise 2 fall 3
    server cc02 192.168.47.101:5672 check inter 5s rise 2 fall 3
    server cc03 192.168.47.102:5672 check inter 5s rise 2 fall 3

�+0%�!c0$�0c3!c�.!c(%/0!*%*#c+*c0$!c�%.01�(c��c192.168.47.47Kc�!(+� c0$!c�+*"%#1.�0%+*c+*
�+0$c
��.+45c*+ !/M

��VHUYLFH�KDSUR[\�UHORDG
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�/%*#c0$!c�%.01�(c��c0+c)�*�#!c�+0$c
��.+45c�/c�c,.+45c"+.c����%0��c)%#$0c.!-1%.!c!��$
�,!*�0��'c/!.2%�!c0+c�!c�+*"%#1.! c0+c1/!c0$!c�  .!//c192.168.47.47c�* c,+.0c<=>7K
�$1/Lc5+1c3%((c*!! c0+c.!�+*"%#1.!c0$!c����%0��c/!00%*#/c%*c!��$c/!.2%�!c.1**%*#c�%.01�(c��
�/c"+((+3/M

�+2�cMc/etc/nova/nova.confM

��FUXGLQL���VHW��HWF�QRYD�QRYD�FRQI�'()$8/7�UDEELWBKRVW
�������������
��FUXGLQL���VHW��HWF�QRYD�QRYD�FRQI�'()$8/7�UDEELWBSRUW�����
UDEELWBKRVW �������������
UDEELWBSRUW ����

	(�*�!Mc/etc/glance/glance-api.confM

��FUXGLQL���VHW��HWF�JODQFH�JODQFH�DSL�FRQI�'()$8/7�UDEELWBKRVW
�������������
��FUXGLQL���VHW��HWF�JODQFH�JODQFH�DSL�FRQI�'()$8/7�UDEELWBSRUW
����
UDEELWBKRVW �������������
UDEELWBSRUW ����

�!10.+*cMc/etc/neutron/neutron.confM

��FUXGLQL���VHW��HWF�QHXWURQ�QHXWURQ�FRQI�'()$8/7�UDEELWBKRVW
�������������
��FUXGLQL���VHW��HWF�QHXWURQ�QHXWURQ�FRQI�'()$8/7�UDEELWBSRUW�����
UDEELWBKRVW �������������
UDEELWBSRUW ����

�%* !.cMc/etc/cinder/cinder.confM

��FUXGLQL���VHW��HWF�FLQGHU�FLQGHU�FRQI�'()$8/7�UDEELWBKRVW
�������������
��FUXGLQL���VHW��HWF�FLQGHU�FLQGHU�FRQI�'()$8/7�UDEELWBSRUW�����
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,PSOHPHQWLQJ�+$�RQ�2SHQ6WDFN�FORXG�FRQWUROOHUV
�+2%*#c+*c/!00%*#c1,c+"c$%#$(5c�2�%(��(!c�,!*�0��'c�(+1 c�+*0.+((!./c.!-1%.!/c�c3�5c+"
)�*�#%*#c0$!c/!.2%�!/c.1**%*#c%*c0$!c"+.)!.c*+ !/Kc�*+0$!.c�(0!.*�0%2!c"+.c0$!c$%#$

�2�%(��%(%05#�)!c%/c1/%*#c���!)�'!.c�* c�+.+/5*�Kc�/c�c*�0%2!c$%#$c�2�%(��%(%05c�* c(+� 
��(�*�%*#c/0��'c/+(10%+*c"+.c0$!c�%*14c,(�0"+.)Lc���!)�'!.c !,!* /c+*c�+.+/5*�c0+c
)�%*0�%*c�(1/0!.c�+))1*%��0%+*c��/! c+*c0$!c)!//�#%*#c(�5!.Kc�+.+/5*�c/1,,+.0/
)1(0%��/0c�/c0$!c !"�1(0c*!03+.'c�+*"%#1.�0%+*c�+))1*%��0%+*c)!0$+ Kc�+.c/+)!
!*2%.+*)!*0/c0$�0c +c*+0c/1,,+.0c)1(0%��/0Lc�+.+/5*�c��*c�!c�+*"%#1.! c"+.c1*%��/0Kc�*
)1(0%��/0c*!03+.'/Lc�((c0$!c�(1/0!.c*+ !/c�.!c�+**!�0! c0+c0$!c/�)!c,$5/%��(c*!03+.'c !2%�!N
%0c3%((c�!c*!�!//�.5c0+c)�'!c/1.!c0$�0c�0c(!�/0c+*!c)1(0%��/0c�  .!//c%/c�+*"%#1.! c%*c0$!
�+*"%#1.�0%+*c"%(!Kc�+.+/5*�c��*c�!c�+*/% !.! c�/c�c)!//�#!c�1/c/5/0!)c0$�0c�((+3/
�,!*�0��'c/!.2%�!/c.1**%*#c��.+//c %""!.!*0c�(+1 c�+*0.+((!.c*+ !/c0+c)�*�#!c-1+.1)c�* c
�(1/0!.c)!)�!./$%,c0+c���!)�'!.Kc�10c$+3c +!/c���!)�'!.c%*0!.��0c3%0$c0$!/!c/!.2%�!/O
�%),(5c,10Lc���!)�'!.c1/!/c�!/+1.�!`�#!*0/cQ��/Rc0+c!4,+/!c0$!c%*0!."��!c"+.c.!/+1.�!
�(1/0!.%*#Kc��0%2!(5Lc���!)�'!.c/1,,+.0/c+2!.c>7c��/c"+1* c�0
http://www.linux-ha.org/wiki/Resource_AgentsK

�*c+1.c��/!Lc3!c3%((c1/!c*�0%2!c�,!*�0��'c��/Lc%*�(1 %*#M

�,!*�0��'c�+),10!c/!.2%�!
�,!*�0��'c� !*0%05c/!.2%�!
�,!*�0��'c�)�#!c/!.2%�!

�$!.!c%/c�c*�0%2!c���!)�'!.c��c0+c)�*�#!c�5���c �0���/!/c�* c0$!
�%.01�(c��Lc3$%�$c5+1c��*c1/!c�/c�*c�(0!.*�0%2!c0+c0$!c�5���c	�(!.�
.!,(%��0%+*c/+(10%+*K

�*c+. !.c0+c%),(!)!*0c
�c+*c�,!*�0��'c�(+1 c�+*0.+((!./Lc#+c0$.+1#$c0$!c"+((+3%*#c/0!,/M

�*/0�((c�* c�+*"%#1.!c���!)�'!.c�* c�+.+/5*�c+*c�(+1 c�+*0.+((!.c*+ !/M8K

     ��\XP�XSGDWH
     ��\XP�LQVWDOO�SDFHPDNHU�FRURV\QF

http://www.linux-ha.org/wiki/Resource_Agents
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�+.+/5*�c�((+3/c�*5c/!.2!.c0+c&+%*c�c�(1/0!.c1/%*#c��0%2!^��0%2!c+.c��0%2!^,�//%2!9K
"�1(0a0+(!.�*0c�+*"%#1.�0%+*/Kc�+1c3%((c*!! c0+c�$++/!c�*c1*1/! c)1(0%��/0
�  .!//c�* c�c,+.0Kc��'!c�c���'1,c"+.c0$!c+.%#%*�(ccorosyncc�+*"%#1.�0%+*c"%(!
�* c! %0c/etc/corosync/corosync.confc�/c"+((+3/M

����FS��HWF�FRURV\QF�FRURV\QF�FRQI�EDN�HWF�FRURV\QF�FRURV\QF�FRQI
����QDQR��HWF�FRURV\QF�FRURV\QF�FRQI
    Interface {
       ringnumber: 0
    bindnetaddr: 192.168.47.0
    mcastaddr: 239.225.47.10
    mcastport: 4000
    ....}

�*c��/!c+"c�c1*%��/0c*!03+.'Lc5+1c)%#$0c*!! c0+c/,!�%"5c%*c0$!c�+.+/5*�
�+*"%#1.�0%+*c"%(!c0$!c�  .!//!/c+"c�((c*+ !/c0$�0c�.!c�((+3! c�/c)!)�!./
%*c0$!c�,!*�0��'c�(1/0!.Kc�$!.!c%/c*+c*!! c0+c +c0$%/c%*c�c)1(0%��/0c�(1/0!.K
�c/�),(!c!4�),(!c0!),(�0!c��*c�!c"+1* c�0Mch t t p ://d o c s . o p e n s t a c k . o r
g /h i g h - a v a i l a b i l i t y - g u i d e /c o n t e n t /_ s e t _ u p _ c o r o s y n c _ u n i c a s t . h t m

l K

	!*!.�0!c�*c�10$+.%6�0%+*c'!5c+*c0$!c��78c*+ !c0+c!*��(!c�+))1*%��0%+*:K
�!03!!*c0$!c�(+1 c�+*0.+((!.c*+ !/M

     ��VXGR�FRURV\QF�NH\JHQ

�!c�+,5c0$!c#!*!.�0! c/etc/corosync/authkeyc�* ;K
/etc/corosync/corosync.confc0+c+0$!.c*+ !/c%*c0$!c�(1/0!.M

     ��VFS��HWF�FRURV\QF�DXWKNH\��HWF�FRURV\QF�FRURV\QF�FRQI
�����SDFNSXE#����������������HWF�FRURV\QF�
�������VFS��HWF�FRURV\QF�DXWKNH\��HWF�FRURV\QF�FRURV\QF�FRQI
�����SDFNSXE#����������������HWF�FRURV\QF�

�0�.0c0$!cpacemakerc�* ccorosyncc/!.2%�!/M<K

     ��VHUYLFH�SDFHPDNHU�VWDUW
�������VHUYLFH�FRURV\QF�VWDUW

�c#++ c3�5c0+c�$!�'c0$!c/!01,c%/c�5c.1**%*#c0$!c"+((+3%*#c�+))�* c(%*!M=K

����FUPBPRQ���
  Online: [cc01 cc02 cc03]
  First node (cc01)
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������PDVWHU�RFI�QHXWURQ�VHUYHU
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��������FUPBPRQ���
      Online: [ cc01 cc02 cc03 ]
      VIP (ocf::heartbeat:IPaddr2): Started cc01
      p_nova-api (ocf::openstack:nova-api):
      Started cc01
      p_cert (ocf::openstack:nova-cert):
      Started cc01
      p_consoleauth (ocf::openstack:nova-consoleauth):
      Started cc01
      p_scheduler (ocf::openstack:nova-scheduler):
      Started cc01
      p_nova-novnc (ocf::openstack:nova-vnc):
      Started cc01
      p_keystone (ocf::openstack:keystone):
      Started cc01
      p_glance-api (ocf::openstack:glance-api):
      Started cc01
      p_glance-registry (ocf::openstack:glance-registry):
      Started cc01
      p_neutron-server (ocf::openstack:neutron-server):
      Started cc01
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Implementing HA on network nodes
�!03+.'%*#c%*c�,!*�0��'c$�/c�!!*c!),+3!.! c3%0$%*c0$!c(�0!/0c.!(!�/!/c+"c�,!*�0��'c0+
0��'(!c0$!c�+*�!.*c+"c$%#$c�2�%(��%(%05Kc�/c %/�1//! c%*c,.!2%+1/c�$�,0!./Lc�c.!�+))!* ! 
 !/%#*c�,,.+��$c%/c0+c%*/0�((c0$!c�,!*�0��'c*!03+.'c/!.2%�!c%*c�c ! %��0! c*+ !Kc�$!c*!40
�$�((!*#!c.!,.!/!*0/c$+3c0+c"��%(%0�0!c$%#$c�2�%(��%(%05c�* c*!03+.'c.! 1* �*�5c"+.
�!10.+*Kc�$!c�,!*�0��'c*!03+.'c/!.2%�!c%*2+(2!/c0$!c"+((+3%*#c�#!*0c�+),+/%0!/M

�9c�#!*0/
�
��c�#!*0
�:c�#!*0

�9c�#!*0/c3+1( c/%0c+*c!2!.5c�+),10!c*+ !Kc�$�0c)!�*/c(�5!.c9c�#!*0/c�.!c%*�(1/%2!(5
/!,�.�0!c�* c0$!.!c%/c*+c*!! c0+c)�%*0�%*c0$!%.c$%#$c�2�%(��%(%05c/!01,Kc�  %0%+*�((5Lc0$!
�
��c�#!*0c��*c.1*c��.+//c)1(0%,(!c*+ !/c2%�c%0/c/�$! 1(!.c�* c%0c/1,,+.0/c$%#$
�2�%(��%(%05c�5c !"�1(0K

�$!c�
��c,.+0+�+(c,!.)%0/c0$!c!4%/0!*�!c+"c/!2!.�(c�
��c/!.2!./
�+..!/,+* %*#c0+c0$!c/�)!c,++(c+"c�  .!//!/c,!.c*!03+.'Kc�*c�!10.+*L
!��$c*!3c,+.0c�.!�0! c3%((c�!c)�,,! c3%0$%*c�*c��c�* c���c�//%#*! c0+
%0Kc�$%/c%*"+.)�0%+*c3%((c�!c$!( c%*c�c(!�/!/c"%(!c%*c0$!cdnsmasqc/!.2!.K
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�0c0$%/c,+%*0Lc0$!c�:c�#!*0c$%#$c�2�%(��%(%05c/!01,c,.!/!*0/c�c�+*�!.*c0$�0c*!! /c0+c�!
�  .!//! Kc�!"+.!c�.%*#%*#c0$!c�:c
�c/!01,c)+ !c1* !.c0$!c/�+,!Lc(!0X/c.!".!/$c+1.
)!)+.5c+"c3$�0c�:c�#!*0/c�.!c.!/,+*/%�(!c"+.M

��$! 1(%*#c2%.01�(c.+10!./c�.!�0! c�5c!��$c0!*�*0
�.+2% %*#c!40!.*�(c�+**!�0%2%05c0+c%*/0�*�!/
��*�#%*#c"(+�0%*#c��/c0+c!*��(!c���!//%�%(%05c0+c2%.01�(c)��$%*!/c".+)c�*c!40!.*�(
*!03+.'
�*0!.�+**!�0%*#c2%.01�(c)��$%*!/c3%0$%*c %""!.!*0c,.%2�0!c2%.01�(c*!03+.'/c%*
�,!*�0��'

��2%+1/(5Lc(+/%*#c�c*!03+.'c*+ !c.1**%*#c�*c�:c�#!*0c3%((c .+,c�((c�+**!�0%+*/c%*%0%�0! c�5
%0/c.1**%*#c/�$! 1(! c.+10!./c0$�0c�(/+c3%((c*+0c!4%/0c�*5)+.!Kc�.%+.c0+c0$!c��!$+1/!c.!(!�/!L
0$!.!c3�/c*+0c�c�1%(0a%*c/+(10%+*c0+c�*/3!.c0$!c�:c�#!*0c
�c%//1!Kc�*c0$!c+0$!.c$�* Lc�c"!3
+,0%+*/c�+1( c�!c1/! c�5c)!�*/c+"c�*c!40!.*�(c�(1/0!.c/+(10%+*c1/%*#c���!)�'!.c�* 
�+.+/5*�Lc�/c!(��+.�0! c"+.c0$!c,.!2%+1/c�(+1 c�+*0.+((!.c/!.2%�!/K

�%/0.%�10%+*c+"c2%.01�(c.+10!./c��.+//c %""!.!*0c�:c�#!*0c*!03+.'c*+ !/
3+1( c$!(,c0+c/��(!c�5c)!�*/c+"c0$!c/�$! 1(!.Lc�10c +!/c*+0c,.!/!*0c�
 %.!�0c/+(10%+*c"+.c.+10!.c
�K

�(0$+1#$c0$!c(�00!.c+,0%+*c3+1( c�!c�c/1""%�%!*0c$%#$c�2�%(��(!c/+(10%+*Lc !)�* %*#c!2!.a
$%#$!.c(!2!(/c+"c�2�%(��%(%05c.!-1%.!/c"�/0!.c"�%(+2!.c0%)!Kc�+*/% !.%*#c�c3% !c*1)�!.c+"
.+10!./c"+.c %""!.!*0c0!*�*0/Lc.!/�$! 1(%*#c�((c+"c0$!)c%*c�c/$+.0c0%)!c)1/0c#+c0$.+1#$c�
 %""!.!*0c�(0!.*�0%2!Kc�+c0��'(!c/1�$c�c�$�((!*#!Lc*!3c
�c)+ !/c� +,0! c"+.c�!10.+*c%*
�,!*�0��'c$�2!c�!!*c%*0.+ 1�! c/%*�!c0$!c�1*+c.!(!�/!c1/%*#c0$!c"+((+3%*#c+,0%+*/M

�%.01�(`�+10!.`�! 1* �*�5`�.+0+�+(cQ����R
�%/0.%�10! `�%.01�(`�+10%*#cQ���R

�$!c*!40c/!�0%+*/c3%((c(++'c�0c$+3c�c.! 1* �*0c�!10.+*c.+10!.c/!01,c��*c�!c��$%!2! c1/%*#
0$!c����K
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VRRP in Neutron
�!c$�2!c�(.!� 5c�.%!"(5c%*0.+ 1�! c!�.(%!.c%*c0$%/c�$�,0!.c0$!c�+*�!,0c+"c0$!c����c,.+0+�+(K
�$!c�,!*�0��'c�+))1*%05c$�/c�.!�0! c".+)c0$%/c,.+0+�+(c�c*!3c)!0$+ c0+c�00�%*c�c$%#$
�2�%(��(!c.+10%*#c/!01,c"+.c�!10.+*M

�5c1/%*#c0$!c/�)!c�,,.+��$c%*0.+ 1�! c!�.(%!.c%*c0$%/c�$�,0!.Lc�!10.+*c��$%!2!/c�c"�%(! 
+2!.c.+10!.c/!01,c��.+//c/!2!.�(c*!10.+*c*+ !/c1/%*#c����c�/c3!((c�/c!!,�(%2! c"+.c$%#$
�2�%(��%(%05Kc�/c/$+3*c%*c0$!c,.!2%+1/c %�#.�)Lc.+10!./c��*c�!c/!!*c%*c0$!c"+.)c+"c#.+1,/L
3$!.!c!��$c#.+1,c,.!/!*0/c�*c��0%2!c.+10!.c0$�0c%/c�1..!*0(5c"+.3�. %*#c0.�""%�c0+c%*/0�*�!/K
�  %0%+*�((5Lc0$!c(+� c+"c%*/0�*�!/c0.�""%�c%/c/,.!� c�)+*#c�((c*!03+.'c*+ !/c��/! c+*c0$!
/�$! 1(%*#c"+.c0$!c)�/0!.c�* c0$!c.!/0c+"c0$!c���'1,c.+10!./Kc��/! c+*c0$!c/�)!c�+*�!,0c+"
0$!c!!,�(%2! c)!�$�*%/)Lc0$!c)�/0!.c.+10!.c�+*"%#1.!/c%0/c���cc%*0!.*�((5Lc�* c'!!,/
%*"+.)%*#c0$!c.+10!.c#.+1,c��+10c%0/c/0�0!c�* c,.%+.%05K

�$!c��0%2!c.+10!.c*!! /c0+c,!.%+ %��((5c%*"+.)c0$!c/0�* �5c+*!/c��+10c%0/
/0�0!Lc*+0! c�/c0$!c� 2!.0%/!)!*0c%*0!.2�(c0%)!.Kc�"c�c���'1,c.+10!.c +!/
*+0c.!�!%2!c/1�$c%*"+.)�0%+*Lc%0c3%((c/!* c�c*!3c)�/0!.c.+10!.c!(!�0%+*
,.+�!//c��/! c+*c0$!c(�/0c� 2!.0%/! c����Kc�$!c!(!�0%+*c%/c��/! c+*
,.%+.%05Lc3$!.!c0$!c.+10!.c3%0$c0$!c$%#$!/0c2�(1!c3%((c�!c!(!�0! c�/c0$!
)�/0!.c+*!Kc�.%+.%0%!/c.�*#!c".+)c7c0+c9<<Lc9<<c�!%*#c0$!c$%#$!/0c,.%+.%05K
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�2!.5c*!3(5c�.!�0! c
�c.+10!.c3%((c�  c�c*!3c.+10!.c*�)!/,��!c3$!.!c%0/c�:c�#!*0c/0�.0/
!!,�(%2! Kc�* !.c0$!c$++ Lc.+10!./c�+*"%#1.! c%*c
�c)+ !c3%((c�!c��(!c0+c�+))1*%��0!
2%�c�c/,!�%"%�c
�`*!03+.'`0$�0c%/c*+0c2%/%�(!c0+c1/!./Kc�$!c
�c*!03+.'c%*0!."��!c%/c !*+0! 
�5c$�K

��)!/,��!/c"+.c!��$c
�c.+10!.c/1,,+.0c
�c !2%�!/c%*c3$%�$c!!,�(%2! 
0.�""%�c3%((c"(+3K

�5c !"�1(0Lc�!10.+*c�10+)�0%��((5c�.!�0!/c�*c
�c,++(c.�*#!c*!03+.'c8=@K9<;K8@9K7\8?c1/! 
"+.c#%2!*c0!*�*0c.+10!./c3%0$c
�c)+ !c!*��(! Kc�$!c*!40c3%6�. c3%((c#1% !c5+1c0$.+1#$c�
"!3c/0!,/c%*c+. !.c0+c�$!�'c+10c0$!c.+10!.c.!/%(%!*�5c/!01,c%*c�!10.+*K

�+*/% !.%*#c+1.c%*%0%�(c !/%#*Lc�  %*#c)+.!c�!10.+*c*+ !/c%*c3$%�$c�*c�:c�#!*0c3%((c�!
%*/0�((! c3%((c!*$�*�!c+1.c�,!*�0��'c*!03+.'c,!."+.)�*�!c�* c %/��. c�!10.+*c�/c�c����M

�*c�c*!3c*!03+.'c%*/0�*�!Lcnn02Lc%*/0�((c�*c�  %0%+*�(c�!10.+*c�:c�#!*0M8K

    ���\XP�LQVWDOO�RSHQVWDFN�QHXWURQ�RSHQVWDFN�QHXWURQ�PO��RSHQVWDFN�
�����QHXWURQ�RSHQYVZLWFK��\

��'!c/1.!c0$�0c�*5c*!3c*!03+.'c*+ !c3%((c�!c�+**!�0! c0+c0$!c*!03+.'
/!#)!*0/c !/�.%�! c%*c0$!c*!03+.'c %�#.�)c%*cChapter 1Lc�!/%#*%*#
�,!*�0��'a�(+1 a�.�$%0!�01.�(a�+*/% !.�0%+*K

�+%*0c0$!c*!3c�!10.+*c�#!*0c0+c0$!c.1**%*#c����%0��c��c�  .!//c�5c! %0%*#c0$!9K
"+((+3%*#c,�.�)!0!.c%*c0$!c/etc/neutron/neutron.confc"%(!M

...
rabbit_host = 192.168.47.47
...
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� %0c0$!c�!10.+*c�:c�+*"%#1.�0%+*c"%(!Lc/etc/neutron/l3_agent.iniLc�5:K
/,!�%"5%*#c0$!c%*0!."��!c .%2!.c0$�0c3%((c�!c1/! Kc�$!c,.!�! %*#c�+*"%#1.�0%+*c%*
0$!c�(+1 c�+*0.+((!.c)��$%*!c1/!/c0$!c�,!*c2�3%0�$c .%2!.c3$%�$c/1,,+.0/c
�
"+.c.+10!./M

[Default]
interface_driver =
neutron.agent.linux.interface.OVSInterfaceDriver

�$!cLinuxBridgec .%2!.c�(/+c/1,,+.0/c
�c�* c��*c�!c1/! c�/c�*c�:
)!�$�*%/)c .%2!.Kc�$%/c��*c�!c��$%!2! c�5c�//%#*%*#c0$!
interface_driverc %.!�0%2!c0+
neutron.agent.linux.interface.BridgeInterfaceDriverK

�,0%+*�((5Lc%*c/etc/neutron/l3_agent.iniLc/!0c0$!;K
router_delete_namespacesc %.!�0%2!c0+c�.1!M

...
router_delete_namespaces = True
...

�$%/c3%((c!*��(!c�((c�//+�%�0! c*�)!/,��!/c0+c�!c�(!�.! c3$!*c !(!0%*#c�
.+10!.K

�!/0�.0c0$!c�:c�#!*0c�/c"+((+3/M<K

��������VHUYLFH�QHXWURQ�O��DJHQW�UHVWDUW

�$!c*!3c�:c�#!*0c/!.2%�!c/$+1( c�!c.1**%*#c3%0$+10c!..+./Lc�/c%* %��0! c%*c0$!=K
"+((+3%*#M

��������VHUYLFH�QHXWURQ�O��DJHQW�VWDWXV
      Redirecting to /bin/systemctl status neutron-l3-agent.service
      neutron-l3-agent.service - OpenStack Neutron Layer 3 Agent
      Loaded: loaded (/usr/lib/systemd/system/neutron-l3-agent.service;
      disabled; vendor preset: disabled)
      Active: active (running) since Sat 2016-11-26
      ...
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�$!c�  %0%+*�(c�#!*0/c��*c�!c�$!�'! c".+)c�*5c*+ !c.1**%*#c0$!c�!10.+*>K
�+))�* c(%*!c�/c"+((+3/M

��������QHXWURQ�DJHQW�OLVW���DJHQW�W\SH �/��$JHQW�

�$!c.!/0c+"c0$!c�+*"%#1.�0%+*c3%((c�!c,!."+.)! c+*c0$!c�(+1 c�+*0.+((!.c*+ !K?K
�!10.+*c/$+1( c�!c� &1/0! c0+c!*��(!c0$!c
�c)+ !Kc�$%/c��*c�!c��$%!2! c�5
! %0%*#c0$!cl3_hac %.!�0%2!c%*c0$!c/etc/neutron/neutron.confc"%(!M

l3_ha = True

�*5c*!3(5c�.!�0! c.+10!.c3%((c�!c�+*/% !.! c�/c
�c�* c�/c*+0c�c(!#��5
.+10!.K

�*c0$!c/�)!c"%(!Lc3!c3%((c�+*/% !.c03+c+0$!.c,�.�)!0!./c0+c/!0c0$!c)%*%)1)c�* @K
)�4%)1)c*1)�!.c+"c�:c�#!*0/c,!.c.+10!.c.!/,!�0%2!(5Lc�/c"+((+3/M

...
max_l3_agents_per_router = 3
...

�$%/c3%((c�+*/% !.c1/%*#c03+c���'1,c�* c+*!c)�/0!.c.+10!.c�/c0$!c)�4%)1)87K
*1)�!.c"+.c�:c�#!*0/c1/! c,!.c
�c.+10!.M

...
min_l3_agents_per_router = 2
...

�!/0�.0c0$!c*!10.+*a/!.2%�!c,.+�!//c%*c0$!c�(+1 c�+*0.+((!.c*+ !M88K

��������VHUYLFH�QHXWURQ�VHUYHU�UHVWDUW
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�$!c(�/0c/0!,/c$%#$(%#$0c$+3c
�c%/c!""!�0%2!(5c3+.'%*#c"+.c.+10!./Kc�+c +c/+Lc�*89K
� )%*%/0.�0+.c��*c�.!�0!c�c*!3c.+10!.c�5c/!00%*#c0$!c"(�#c--hac0+ctrueKc�"c%0c%/c�
(!#��5c.+10!.Lc0$!c--hac"(�#c��*c�!c+2!..%  !*c�* c/!0c0+c"�(/!Kc�!0X/c�.%*#c+1.
"%./0c
�c.+10!.c1,c�* c.1**%*#M

��������QHXWURQ�URXWHU�FUHDWH�5RXWHUB33B+$���KD WUXH

�!�.c%*c)%* c0$�0c+*(5c0$!c� )%*%/0.�0+.c0!*�*0c��*c+2!..% !c0$!c�.!�0%+*
+"c(!#��5c.+10!./Kc�$!c�.!�0%+*c+"c.+10!./c��*c�!c,!."+.)! c1/%*#c0$!
,.!2%+1/c�+))�* c(%*!c�/c"+((+3/M
H`*!10.+*`.+10!._�.!�0!`__$�CD�.1!`^`��(/!E`*�)!Y.+10!.

��('%*#c0$.+1#$c %""!.!*0c*!03+.'c*+ !/c.1**%*#c�*c�:c�#!*0Lc0$!c*!3(5c�.!�0! 8:K
.+10!.c��*c�!c+�/!.2! c�5c0$!c)!�*/c+"c%0/c*�)!/,��!c�/c"+((+3/M

URRW#FF���a��LS�QHWQV
qrouter-2782ff83-15b0-4e92-83de-3b569d20cd09
qrouter-7151c4ca-336f-43ef-99bc-396a3329ac2f
qrouter-a029775e-204b-45b6-ad86-0ed2e507d5
URRW#QQ���a��LS�QHWQV
qrouter-2782ff83-15b0-4e92-83de-3b569d20cd09

�$!�'%*#c0$!c.+10!.c*�)!/,��!c+*c0$!c�(+1 c�+*0.+((!.c !)+*/0.�0!/c0$�0c0$!8;K
*!3c.+10!.c%/c�c,�.0c+"c�*c
�c/!01,Kc�$!c��c�  .!//c+10,10c/$+3/c0$!c !"�1(0c��
�//%#*! c0+c0$!c*!3c.+10!.c
�c%*0!."��!M

URRW#FF���a��LS�QHWQV�H[HF�TURXWHU�����II�����E���H�����GH�
�E���G��FG���LS�DGGUHVV
202: ha-e72b5718-cd: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500
qdisc noqueue state UNKNOWN
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link/ether fa:16:3e:a5:32:c0 brd ff:ff:ff:ff:ff:ff
inet 169.254.192.2/18 brd 169.254.255.255 scope global ha-e72b5718-
cd
valid_lft forever preferred_lft forever
inet6 fe80::f816:3eff:fea5:32c0/64 scope link
valid_lft forever preferred_lft forever
URRW#QQ���a��LS�QHWQV�H[HF�TURXWHU�����II�����E���H�����GH�
�E���G��FG���LS�DGGUHVV
7: ha-3d3d639a-66: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc
noqueue state UNKNOWN
link/ether fa:16:3e:71:0a:4b brd ff:ff:ff:ff:ff:ff
inet 169.254.192.1/18 brd 169.254.255.255 scope global ha-3d3d639a-
66
valid_lft forever preferred_lft forever
inet 169.254.0.1/24 scope global ha-3d3d639a-66
valid_lft forever preferred_lft forever
inet6 fe80::f816:3eff:fe71:a4b/64 scope link
valid_lft forever preferred_lft forever


!.!Lc169.254.0.1c%/c0$!c����c��K


�c����c%/c !"%*! c�5c0$!c %.!�0%2!cl3_ha_net_cidrc%*c0$!
/etc/neutron/neutron.confc"%(!Kc�5c !"�1(0Lc%0c%/c/!0c0+
8=@K9<;K8@9K7^8?K

�  %0%+*�((5Lc+*�!c�c*!3c.+10!.c%*c
�c)+ !c%/c�.!�0! Lc�!10.+*cc�10+)�0%��((58<K
.!/!.2!/c�c*!3c ! %��0! c
�c*!03+.'c+*(5c2%/%�(!c0+c� )%*%/0.�0+./M

��������QHXWURQ�QHW�OLVW

�+c�$!�'c3$%�$c�:c�#!*0c*+ !/c�.!c$+/0%*#c�c#%2!*c
�c.+10!.Lc1/!c0$!
"+((+3%*#c�+))�* c(%*!M
H`*!10.+*`(:_�#!*0_(%/0_$+/0%*#_.+10!.`�+10!.Y��)!`

!.!LcRouter_Namec%/c0$!c*�)!c+"c0$!c.+10!.c�+*"%#1.! c%*c
�K
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�*+0$!.c�00.��0%2!c"!�01.!c,.+2% ! c�5c0$!c����c%*c�!10.+*c%/c0$!c3�5c#%2!*c0+c�$!�'c0$!
/0�0!c+"c�c.+10!.c*�)!/,��!c%*c3$%�$c�*c�:c*!03+.'c*+ !c%/c��0%2!Kc�*c0$!c(�0!/0c.!(!�/!/L
!!,�(%2! c%/c�+*"%#1.! c�* c.1*/c%*c!��$c*�)!/,��!c�5c1/%*#c�c,!./%/0!*0c�+*"%#1.�0%+*
"%(!c(+��0! c�0c/var/lib/neutron/ha_confs/ROUTER_NETNS/keepalived.confLc3$!.!
ROUTER_NETNSc%/c0$!c.+10!.c*�)!/,��!c+"c0$!c
�c.+10!.K

��%(+2!.c!2!*0/c�.!c�(/+c(+##! c%*cneutron-keepalived-state-change.logc1* !.c0$!
/�)!c %.!�0+.5Kc�$!c"+((+3%*#c!40.��0c".+)c�c(+#c/$+3/c�c/3%0�$c.+10!.c 1.%*#c�c"�%(+2!.
!2!*0c+*c0$!c"%./0c*!03+.'c*+ !M

...
DEBUG neutron.agent.l3.keepalived_state_change [-] Wrote router
2782ff83-15b0-4e92-83de-3b569d20cd09 state master write_state_change
...

More HA in Neutron
�%'!c.+10!.c
�Lc�%/0.%�10! `�%.01�(`�+10!./cQ���Rc+,!.�0!c��.+//c)1(0%,(!c*!03+.'
*+ !/Kc�/%*#c���Lc*!03+.'c(+� c��*c�!c %/0.%�10! c��.+//c+,!.�0%*#c.+10!./Kc�*(%'!c(!#��5
.+10!./Lc�+),10!c*+ !/c.1*c�9^�:c�#!*0/c0$�0c!(%)%*�0!c����c"+.c0$!c*!03+.'c*+ !K

�40!.*�(c0.�""%�c"(+3/c0$.+1#$c�+),10!c*+ !/c"+.c%*/0�*�!/c�//%#*! c"(+�0%*#c��c�  .!//!/c%*
!��$c�+),10!c*+ !Kc�$%/c��*c�!c2!.5c�!*!"%�%�(c%*c0!.)/c+"c,!."+.)�*�!c�5c.!)+2%*#
�+00(!*!�'/c�+),�.! c0+c(!#��5c.+10!.c)+ !(/Kc�*c0$!c+0$!.c$�* Lc���c.!-1%.!/c.+10%*#
0.�""%�c"+.c%*/0�*�!/c3%0$c"%4! c��/c0$.+1#$c�c*!03+.'c*+ !c0$�0c�(/+c$�* (!/c�+1.�!
�!03+.'`�  .!//`�.�*/(�0%+*cQ����Rc0.�""%�K

�0c%/c,+//%�(!c0+c,!."+.)c����c�0c0$!c�+),10!c(�5!.Lc�10c0$%/c)�5c.�%/!c�
�+),.+)%/!c+"c�  %*#c)+.!c�+),(!4%05c�* c(!//c(++/!(5c !�+1,(! 
�.�$%0!�01.!

+$�LQ�$QVLEOH�
�$!.!c�.!c/!2!.�(c3�5/c0+c%),(!)!*0c�c$%#$c�2�%(��(!c�,!*�0��'c�(1/0!.Kc�/c,.+2!*c%*c0$!
,.!2%+1/c/!�0%+*/Lc
�c��*c�!c��$%!2! c%*c!��$c�,!*�0��'c(�5!.c�5c0$!c)!�*/c+"c)�*5
0!�$*%-1!/c%*�(1 %*#c/!.2%�!/c.! 1* �*�5Lc �0���/!c.!,(%��0%+*Lc(+� c��(�*�%*#c1/%*#

��.+45Lc�* c�(1/0!.%*#c)!0$+ /c/1�$c�/c���!)�'!.c�* c�+.+/5*�Kc
�c/!01,c%*
�,!*�0��'c/$+1( c�!c�(/+c��,��(!c+"c�10+)�0%+*Kc�*c0$%/c/!�0%+*Lc3!c3%((c�+2!.c0$!c(�/0c,%!�!
+"c+1.c�,!*�0��'Mc�*/%�(!c,(�5�++'/Lc+""!.%*#c�*c�10+)�0! c3�5c+"c+1.c,.!2%+1/c
�
%),(!)!*0�0%+*c1/%*#c�*/%�(!K



�,!*�0��'a
�a�* a��%(+2!.

S`:7?`T

�/c %/�1//! c%*cChapter 1Lc�,!*�0��'a�(1/0!.%*#a0$!a�(+1 a�+*0.+((!.a�* a�+))+*a�!.2%�!/L
3!c$�2!c� &1/0! c+1.c%*%0%�(c !,(+5)!*0c3%0$c0$.!!c�(+1 c�+*0.+((!./c"+.c.1**%*#c�+))+*
/!.2%�!/c%*�(1 %*#c �0���/!/c�* c-1!1%*#c)!//�#!/Kc�!c*!! c0+c !/�.%�!c+1.c*!03+.'
.�*#!/c�* c+1.c"(!!0c+"c/!.2!./c%*c0$!
/etc/openstack_deploy/openstack_user_config.ymlc"%(!Kc�*c0$!c/�)!c"%(!Lc3!c3%((
*!! c0+c� &1/0c+1.cVIPc�  .!//!/c"+.c(+� c��(�*�%*#c�5c,+%*0%*#c0+c0$!c
��.+45c!* ,+%*0/K
�$%/c��*c�!c��$%!2! c�5c1, �0%*#c0$!cglobal_overridesc/!�0%+*c�5c/!00%*#c0$!c%*0!.*�(
�* c!40!.*�(c���c�  .!//!/c"+.c0$!c(+� c��(�*�!.c.1**%*#c
��.+45c�/c"+((+3/M

...
global_overrides:
  internal_lb_vip_address: 172.47.0.47
  external_lb_vip_address: 192.168.47.47

�+0!c0$�0c0$!c,.!2%+1/c %.!�0%2!/c��*c�!c�(/+c/!0c�5c1/%*#c�+0$
haproxy_keepalived_internal_vip_cidrc�* 
haproxy_keepalived_external_vip_cidrc %.!�0%2!/c�+..!/,+* %*#c.!/,!�0%2!(5c0+c0$!
%*0!.*�(c�* c!40!.*�(c���c�  .!//!/Kc�$!c !"�1(0c/!00%*#/c��*c�!c"+1* c%*c0$!
/etc/openstack_deploy/user_variables.ymlc"%(!K

�$!c !"�1(0cglobal_overridesc/!�0%+*c !*+0!/c$+3c %""!.!*0c�+*0�%*!.
*!03+.'/c��*c�!c�+*"%#1.! Kc�$!ctunnel_bridgec�* 
management_bridgec %.!�0%2!/c�.!c�+*"%#1.! c�5c !"�1(0c�/cbr-vxlan
�* cbr-mgmtc.!/,!�0%2!(5Kc��'!c/1.!c0+c$�2!c�c*!03+.'%*#c/!01,
�+..!�0(5c�+*"%#1.! c3%0$c0$!c!4%/0%*#c*�)!/c+"c!��$c+"c0$!c*!03+.'c$+/0
%*0!."��!/Kc��)%*#c�+*2!*0%+*/c"+.c�.% #!/c%*0!."��!/c�.!c.!"!.!*�! c%*c0$!
�*/%�(!c,(�5�++'/c�/c"+((+3/M

br-mgmtMc1/! c"+.c%*0!.a�+))1*%��0%+*c�!03!!*c�+*0�%*!./c0$�0c��..5
)�*�#!)!*0c�,!*�0��'c/!.2%�!/c0.�""%�K
br-vxlanMc1/! c"+.c�!10.+*c*!03+.'c0.�""%�c0$�0c��..%!/c�����c01**!(c0.�""%�K
br-vlanMc1/! c"+.c�!10.+*c*!03+.'c+"c05,!c����Kc�$!c1*0�##! c*!03+.'
%*0!."��!c%/c .+,,! c%*0+c0$!cbr-vlanc�.% #!K
br-storageMc1/! c0+c,.+2% !c�(+�'c/0+.�#!c���!//c�!03!!*c�(+�'c/0+.�#!c�* 
�+),10!c$+/0/K
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�/c3!c$�2!c !"%*! c0$!c %""!.!*0c/!.2!./c"+.)%*#c+1.c�,!*�0��'c/!01,c%*cChapter 1L
�,!*�0��'a�(1/0!.%*#a0$!a�(+1 a�+*0.+((!.a�* a�+))+*a�!.2%�!/Lc3!c3%((c*!! c0+c,+%*0c�*/%�(!
0+c3$!.!c0$!c
��.+45c/!.2%�!c3%((c�!c%*/0�((! Kc�1**%*#c�c(+� c��(�*�%*#c/+"03�.!c%*
 ! %��0! c*+ !/c%/c$%#$(5c.!�+))!* ! c"+.c�!00!.c,!."+.)�*�!c�* c/!.2%�!c.!(%��%(%05Kc�+.
0$!c/�'!c+"c/%),(%�%05Lc3!c��*c%*/0.1�0c�*/%�(!c0+c.1*c
��.+45c%*c+1.c�(+1 c�+*0.+((!.
*+ !/c�5c�  %*#c0$!c"+((+3%*#c/!�0%+*M

...
haproxy_hosts:
  cc-01:
    ip: 172.47.0.10
  cc-02:
    ip: 172.47.0.11
  cc-03:
    ip: 172.47.0.12

�5c !"�1(0Lc0$!c
��.+45c,(�5�++'c1/!/c0$!c2�.%��(!c"%(!c(+��0! c1* !.
/vars/configs/haproxy_config.ymlLc0+c0�'!c��.!c+"c %""!.!*0c/!.2%�!/c%*�(1 %*#c�5
 !"�1(0c	�(!.�Lc����%0��Lc	(�*�!Lc!5/0+*!Lc�!10.+*Lc�+2�Lc�%* !.Lc
+.%6+*Lc�+ $L
	*+��$%Lc�!%(+)!0!.Lc�* c)�*5c+0$!.c���c/!.2%�!/c0$�0c�.!c+10c+"c0$!c/�+,!c+"c0$%/c�++'L
/1�$c�/c��$�.�c�* c�.+2!Kc���$c
��.+45c!*0.5c%/c !*+0! c3%0$c0$!c/!.2%�!c/!�0%+*L
"+((+3! c�5c0$!c
��.+45c/!.2%�!c*�)!Lc0$!c���'!* c*+ !/Lc���c0!.)%*�0%+*Lc,+.0Lc�* c0$!
��(�*�%*#c05,!Kc�$!c"+((+3%*#c!4�!.,0c/$+3/c�*c!4�),(!c+"c0$!c !"�1(0c
��.+45
�+*"%#1.�0%+*c"+.c0$!c�)�#!c���c/!.2%�!M

....
  - service:
      haproxy_service_name: glance_api
      haproxy_backend_nodes: "{{ groups['glance_api'] | default([]) }}"
      haproxy_ssl: "{{ haproxy_ssl }}"
      haproxy_port: 9292
      haproxy_balance_type: http
      haproxy_backend_options:
        - "httpchk /healthcheck"
...
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�+.!c/!.2%�!/c��*c�!c�  ! c+.c�1/0+)%6! c�5c� &1/0%*#c0$!chaproxy_config.ymlc"%(!Kc�$!
user_variables.ymlc"%(!c��*c�!c�(/+c1/! c0+c�1/0+)%6!c!��$c
��.+45\!!,�(%2! 
%*/0�*�!c�5c/!00%*#c0$!c,.%+.%05c+"c0$!c����c2�(1!Kc�5c !"�1(0Lc0$!c)�/0!.c*+ !c%/c�//%#*! c�
2�(1!c+"c877c3$!.!�/c0$!c/(�2!c%/c�//%#*! c�c2�(1!c+"c97Kc�!00%*#c0$!c!!,�(%2! 
�+*"%#1.�0%+*c0+c1/!c)+.!c0$�*c+*!c���'1,c*+ !c��*c�!c"+1* c%*c0$!
/vars/configs/keepalived_haproxy.ymlc"%(!Kc�$!c !"�1(0c/!00%*#/c��*c�!c+2!.3.%00!*
�5c/!00%*#c,.%+.%0%!/Lc"+.c!4�),(!Lc�/c"+((+3/M

haproxy_keepalived_priority_master: 101
haproxy_keepalived_priority_backup: 99

�+.!c�  %0%+*�(c/!00%*#/c��*c�!c�+*"%#1.! c0+c/,!�%"5c3$%�$c%*0!."��!/c+*c0$!c�(+1 
�+*0.+((!.c*+ !/c!!,�(%2! c3%((c�%* c�+0$c%*0!.*�(c�* c!40!.*�(c���/Kc�$!c"+((+3%*#
!4�!.,0c/!0/c0$!cbr-mgmtc�* cenp0s3c�/cc0$!c%*0!.*�(c�* c!40!.*�(c!!,�(%2! c%*0!."��!/
.!/,!�0%2!(5c%*c0$!cuser_variables.ymlc"%(!M

haproxy_keepalived_internal_interface: br-mgmt
haproxy_keepalived_external_interface: enp0s3

�+c%*/0�((c�* c1, �0!c0$!c
��.+45c�* c!!,�(%2! c/!.2%�!c�+*"%#1.�0%+*/c%*c0$!c�(+1 
�+*0.+((!.c*+ !/Lc.1*c0$!chaproxy-install.ymlc,(�5�++'c�/c"+((+3/M

��RSHQVWDFN�DQVLEOH�KDSUR[\�LQVWDOO�\PO

�$!c(�/0c,%!�!c+"c0$!c
�c/!01,c".+)c0$!c,(�5�++'/c%/c0+c1, �0!c0$!c�,!*�0��'c/!.2%�!/c�5
(%)%0%*#c0$!c !,(+5)!*0c+"c0$!c1, �0! c*+ !/M
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 %�#*+/!c5+1.c�,!*�0��'c !/%#*c�5c!(%)%*�0%*#c�*5c����c��.+//c�((c/!.2%�!/Kc�!c$�2!
$%#$(%#$0! c %""!.!*0c+,!*c/+1.�!c/+(10%+*/c+10c+"c0$!c�+4c0+c�.)c+1.c�,!*�0��'
%*".�/0.1�01.!c�* c)�'!c%0c�/c"�1(0c0+(!.�*0c�/c,+//%�(!Kc�%""!.!*0c0!�$*+(+#%!/c$�2!c�!!*
%*0.+ 1�! Lc/1�$c�/c
��.+45c �0���/!c.!,(%��0%+*c1/%*#c	�(!.�Lc!!,�(%2! Lc���!)�'!.L
�* c�+.+/5*�Kc�!3c� 2�*�! c�1%(0a%*c
�c)!�$�*%/)/c"+.c*!03+.'/c3!.!c%*0.+ 1�! 
3%0$%*c0$!c(�0!/0c.!(!�/!/c+"c�,!*�0��'cQ�1*+c�* c(�0!.RKc
�c.+10!./c1/%*#c����c�* c���
�.!c2!.5c,.+)%/%*#c/+(10%+*/c0$�0c0��'(!c0$!c%//1!c+"c*!03+.'c"�%(1.!c%*c�*c�,!*�0��'
!*2%.+*)!*0Kc�$%/c,.!/!*0/c�c#.!�0c/0!,c"+.3�. c0+c�.�$%0!�0c�c$%#$c�2�%(��(!c�,!*�0��'
,(�0"+.)c�* c�++/0c�+*"% !*�!c0+c'!!,c %""!.!*0c!*2%.+*)!*0c(�5!./c1,c�* c.1**%*#Kc�5c0$!
!* c+"c0$%/c�$�,0!.Lc3!c$%#$(%#$0! c�.%!"(5c$+3c0+c/!0c1,c�c$%#$c�2�%(��(!c�,!*�0��'c�(1/0!.
1/%*#c�*/%�(!c�5c#+%*#c0$.+1#$c0$!c
��.+45c,(�5�++'c0+c(+� c��(�*�!c/!.2%�!/c�* 
!)�.��!c0$!%.c�2�%(��%(%05c�5c!*��(%*#c!!,�(%2! c3%0$c�  %0%+*�(c+,0%+*/K

�1.*%*#c5+1.c����c%*0+c�c$%#$(5c�2�%(��(!c!*2%.+*)!*0c3%((c�(/+c*!! c)+.!c2%/%�%(%05K
�.!2!*0%2!c��0%+*/c�+1( c/�2!c�c(+0c+"c3+.'c�* c1**!�!//�.5c"%.!"%#$0%*#Kc�+.c0$�0c.!�/+*Lc�*5
/5/0!)c.1**%*#c%*c,.+ 1�0%+*c)1/0c�!c3�0�$! c.!#1(�.(5c�5c'!!,%*#c�*c!5!c+*c!��$c,�.0c+"
%0c�* c.�%/%*#c�(!.0/c3$!*c%//1!/c�,,!�.Kc�*c0$!c*!40c�$�,0!.Lc3!c3%((c�+2!.c$+3c)+*%0+.%*#
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"%(!Mc�$%/c%/c0$!c)!0!.c �0�c/!*0c%*0+c�c"%(!
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�2!*01�((5Lc(�1*�$%*#c/!2!.�(c�(1/0!./c".+)c0!),(�0!/c%*0.+ 1�!/c�c$%#$c�+),10!c(+� c+*
0$!c�!(!)!0.5c/!.2%�!c�!��1/!c+"c0$!c!2�(1�0! c�(�.)/c��/! c+*c,.!2%+1/c.!�+. ! c/�),(!
/!0/Lc�* c$!*�!Lc%0c)�'!/c%0c %""%�1(0c0+c��0�$c/!.%�(c �0�c)!0.%�c,+%*0/c%*c0%)!c"+.c/0+.�#!Kc�*
�  %0%+*Lc.!(5%*#c+*c�c/%*#(!c�+*#+��c �0�c/0+.!c%/c�c2!.5c(%)%0! c/+(10%+*c0$�0c(��'/
/��(��%(%05Kc�$!c*!3c0.!* c�+)!/c3%0$c/0+.%*#c �0�c+*c�c/��(��(!c"%(!/5/0!)c/1�$c�/c�3%"0c+.
�!,$Kc�$!/!c�$�((!*#!/c$�2!c�!!*c�  .!//! c�5c�c*!3c�!(!)!0.5c/1�a,.+&!�0Nc	*+��$%K
�!c3%((c�+*0%*1!c%*c0$!c*!40c/!�0%+*c�5c� 1)�.�0%*#c�*c+2!.2%!3c��+10c0$%/c*!3c/!.2%�!
0%)!c/!.%!/c �0���/!c�/c�c/!.2%�!c�!(!)!0.5c�+),+*!*0c%*c�,!*�0��'K

*QRFFKL���WLPH�VHULHV�GDWDEDVH�DV�D�VHUYLFH
�$!c	*+��$%c,.+&!�0c�%)! c%*c0$!c"%./0c,(��!c0+c/0+.!c.!/+1.�!c)!0.%�/c�0c/��(!Kc	%2%*#c0$!

!�0c!4�),(!Lc %""!.!*0c.!/+1.�!/c��*c�!c/,�3*! c3%0$+10c0$!c*!! c0+c)�'!c�  %0%+*�(
)!0.%�c�+),10�0%+*�(c+,!.�0%+*/c+*c0$!c"(5Kc�$%/c .�/0%��((5c.! 1�!/c�*5c�+),10%*#
+2!.$!� K
��/%��((5Lc/�),(!/c�.!c*+c(+*#!.c3.%00!*c %.!�0(5c%*0+c�c �0���/!Lc0$!5c�.!c�+*2!.0! c%*0+
	*+��$%c!(!)!*0/c�* c,+/0! c�"0!.3�. /c+*c%0/c*�0%2!c���Kc�##.!#�0! c �0�c%/c.!�+. ! c%*c�
0%)!c/!.%!/Kc���$c�+*2!.0! c/�),(!c,.!/!*0/c�c �0�c,+%*0c0$�0c$�/c�c0%)!/0�),c�* 
)!�/1.!)!*0K

�+.!c�+*"%#1.�0%+*c !0�%(/c.!(�0! c0+c0$!c,!."+.)�*�!c0+,%�c3%((c�!
�  .!//! c%* Chapter 12Lc�,!*�0��'a�!*�$)�.'%*#a�* a�!."+.)�*�!a�1*%*#
_a��%*0�%*%*#a�(+1 a�!."+.)�*�!K

7KH�*QRFFKL�DUFKLWHFWXUH
�/c/$+3*c%*c0$!c"+((+3%*#c %�#.�)Lc	*+��$%c�+)!/c3%0$c�c#.!�0c����c���c0+c!�/%(5c���!//
)!0.%�c �0�Kc�!-1!/0%*#c �0�c%/c1/1�((5c0��'(! c�5c	*+��$%c%* %�!/c".+)c0$!c �0���/!K
	*+��$%c%/c,(1##��(!c�* c/1,,+.0/c/!2!.�(c05,!/c+"c%* !4!.c .%2!./c0$�0c%*�(1 !c�+/0#.!���
�* c�5���Kc�$!c$�(()�.'c+"c �0�c+,0%)%6�0%+*c1/%*#c	*+��$%c%/c��+10c%* !4%*#c.!/+1.�!/
�* c0$!%.c�//+�%�0! c�00.%�10!/Kc�$%/c)�'!/c�*5c �0�c/!�.�$c�c"�/0c+,!.�0%+*Kc�/c)!*0%+*! 
,.!2%+1/(5Lc	*+��$%c%*0.+ 1�!/c�c/��(��(!c)!0.%�c/0+.�#!c !/%#*c�5c���'%*#c0$!c)!0.%�c �0�
/0+.�#!c%*c�c/��(��(!c/0+.�#!c/5/0!)c/1�$c�/c�3%"0c�* c�!,$K
�0c%/c,+//%�(!c0+c�+*"%#1.!c	*+��$%c0+c�##.!#�0!c�* c/0+.!c)!�/1.!/c%*c�3%"0c+.c�!,$c�/c�
/0+.�#!c���'!* c�5c0$!c)!�*/c+"c%0/c�1%(0a%*c/0+.�#!c .%2!./M
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�$!c	*+��$%c,.+&!�0c$�/c&+%*! c0$!c�!(!)!0.5c/!.2%�!c!""+.0c/%*�!c0$!c%(+
.!(!�/!Kc�+.!c%*"+.)�0%+*c��*c�!c"+1* c�0M http://gnocchi.xyz/K

$RGK���HPEUDFLQJ�DODUPV
�*+0$!.c�.%�'c�  ! c0+c0$!c�!(!)!0.5c/!.2%�!c%*c�,!*�0��'c%/c0$!c�(�.)c$�* (%*#
)!�$�*%/)Lc3$%�$c3�/c/,(%0c".+)c0$!c�!%(+)!0!.c�+.!c,.+&!�0c�"0!.c0$!c�%�!.05c.!(!�/!Kc�$!
�(�.)c/1�/5/0!)c$�/c)+2! c0+c�c*!3c/1�a,.+&!�0c*�)! c�+ $Kc�$!c�%#c3%*c+"c/1�$c�
.! !/%#*c/0!,c%/c�c(++/!(5c�+1,(! c�.�$%0!�01.!c0$�0c(!2!.�#!/c/��(��%(%05K

http://gnocchi.xyz/
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�+ $c%/c�*c+( c�.%/$c3+. c�* c%0c)!�*/c"%.!Kc�0c3�/c%*/,%.! c".+)c�.%/$
)50$+(+#5Lc3$%�$c3�/c�+.*!c�5c/!2!.�(c'%*#/K

7KH�$RGK�DUFKLWHFWXUH
�$!c�(�.)c/!.2%�!c�!�+)!/c�c/0�* �(+*!c,.+&!�0Kc�%*�!c0$!c�%�!.05c.!(!�/!Lc0$!c�!%(+)!0!.
�(�.)c"!�01.!c$�/c�!!*c"+.'! c�* c.!*�)! c�/c�+ $Lc3$%�$c0�'!/c0$!c(!� c+"c0.%##!.%*#
�(�.)/c��/! c+*c�1/0+)c.1(!/Kc�/c/$+3*c%*c0$!c"+((+3%*#c %�#.�)Lc�c)�%*c %""!.!*�!c��*c�!
*+0%�! c3$!*c�+),�.! c0+c0$!c,.!�! %*#c�!%(+)!0!.c�(�.)c/!.2%�!Nc0$!c��%(%05c0+c/��(!
$+.%6+*0�((5c3$!*c$%00%*#c)+.!c(+� Kc�/%*#c0$!c/�)!c)!//�#!c-1!1!Lc�+ $c!4,+/!/c�*
!2!*0c(%/0!*!.c0$�0c��0�$!/c*!3c*+0%"%��0%+*/c�* c,.+2% !/c�*c%*/0�*0c.!/,+*/!c0%)!c3%0$
6!.+c(�0!*�5Kc�+ $c(%/0!*!./c.!(5c+*c,.! !"%*! c�(�.)/c0$�0c3%((c0.%##!.c%*/0�*0(5c��/! c+*
!2!*0/c�* c�+*"%#1.! c)!�/1.!/Kc�*c0$%/c��/!Lc.!��0%*#c�#�%*/0c�10+a/��(%*#c�+* %0%+*/c3$!*
1/%*#c
!�0c�!�+)!/c2!.5c1/!"1(M
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�  %0%+*�((5Lc0$!c*!3c !/%#*c+"c/0+.%*#c�(�.)/c%/c)+.!c"(!4%�(!Lc�+ $c��*c1/!c!%0$!.c0$!
�!%(+)!0!.c(!#��5c �0���/!c+.c0$!c	*+��$%c/0+.�#!c���'!* Kc�/c/!!*c%*c0$!c	*+��$%
�.�$%0!�01.!Lc�+ $c�(/+c/1,,+.0/c�*c�,,(%��0%+*c,.+#.�))��(!c%*0!."��!c0$�0c��*c�!
���!//! c!40!.*�((5K

�$!c�,!*�0��'c�%0�'�c.!(!�/!c%*�(1 !/c�c*!3c,!."+.)�*�!c!*$�*�!)!*0
%*c0$!c�+ $c�+.!c/!.2%�!c0$�0c!*��(!/c)1(0%,(!c3+.'!./c/1,,+.0c"+.c�(�.)
$�* (%*#K

,QVWDOOLQJ�7HOHPHWU\�LQ�2SHQ6WDFN
�*c0$%/c/!�0%+*Lc3!c3%((c%*�(1 !c0$!c�!(!)!0.5c)+ 1(!c%*c�,!*�0��'Kc�+.c0$!c/�'!c+"
/%),(%�%05Lc3!c3%((c%*/0�((c0$!c"+((+3%*#c�!(!)!0.5c�+),+*!*0/c1/%*#c0$!c�+))�* a(%*!
%*0!."��!c%*c0$!c�(+1 c�+*0.+((!.c*+ !M

c�!%(+)!0!.c3%0$c�c(!#��5c/0+.�#!c���'!* 
c�+ $c"+.c�(�.)c*+0%"%��0%+*c�* c!2�(1�0%+*

7KH�&HLORPHWHU�LQVWDOODWLRQ
�$!c*!40c/0!,/c/$+3c$+3c0+c%*/0�((c�!%(+)!0!.c%*c+1.c!4%/0%*#c!*2%.+*)!*0Kc�!c3%((c"%./0
�!#%*c�5c�+*"%#1.%*#c+1.c�+*0.+((!.c*+ !Lccc01.packtpubM

�*/0�((c0$!c�+.!c�+),+*!*0/c !/�.%�! c,.!2%+1/(5M8K

������\XP�LQVWDOO�RSHQVWDFN�FHLORPHWHU�DSL�RSHQVWDFN�FHLORPHWHU�
����FROOHFWRU�RSHQVWDFN�FHLORPHWHU�FHQWUDO�S\WKRQ�FHLORPHWHUFOLHQW

�*/0�((c�+*#+��Lc3$%�$c�!%(+)!0!.c*!! /c"+.c0$!c���'!* c �0���/!M9K

������\XP���HQDEOHUHSR HSHO��\�LQVWDOO�PRQJRGE�VHUYHU�PRQJRGE

�0�.0c0$!c�+*#+��c/!.2!.c�* c)�'!c%0c�10+/0�.0c+*c)��$%*!c�++0M:K

������VHUYLFH�PRQJRG�VWDUW
������FKNRQILJ�PRQJRG�RQ
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�*/1.!c0$�0c�+*#+��c�%* /c0+c0$!c)�*�#!)!*0c��c�  .!//c+"c+1.c�(+1 ;K
�+*0.+((!.c%*c0$!c/etc/mongodb.confc"%(!M

      bind_ip = 172.47.0.10

�5c !"�1(0Lc�+*#+��c�.!�0!/c�c"%(!c+"c8c	�c0+c&+1.*�(c%*c0$!<K
/var/lib/mongodb/journalc %.!�0+.5Kc�,0%+*�((5Lc5+1c��*c.! 1�!c0$!c/%6!c+"
0$!c&+1.*�(%*#c/,��!c�((+��0%+*Lc�//!.0%*#c�c %.!�0%2!c%*c/etc/mongodb.conf
file:smallfiles = trueKc�*c+. !.c"+.c0$!c�$�*#!/c0+c0�'!c!""!�0Lc"+((+3c5+1.
)+ %"%��0%+*c�5c.!/0�.0%*#c0$!c)+*#+ �c/!.2%�!M

������VHUYLFH�PRQJRGE�VWRS
������UP��YDU�OLE�PRQJRGE�MRXUQDO�SUHDOORF�
������VHUYLFH�PRQJRGE�VWDUW

�.!�0!c�c �0���/!c"+.c�!%(+)!0!.M=K

������PRQJR���KRVW���������������HYDO�

����GE� �GE�JHW6LEOLQJ'%��FHLORPHWHU���
����GE�FUHDWH8VHU�^XVHU���FHLORPHWHU��
����SZG���FHLORPHWHUBSDVVZRUG��
����UROHV��>��UHDG:ULWH����GE$GPLQ��@`�


�"0!.c#!00%*#c�c/1��!//"1(c�+*"%#1.�0%+*c%//1! Lc5+1c/$+1( c/!!c0$!c+10,10c�/>K
"+((+3/M

    MongoDB shell version: 2.6.11
    connecting to: 172.47.0.10:27017/test
    Successfully added user: { "user" : "ceilometer", "roles" : [
    "readWrite", "dbAdmin" ] }

�+.c0$!c/�'!c+"c/%),(%�%05LcMongoDBc$�/c�!!*c%*/0�((! c%*c0$!c�+*0.+((!.c*+ !c3%0$%*c+*!
.1**%*#c �0���/!c%*/0�*�!Kc�!)!)�!.c0$�0c3!c$�2!c�.!�0! c�c/%*#(!c,+%*0c+"c"�%(1.!c3%0$%*
0$!c�!%(+)!0!.c �0���/!Lc3$%�$c)%#$0c*!! c�c�+*#+��c�(1/0!.c�)+*#c+0$!.c�(+1 
�+*0.+((!.c*+ !/Kc�!,(+5%*#c�!%(+)!0!.c3%0$c0$!c�+*#+��c/$�.! c�(1/0!.c%/c+10c+"c0$!
/�+,!c+"c0$%/c�++'Kc�/%*#c	*+��$%c%/c�*+0$!.c�(0!.*�0%2!c0$�0c %.!�0(5c.!)+2!/c�*5c����c"+.
0$!c)!0.%�c/0+.�#!c���'!* M

�+%*0c0$!c�!%(+)!0!.c/!.2%�!c0+c1/!c0$!c�.!�0! c �0���/!M8K

��RSHQVWDFN�FRQILJ���VHW��HWF�FHLORPHWHU�FHLORPHWHU�FRQI
GDWDEDVH�FRQQHFWLRQ�PRQJRGE���FHLORPHWHU��FHLORPHWHUBSDVVZRUG
#FF���������FHLORPHWHU
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�+.c�c/!�1.!c�+**!�0%+*c�!03!!*c0$!c�!%(+)!0!.c/!.2%�!c�* c%0/c�#!*0/c.1**%*#c%*9K
+0$!.c*+ !/c%*c+1.c�,!*�0��'c!*2%.+*)!*0Lc !"%*!c�c/!�.!0c'!5c0$�0c��*c�!
#!*!.�0! c1/%*#c�,!*���Kc�!c3%((c*!! c0+c%*/0�((c0$!c.!/0c+"c0$!c�#!*0/c%*
�+),10!c*+ !/c(�0!.M

��$'0,1B72.(1 ��RSHQVVO�UDQG��KH[����

�0+.!c0$!c0+'!*c#!*!.�0! c%*c0$!c�!%(+)!0!.c�+*"%#1.�0%+*c"%(!M:K

��RSHQVWDFN�FRQILJ���VHW��HWF�FHLORPHWHU�FHLORPHWHU�FRQI
SXEOLVKHUBUSF�PHWHULQJBVHFUHW��$'0,1B72.(1

��)!c�/c�*5c+0$!.c*!3(5c�  ! c/!.2%�!Lc3!c3%((c�(3�5/c0!((c!5/0+*!c0+;K
�10$!*0%��0!c�#�%*/0c%0Kc�+c +c0$%/Lc3!c�.!�0!c�c*!3cceilometerc1/!.Lc3$%�$c3%((
$�2!c0$!c.+(!c+"c� )%*M

��NH\VWRQH�XVHU�FUHDWH���QDPH FHLORPHWHU���SDVV FHLOBSDVV���
HPDLO FHLORPHWHU#H[DPSOH�FRP
��NH\VWRQH�XVHU�UROH�DGG���XVHU FHLORPHWHU���WHQDQW VHUYLFH���
UROH DGPLQ

�!#%/0!.c0$!c�!%(+)!0!.c/!.2%�!c3%0$c0$!c!5/0+*!c% !*0%05c/!.2%�!c�5c/,!�%"5%*#<K
%0/c�+..!/,+* !*0c!* ,+%*0c�/c"+((+3/M

��NH\VWRQH�VHUYLFH�FUHDWH���QDPH FHLORPHWHU���W\SH PHWHULQJ
��GHVFULSWLRQ �&HLORPHWHU�7HOHPHWU\�6HUYLFH�
��NH\VWRQH�HQGSRLQW�FUHDWH
��VHUYLFH�LG���NH\VWRQH�VHUYLFH�OLVW�_�DZN�
��PHWHULQJ���^SULQW
��`
�
��SXEOLFXUO�KWWS���FF�������
��LQWHUQDOXUO�KWWS���FF�������
��DGPLQXUO�KWWS���FF�������

� %0c0$!c/etc/ceilometer/ceilometer.confc"%(!c�* c�$�*#!c0$!c.%#$0c %.!�0%2!/c%*c!��$
/!�0%+*c+"c0$!c"%(!c�/c"+((+3/M

�$�*#!c0$!c"+((+3%*#c �0���/!c�+**!�0%+*c%*"+.)�0%+*c"+.c�+*#+��M8K

connection= mongodb://ceilometer: ceilometer_password
@cc01:27017/ceilometer
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�$�*#!c0$!c"+((+3%*#c%*c0$!c����%0��c/!�0%+*M9K

...
rabbit_host=172.47.0.10
rabbit_port=5672
rabbit_password=RABBIT_PASS
rpc_backend=rabbit

�$!c�10$!*0%��0%+*c%*"+c"+.cCeilometerc%/c�/c"+((+3/M:K

[service_credentials]
os_username=ceilometer
os_password=service_password
os_tenant_name=service
os_auth_url=http:// 172.47.0.10:35357/v2.0

�$!c�+**!�0%+*c%*"+c"+.c!5/0+*!c%/c�/c"+((+3/M;K

...
[keystone_authtoken]
auth_host=172.47.0.10
auth_port=35357
auth_protocol=http
auth_uri=http://172.47.0.10:5000/v2.0
admin_user=ceilometer
admin_password=service_password
admin_tenant_name=service

�$�*#!c0$!c/$�.! c/!�.!0c'!5c�)+*#c*+ !/c,�.0%�%,�0%*#c%*c0$!c�!(!)!0.5c/!.2%�!M<K

...
[publisher]
metering_secret=ceilo_secret

�%*�((5Lc.!/0�.0c0$!c�!%(+)!0!.c/!.2%�!/c�/c"+((+3/M=K

��VHUYLFH�FHLORPHWHU�DJHQW�FHQWUDO�FHLORPHWHU�DJHQW�QRWLILFDWLRQ
FHLORPHWHU�DSL�FHLORPHWHU�FROOHFWRU�UHVWDUW

�$!c*!40c/0�#!c3%((c��/%��((5c0!((c+1.c�+),10!c*+ !/c0+c.1*c�c/!0c+"c�#!*0/c0+c�+))1*%��0!
2%�c0$!c���c/!.2%�!c0+c�+((!�0c)!0.%�/Xc �0�c�* c/!* c0$!)c���'c0+c0$!c �0���/!Lc3$!.!c%0c3%((
�!c/0+.! c�* c2%/1�(%6! Kc�!)!)�!.c0$�0c%0c%/c%),!.�0%2!c0$�0c5+1c%*/0�((c�c�!%(+)!0!.c�#!*0
%*c!��$c�+),10!c*+ !K
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�$!c�,!*�0��'_�*/%�(!cQ���Rc,.+&!�0c,.+2% !/c�c/0��(!c�*/%�(!c,(�5�++'c"+.c�!%(+)!0!.
%*/0�((�0%+*Lc3$%�$c��*c�!c"+1* c�0ch t t p s ://g i t h u b . c o m /o p e n s t a c k /o p e n s t a c k - a n s i b l e
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...
notification_driver = nova.openstack.common.notifier.rpc_notifier
notification_driver = ceilometer.compute.nova_notifier
instance_usage_audit = True
instance_usage_audit_period = hour
notify_on_state_change = vm_and_task_state

!!,c1, �0%*#c0$!c"+((+3%*#c/!�0%+*/c%*c0$!:K
/etc/ceilometer/ceilometer.confc"%(!Kc�  c0$!c/�)!c$ADMIN_TOKEN
/$�.! c/!�.!0c'!5c#!*!.�0! c%*c+1.c�(+1 c�+*0.+((!.c*+ !M

...
[publisher_rpc]
metering_secret= 47583f5423df27685ced
Configure RabbitMQ access:
...
[DEFAULT]
rabbit_host = cc01
rabbit_password = $RABBIT_PASS

�  c% !*0%05c/!.2%�!c�.! !*0%�(/M;K

...
[keystone_authtoken]
auth_host = cc01
auth_port = 35357
auth_protocol = http
admin_tenant_name = service
admin_user = ceilometer
admin_password = service_password
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...
[service_credentials]
os_auth_url = http://cc01.packtpub:5000/v2.0
os_username = ceilometer
os_tenant_name = service
os_password = service_password

�+.c0.+1�(!/$++0%*#c,1.,+/!/Lc3!c3%((c*!! c0+c�+*"%#1.!c0$!c(+#c %.!�0+.5c�5=K
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...
[DEFAULT]
log_dir = /var/log/ceilometer
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MariaDB [(none)]> GRANT ALL PRIVILEGES ON aodh.* TO
'aodh'@'localhost' IDENTIFIED BY 'AODH_PASSWORD';
MariaDB [(none)]> GRANT ALL PRIVILEGES ON aodh.* TO  'aodh'@'%'
IDENTIFIED BY 'AODH_PASSWORD';
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...
[database]
connection=mysql+pymysql://aodh:AODH_PASSWORD@cc01/aodh
Change the following in the RabbitMQ section:
...
[oslo_messaging_rabbit]
rabbit_host=172.47.0.10
rabbit_port=5672
rabbit_password=RABBIT_PASS
rpc_backend=rabbit

�$!c�10$!*0%��0%+*c%*"+c"+.c0$!c�+ $c/!.2%�!c%/c�/c"+((+3/M9K

...
[service_credentials]
auth_type = password
auth_url = http://cc01:5000/v3
project_name = services
username = aodh
password = aodh_pass
interface = internalURL

�$!c�+**!�0%+*c%*"+c"+.ckeystonec%/c�/c"+((+3/M:K

...
[keystone_authtoken]
auth_strategy = keystone
auth_type=passowrd
project_name = services
username = aodh
password = aodh_pass
auth_uri=http://cc01:5000
auth_url=http://cc01:35357
memcached_servers = 172.47.0.10:11211
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...
allowed_hosts = NAGIOS_SERVER_IP
...
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 +c/+Lc�+))!*0c+10c0$!c"+((+3%*#c(%*!c %.!�0%2!c".+)c/etc/nagios/nagios.cfgM

...
 cfd_dir = /etc/nagios/servers
...

�+3c%0c%/c0%)!c0+c�.!�0!c+1.c"%./0c$+/0c�+*"%#1.�0%+*c"%(!c1* !.c0$!c/!.2!./c %.!�0+.5Kc�$!
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 define host{
  use           linux-server
  host_name    cn01
  alias         compute01
  address       172.28.128.18
}

define service {
  use             generic-service
  host_name         cn01
  check_command     check_nrpe!check_nova_compute
  notification_period     24x7
  service_description    Compute Service
}

�!c��*c1/!c�c/!,�.�0!c"%(!c0+c !"%*!c�+))�* c�$!�'/c"+.c�((c�+))�* /Nc0$%/c3%((c%*�(1 !c�((
check_nrpec�$!�'/c"+.c0$!c.!)+0!c$+/0/Kc�* !.c0$!c/�)!/etc/nagiosc %.!�0+.5Lc�.!�0!c�
*!3c"%(!c��((! cnagios_commands_checks.cfgKc�$%/c/$+1( c�!c"+((+3! c�5c� &1/0%*#c0$!
��#%+/c�+*"%#1.�0%+*c"%(!c%*c0$!c/!.2!.c�5c�  %*#c0$!c"+((+3%*#c %.!�0%2!M

...
cfg_file=/etc/nagios/nagios_command_checks.cfg

�$!c*!3c"%(!c3%((c$�2!c0$!c"+((+3%*#c�+*0!*0c0$�0c !"%*!/c�c#!*!.%�c����c�$!�'c%*c0$!
�+))�* c(%*!c%*�(1 %*#c2�.%��(!/c/1�$c�/c1/!.Lc3$%�$c.1*/c0$!c�$!�'c%*c0$!c.!)+0!c$+/0
�* c%0/c��c�  .!//M

define command{
  command_line    $USER1$/check_nrpe -H $HOSTADDRESS$ -c $ARG1$
  command_name    check_nrpe
 }
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...
command[compute]=/usr/lib64/nagios/plugins/check_procs -C nova-compute -u
nova -c 1:4

�*c0$!c/�)!c"%(!Lc�  c0$!c��#%+/c��c�  .!//c%*c0$!callowed_hostsc %.!�0%2!c�/c"+((+3/M

...
allowed_hosts=127.0.0.1,172.28.128.47
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0$!c����c,+.0c%/c+,!*c�5c�  %*#c0$!c"+((+3%*#c��c0��(!/c.1(!M
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keystone error: [Error 98] Address already in use
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Trying 127.0.0.1 ...
Connected to localhost.
Escape character is '^]'
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0$!c"%./0c,�.0c+"c0$!c�$�,0!.c3%0$c�c/+,$%/0%��0! c!40!.*�(c)+*%0+.%*#c/+(10%+*Mc��#%+/Kc�+1
/$+1( c�!c��(!c0+c!4,(+%0c%0/c!40.!)!c�!*!"%0/c%*c0!.)/c+"c,(1#%*/c�* c�+*"%#1.�0%+*
"(!4%�%(%05Kc�$�0c+,!*/c0$!c�1.0�%*/c0+c !(%2!.c�c.%�$c)+*%0+.%*#c �0�c3$!.!c+,!.�0+./c�* 
� )%*%/0.�0+./c#!0c)+.!c%*/%#$0c+*c0$!c !,(+5! c�,!*�0��'c%*".�/0.1�01.!Kc�5c0$!c!* c+"
0$%/c�$�,0!.Lc3!c$�2!c(++'! c�0c�c"!3c�+))+*/c3�5/c+*c$+3c0+c0�'!c%))! %�0!c��0%+*/c�* 
3$!.!c0+c(++'c+*�!c%//1!/c�.!c.�%/! c�* c*+0%"%! c�5c0$!c)+*%0+.%*#c/5/0!)Kc�+1c/$+1( c�!
'!!*c+*c1/%*#c�c2�.%!05c+"c0++(/c0$�0c%*�(1 !c�,!*�0��'c�+))�* c(%*!/c�* c�%*14c1/!"1(
10%(%0%!/c"+.c0.+1�(!/$++0%*#K
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�10c/0%((Lc�/c)!*0%+*! c!�.(%!.Lc)+*%0+.%*#c%/c�c*!�!//%05c�10c*+0c!*+1#$c0+c %#c !!,!.c%*0+
%//1!/c3$!*c0$!5c�,,!�.Kc�!c�+1( c.!/+(2!c�*c%*�% !*0c%))! %�0!(5c�5c.!/0�.0%*#c�*
�,!*�0��'c/!.2%�!Nc"+.c!4�),(!Lc3$!*c��#%+/c.!,+.0/c%0c%/c +3*c�10c%#*+.%*#c3$�0c��1/!/
0$!c +3*0%)!c,.!/!*0/c�c.%/'c0+c0$!c%*".�/0.1�01.!c/0��%(%05c%*c0$!c"101.!Kc�  %0%+*�((5Lc)+.!
�+),(!4c!..+./c)%#$0c�!c.�%/! c�* c.!(5%*#c+*c0$!c)+*%0+.%*#c�(!.0c)!//�#!c3+1( c�!
%*/1""%�%!*0Kc�+.c0$%/c)�00!.Lc�/c0$!c)+*%0+.%*#c/5/0!)c#�0$!./c)!0.%�/c0+c,.+2% !c1/!"1(
%*"+.)�0%+*Lc3!c3%((c*!! c0+c !2!(+,c�* c+.#�*%6!c!""%�%!*0(5c0$�0c%*"+.)�0%+*c$%/0+.5c0+
0.��'c +3*c0$!c%*�% !*0c"+.c !!,c�*�(5/%/c".+)c+0$!.c/+1.�!/Mc�+#c"%(!/Lc3$%�$c3%((c�!c0$!
0+,%�c+"c0$!c*!40c�$�,0!.K
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X�+)!3$!.!La/+)!0$%*#a%*�.! %�(!a%/a3�%0%*#a0+a�!a'*+3*KX
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�+1c)%#$0c�!c0!),0! c0+c.!�(%6!c0$!c%),+.0�*�!c+"c�c�+),(!0!c/1%0!c+"c)+*%0+.%*#c/+(10%+*/
"+.c5+1.c,.%2�0!c�,!*�0��'c�(+1 c!*2%.+*)!*0Kc�*cChapter 10Lc�+*%0+.%*#a�* 
�.+1�(!/$++0%*#a�,!*�0��'a_a�1**%*#a�a
!�(0$5a�,!*�0��'a�(1/0!.c !)+*/0.�0!/c�c)%4! 
�,,.+��$c�5c� +,0%*#c�*c%*�+4c0!(!)!0.5c/+(10%+*c0+c3+.'c%*c0�* !)c3%0$c�*c!40!.*�(
)+*%0+.%*#c0++(c/1�$c�/c��#%+/c"+.c)+.!c� 2�*�! c)+*%0+.%*#c,1.,+/!/Kc�*c0$!c+0$!.c$�* L
3!c$�2!c)�%*(5c"+�1/! c+*c0$!c"%./0c,�.0c+"c0$!c!-1�0%+*Lc*�)!(5c!4,+/%*#c�(!.0/c�* 
3�.*%*#/Kc�$!c/!�+* c,�.0c+"c0$!c!-1�0%+*c%*2+(2!/c$+3c0+c.!��0c0+c%//1!/Kc�+*%0+.%*#
/5/0!)/c��**+0c#%2!c5+1c/0.+*#c� 2%�!c%"c0$!5c�.!c*+0c,.+,!.(5c� &1/0! c�* c�(!.0/c�.!c*+0
/!0c��.!"1((5Kc�.+1�(!/$++0%*#c�c�+),(!4c/1%0!c+"c/+"03�.!c/1�$c�/c�,!*�0��'c)%#$0c*+0c�!
�*c!�/5c0�/'c"+.c/5/0!)c�* c�(+1 c� )%*%/0.�0+./Kc�!/+(2%*#c0$!)c��*c�!c�+* 1�0! c�5
.!(5%*#c+*c(+#/c0$�0c$!(,c0+c0.��'c +3*c0$!c.++0c��1/!c+"c0$!c!..+./Kc�1.0$!.)+.!Lc%"c5+1
�00!),0c0+c1,#.� !c5+1.c�,!*�0��'c,��'�#!/Lc%0c��*c.!/1(0c%*c,.!//%*#c"%.!c+*c*!3c�1#/c0$�0
�.!c*+0c"%4! c5!0Kc�%2%*#c%*0+c(+#/c3%((c�!c�c#.!�0c3�5c+"c!*�+1*0!.%*#c0$!)Kc�$%(!c(+##%*#
%/c�c/0�* �. c.!"1#!c"+.c/5/0!)c� )%*%/0.�0+./c0+c0.��!c/5/0!)c!..+./Lc% !*0%"5%*#c0$!c!4��0
%//1!c-1%�'(5c�* c!""%�%!*0(5c%/c$%#$(5c.!-1%.! c0+c)%*%)%6!c0$!c +3*0%)!Kc�  %0%+*�((5L
3%0$c0$!c%))!*/!c*1)�!.c+"c#!*!.�0! c(+#/c3%0$c %""!.!*0c"+.)�0/c�* c2!./%+*/Lc%0c�!�+)!/
�c/+.!c/,+0c�)+*#c+,!.�0+./c0+c"!0�$c0$!c!4��0c%*"+.)�0%+*c%*c�c/$+.0c0%)!Kc�(0$+1#$c)�*5
".!!c�* c�+))!.�%�(c(+##%*#c0++(/c!4%/0c0$�0c�.!c��(!c0+c/!.2!c�+),(!4c��c%*".�/0.1�01.!
(+##%*#c/0.�0!#5Lc%0c%/c2%0�(c0+c(!�.*c$+3c0+c !�(c(+#/c%*"+.)�0%+*c%*c�,!*�0��'c�* c�.%*#
0$!)c%*c$%#$(5c�1/0+)%6! c(+##%*#c/5/0!)c/+(10%+*/K
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�$%/c�$�,0!.c+,!*/c0$!c�1.0�%*/c+"c(+##%*#c%*c�,!*�0��'c�* c���+),(%/$!/c0$!c)%//%+*c+"
)+*%0+.%*#c�* c0.+1�(!/$++0%*#c0�/'/c/0�0! c%*c0$!c,.!2%+1/c�$�,0!.Kc�*c0$%/c�$�,0!.Lc5+1
3%((c(!�.*M

�$!.!c�,!*�0��'c(+#/c.!/% !

+3c0+c� &1/0c5+1.c(+##%*#c+,0%+*/c�5c0$!c�,!*�0��'c/!.2%�!
�%/�+2!.c0$!c��c,(�0"+.)c"+.c(+#c�*�(5/%/c�* c0.+1�(!/$++0%*#
�!*0.�(%6!c0+*!/c+"c�,!*�0��'c(+#c"%(!/c%*c+*!c(+##%*#c/5/0!)
�*0!#.�0!c0$!c��c,(�0"+.)c%*c5+1.c�,!*�0��'c,.%2�0!c�(+1 
�0�.0c1/%*#c��c0+c/!.2!c(+#/c+"c�,!*�0��'c/!.2%�!/
�1%( c2%/1�(%6�0%+*c#.�,$/c0+c(!�.*c��+10c5+1.c�,!*�0��'c�(+1 c/5/0!)c�!$�2%+.
�!�.*c$+3c0+c"%.!c"�/0c/!�.�$c-1!.5c%*c��c"+.c"�/0c0.+1�(!/$++0%*#c!4,!.%!*�!

7DFNOLQJ�ORJJLQJ
��%*"1(c�10c�.1�%�(Nc0$%/c%/c3$�0c)�*5c/5/0!)c� )%*%/0.�0+./c�* c !2!(+,!./c�(�%)c3$!*
0$!5c/0�.0c !�1##%*#c�*c!..+.c�5c�+*/1(0%*#c�c$1#!c(+#c"%(!Kc�!,!* %*#c+*c0$!c/5/0!)c5+1
0.5c0+c"%4Lc�100%*#c +3*c0.+1�(!/$++0%*#c0%)!c%/c0.1!c%"c5+1c +c*+0c.!�(%6!c3$!.!c0$!5c(%2!
�* c$+3c0$!5c�.!c+.#�*%6! K

'HP\VWLI\LQJ�ORJV�LQ�2SHQ6WDFN
�+/0c,.+���(5Lc5+1c$�2!c%*/0�((! c*!3c�,!*�0��'c2!./%+*/c,.%+.c0+c0$!c�%0�'�c.!(!�/!c�* 
5+1c)%#$0c�!c0!),0! c0+c/0�.0c(++'%*#c"+.c(+#/c%*Lc0$!%.c !"�1(0c(+��0%+*c0$!c�%*14c/5/0!)
/var/logKc�2!*01�((5Lc0$!%.c(+��0%+*/c)�5c2�.5c !,!* %*#c+*c$+3c5+1c$�2!c !,(+5! 
�,!*�0��'Kc�%*�!c3!c$�2!c !,(+5! c+1.c"%./0c�,!*�0��'c%*".�/0.1�01.!c1/%*#c�*/%�(!c%*c0$!
"%./0c�$�,0!.Lc5+1c��*c�$!�'c+.c)+ %"5c0$!c(+��0%+*c+"c(+#/c�5c/!.2%�!c%*c!��$c,(�5�++'c"%(!
�+..!/,+* %*#c0+c!��$c�,!*�0��'c/!.2%�!Kc�+.c!4�),(!Lc3!c��*c$�2!c�c(++'c�0c0$!c�*/%�(!
os-nova-installc,(�5�++'c1/! c%*cChapter 2Lc�!,(+5%*#a�,!*�0��'a_a�$!a�!2�,/a��5Kc�*
0$!cvarsc�00.%�10!c/!�0%+*c+"c0$!cYAMLc"%(!Lc�c %.!�0%2!c�00.%�10!clog_dirsc !/�.%�!/c0$!
 !"�1(0c/!00%*#/c+"c5+1.c�+2�c(+#c"%(!/Kc�+.c!4�),(!Lc0$!c*!40c(%*!c".+)c0$!c,(�5�++'c"%(!
�+ !c %�0�0!/c0$!c !"�1(0c(+��0%+*c+"c�+2�c(+#c"%(!/c0+c�!c�.!�0! c%*c/var/log/novaM

...
  vars
    log_dirs:
        - src: "/openstack/log/{{ inventory_hostname }}--nova"
           dest: "/var/log/nova"
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�0c%/c�(/+c,+//%�(!c0+c/!0c0$!c(+##%*#c/!2!.%05c�5c !"�1(0c3$!*c%*/0�((%*#
�,!*�0��'c/!.2%�!/c".+)c,(�5�++'/Kc�+#/c%*,10c��*c0�'!c %""!.!*0c/$�,!/
 !,!* %*#c+*c0$!c%*�.!�/%*#c(!2!(c+"c(+##%*#Mc����	Lc����Lc�����L
������	Lc�����Lc��������c�* c�����Kc�5c !"�1(0Lc0$!c !�1#c(!2!(
%/c %/��(! c�* c0$!c(+##%*#c(!2!(c%/c/!0c0+c����K

/RJV�ORFDWLRQ
�+/0c+"c0$!c/0�* �. c/!.2%�!/c%*c�%*14^�*%4c/5/0!)/c3.%0!c0$!%.c(+#/c1* !.c/var/log
 %.!�0+.5c%*c/1� %.!�0+.%!/Kc�*5c*+ !c.1**%*#c�*5c�,!*�0��'c/!.2%�!c/0+.!/c%0/c(+#c"%(!/
1* !.c/var/log/c %.!�0+.5Kc�$!c"+((+3%*#c0��(!c !,%�0/Lc%*c�c*10/$!((Lc3$!.!c(+#/c.!/% !c�5
 !"�1(0M

�!.2%�!`*�)! �+#`(+��0%+*

�+),10! /var/log/nova/

�)�#! /var/log/glance/

� !*0%05 /var/log/keystone/

��/$�+�. /var/log/horizon/

�(+�'c/0+.�#! /var/log/cinder/

��&!�0c/0+.�#! /var/log/swift/
/var/log/syslog/

�$�.! c�%(!c�5/0!) /var/log/manila/

�+*/+(! /var/lib/nova/instances/instance-ID/

�!03+.' /var/log/neutron/

�+*%0+.%*# /var/log/ceilometer/

�(�.)%*# /var/log/aodh/

�!0!.%*# /var/log/gnocchi/

�.�$!/0.�0%+* /var/log/heat/

�+0!c0$�0Lc
+.%6+*c)!.#!/c%0/c(+#c"%(!/c !,!* %*#c+*c0$!c�,��$!
�+*2!*0%+*c*�)!/Kc�"c5+1c�.!c1/%*#c�! +.�X/c %/0.%�10%+*Lc(+#c"%(!/c3%((
.!/% !c1* !.c/var/log/httpdKc�,!.�0%*#c/5/0!)/c��/! c+*c��1*01c+.
�!�%�*c %/0.%�10%+*/c/1,,+.0c�,��$!9c*�)%*#Lc3$!.!c5+1c��*c"%* c(+#
"%(!/c�5c !"�1(0c1* !.c/var/log/apache2K
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�  %0%+*�(c*+*a*�0%2!c�,!*�0��'c/!.2%�!/c/0+.!c0$!%.c(+#c"%(!/c%*c0$!c"+((+3%*#c(+��0%+*/M

�!.2%�!`*�)! �+#`(+��0%+*


���c/!.2!. /var/log/apache2/
/var/log/httpd/

��0���/! /var/log/mariadb/

�!//�#%*#c-1!1! /var/log/rabbitmq/

�%��%.0 /var/log/libvirt/

�+),10!c*+ !/c#!*!.�((5c)!.#!c(+#c"%(!/c"+.c��c�++0c1,c)!//�#!/c0$�0c.!/% !c%*
0$!cconsole.logc"%(!Kc�2!.5c%*/0�*�!c3%0$%*c%0/c��c3%((c#!*!.�0!c0$!c/�)!c"%(!c%*c�c %""!.!*0
/1� %.!�0+.5c/var/lib/nova/instances/instance-IDK

�!,$c%/c*+0c�c*�0%2!c�,!*�0��'c/!.2%�!Kc�%*�!c%0c%/c+,!.�0%*#c�* c3!((a
%*0!#.�0! c%*c+1.c�,!*�0��'c,.%2�0!c�(+1 c/!01,Lc5+1c��*c"%* c�((c�!,$c(+#
"%(!/c.!#�. (!//c+"c$+3c���c�* c)+*%0+./c$�2!c�!!*c %/0.%�10! c%*c)�*5
*+ !/c1* !.c/var/log/cephK

$GMXVWLQJ�ORJV�LQ�2SHQ6WDFN
�0c%/c,+//%�(!c0+c� &1/0c0$!c(+##%*#c(!2!(c%*c�,!*�0��'c"+.c!��$c.1**%*#c/!.2%�!Kc�"c5+1c#!0c�*
�(!.0c+.c)!//�#!c".+)c5+1.c)+*%0+.%*#c/5/0!)c0!((%*#c5+1c0$�0c+*!c+"c0$!c/!.2%�!/c$�/
!*�+1*0!.! c�c,.+�(!)Lc5+1c��*c�(3�5/c.!"!.c0+c5+1.c(+#/c3%0$c %""!.!*0c(+##%*#c)!0$+ /K
�+.c!4�),(!Lc%"c5+1c3+1( c(%'!c0+c0.+1�(!/$++0c5+1.c�+),10!c/!.2%�!Lc%0c%/c.!�+))!* ! c0+
.!"!.c0+c%0/c�+*"%#1.�0%+*c"%(!Lc/etc/nova/nova.conf,c�* c%*�.!�/!c0$!c !�1#c(!2!(c�5
.!2!.0%*#c%0/c !"�1(0c2�(1!c".+)cFalsec0+cTrueM

debug=True

�*�!c5+1c"%*%/$c"%4%*#c0$!c%//1!Lc%0c3%((c�!c.!-1%.! c0+c %/��(!c0$!c !�1#c %.!�0%2!c�5
.!2!.0%*#cTruec0+cFalseKc�+%*#c/+c3%((c,.+0!�0c5+1.c*+ !c".+)c�!%*#c+2!.(+� ! c".+)c�
$1#!c�)+1*0c+"c !�1#c)!//�#!/c0$�0c)%#$0c*+0c�!c*!�!//�.5c3$!*c5+1.c*+ !/c�.!c.1**%*#
3%0$+10c%//1!/K
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�+.!c� 2�*�! c0!�$*%-1!/c$�2!c�!!*c!(��+.�0! c0+c�1/0+)%6!c0$!c(+##%*#c+10,10c%*c!��$
/!.2%�!c%*c�,!*�0��'c�5c1/%*#c�c/!,�.�0!c(+##%*#c�+*"%#1.�0%+*c"%(!Kc�$%/c3�5c3%((c!*��(!
1/!./c0+c$�2!c)+.!c�+*0.+(c+*c(+#c%*"+.)�0%+*c 1.%*#c�*�(5/%/Kc�+.c!4�),(!Lc0+c(!2!.�#!
(+##%*#c%*"+.)�0%+*c"+.c0$!c�+2�c�,!*�0��'c/!.2%�!Lc�  c0$!c"+((+3%*#c"(�#c0+c0$!
/etc/nova/nova.confc�+*"%#1.�0%+*c"%(!M

log_config_append = /etc/nova/logging.conf

�$!*c�.!�0!c�c/%),(!c"%(!c��((! clogging.confc1* !.c/etc/nova/c3%0$c0$!c"+((+3%*#
�+*0!*0M

[loggers]
keys=nova

[handlers]
keys=consoleHandler

[formatters]
keys=simpleFormatter

[logger_nova]
level=DEBUG
handlers=consoleHandler
qualname=nova
propagate=0

[handler_consoleHandler]
class=StreamHandler
level=DEBUG
formatter=simpleFormatter
args=(sys.stdout,)

[formatter_simpleFormatter]
format=%(asctime)s - %(name)s - %(levelname)s - %(message)s

�!/0�.0%*#c0$!c�+2�c/!.2%�!c3%((c.!/$�,!c0$!c(+#c+10,10c%*c0$!c�+*/+(!c3%0$c.!/,!�0c0+c0$!
"+.)�0c�* c(+#c(!2!(c,+%*0! c%*c0$!c*+2�c(+##!.c/!�0%+*M

<DATE>     <TIME>  <LINE-ID> -  INFO - <DEBUG MESSAGE>

�4�),(!c+10,10M

2016-12-28 02:22:11,382 - nova.compute.resource_tarcker - INFO -
Compute_service record updated for cloud:cloud
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�+c(!�.*c)+.!c��+10c0$!c/1,,+.0! c(+##%*#c)+ 1(!c"��%(%05c�* 
�+*"%#1.�0%+*c/5*0�4Lc.!"!.c0+c0$!c+""%�%�(c�50$+*c)+ 1(!c3!�/%0!
 +�1)!*0�0%+*c�0Mch t t p s ://d o c s . p y t h o n . o r g /r e l e a s e /2. 7/l i b r a r y /l o
g g i n g . h t m l #c o n f i g u r a t i o n - f i l e - f o r m a t

7ZR�H\HV�DUH�EHWWHU�WKDQ�RQH�H\H
�,!*�0��'c,.+ 1�!/c0+*/c+"c(+#c"%(!/c%*c�c.!�(c,.+ 1�0%+*c!*2%.+*)!*0Kc�0c�!�+)!/c$�. !.
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�!0X/c %/�+2!.c0$!c %""!.!*0c,(�5!./c0$�0c*!! c0+c�!c%*/0�((! c%*c+1.c(+##%*#c/!.2!.c%*c+. !.c0+
!*/1.!c�c/1��!//"1(c%*/0�((�0%+*M

��2�Mc�+0$c�(�/0%��!�.�$c�* c�+#�0�/$c.!-1%.!c��2�Kc��0!/0c��2�c2!./%+*c%/
.!�+))!* ! c3$%(!c1/%*#c�,!*��c%/c�(/+c�*c�(0!.*�0%2!c"+.c��2�c%*/0�((�0%+*K
�(�/0%�/��.�$Mc�+3!."1(c%* !4%*#c�* c/!�.�$c!*#%*!c"+.c!2!*0/c/$%,,! c0+c0$!
�+#�0�/$K
�+#�0�/$Mc�!"%*!/c0$!c�!*0.�(c(+#c/!.2!.c0$�0c,.+�!//!/c%*�+)%*#c(+#/K
%��*�Mc�+3!."1(c3!�c%*0!."��!c0+c-1!.5c(+#c!2!*0/Kc�0c%/c$%#$(5c�1/0+)%6��(!
3%0$c/!2!.�(c2%/1�(%6�0%+*/c��,��%(%0%!/K
�#%*4Mc%��*�c3!�c%*0!."��!c3%((c*!! c�c.!2!./!c,.+45c0+c���!//c%0c!40!.*�((5Kc�+.
0$�0c,1.,+/!Lc3!c3%((c1/!c�#%*4K

,QVWDOOLQJ�WKH�(/.�VHUYHU
�$!c*!40c%*/0�((�0%+*c/*%,,!0c3%((c#1% !c5+1c0$.+1#$c�c,��'�#!a��/! c%*/0�((�0%+*c+"c0$!
"+((+3%*#c�+#�0�/$c�+),+*!*0/c+*c�c�!*0��c+,!.�0%+*c/5/0!)M

�+#�0�/$c<K8K8
�(�/0%�/!�.�$c<K8K8
%��*�c<K8K8
��2�c?
�#%*4

�!c%*0!* c0+c#�0$!.c�*c%),+.0�*0c�)+1*0c+"c(+#c"%(!/c".+)c+1.c�,!*�0��'c!*2%.+*)!*0Kc�0
)%#$0c�!c!//!*0%�(c0+c,(�*c"+.c"101.!c.!/+1.�!c�+*/1),0%+*c�/c5+1.c,.%2�0!c�(+1 c'!!,/
#.+3%*#c#.� 1�((5Kc�$1/Lc�c)%*%)1)c/!0c+"c/,!�/c3%((c�!c.!-1%.! c"+.c0$!c��c/!.2!.M

�.+�!//+.Mc=;a�%0c4?=
�!)+.5Mc?c	�c���
�%/'c/,��!Mc<77c	�
�!03+.'Mc�3+c8c	�,/c�!03+.'c�*0!."��!c��. /cQ���/R

�1**%*#c�!*0��c3%0$c !"�1(0c�+*"%#1.�0%+*c)%#$0c,.!2!*0c*!3c/!.2%�!/
 1!c0+c��(%*14c�* c��0��(!/c.!/0.%�0%+*/Kc��'!c/1.!c0$�0c���%*14c%/c.1**%*#
�0c(!�/0c%*c,!.)%//%2!c)+ !c+.c %/��(! c�* c1, �0!c5+1.c�����(!/c/+
,��'!0/c��*c�!c"+.3�. ! c0+c0$!c��c/!.2!.K

�!0X/c�!#%*c�5c%*/0�((%*#c0$!c�(�/0%��!�.�$c�+),+*!*0c%*c0$!c*!3c��c/!.2!.K
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,QVWDOOLQJ�(ODVWLF6HDUFK
�+0$c�(�/0%��!�.�$c�* c�+#�0�/$c.!-1%.!c0$!c%*/0�((�0%+*c+"c��2�Kc�!c3%((c�!c%*/0�((%*#c�
.!�!*0c2!./%+*c+"c��2�c�/c"+((+3/M

�+3*(+� c�* c%*/0�((c��2�c?M8K

��������ZJHW�KWWS���GRZQORDG�RUDFOH�FRP�RWQ�SXE�MDYD�MGN��X����E���MGN�
��������X����OLQX[�[���USP
��������\XP��\�ORFDOLQVWDOO�MGN��X����OLQX[�[���USP

�  c/5)�+(%�c(%*'c%*c0$!c/usr/binc %.!�0+.5c0+c0$!c&�2�c�+))�* M9K

��������DOWHUQDWLYHV���LQVWDOO��XVU�ELQ�MDYD�MDYD�XVU�MDYD
�������MUH�����B����ELQ�

�$!�'c0$!c�+..!�0*!//c+"c0$!c��2�c%*/0�((�0%+*M:K

��������MDYD��YHUVLRQ
������java version "1.8.0_111"
      Java(TM) SE Runtime Environment (build 1.8.0_111-b14)
      Java HotSpot(TM) 64-Bit Server VM (build 25.111-b14, mixed mode)

�*�!c��2�c%/c/1��!//"1((5c%*/0�((! Lc%),+.0c0$!c�(�/0%��!�.�$c,1�(%�c	�	c'!5c%*0+;K
51)M

��������USP���LPSRUW�KWWSV���DUWLIDFWV�HODVWLF�FR�*3*�.(<�HODVWLFVHDUFK

�!40Lc�.!�0!c�*c�(�/0%��!�.�$c/+1.�!c(%/0c3%0$c0$!c"+((+3%*#c�+*0!*0M<K

��������YLP��HWF�\XP�UHSRV�G�HODVWLFVHDUFK�UHSR
      [elasticsearch-5.x]
      name=Elasticsearch repository for 5.x packages
      baseurl=https://artifacts.elastic.co/packages/5.x/yum
      gpgcheck=1
      gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
      enabled=1
      autorefresh=1
      type=rpm-md

�, �0!c0$!cyumc,��'�#!c �0���/!M=K

      ��\XP�XSGDWH��\

�*%0%�0!c0$!c"+((+3%*#c�+))�* c0+c%*/0�((celasticsearchM>K

      ��\XP�LQVWDOO�HODVWLFVHDUFK��\
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�*�!c%*/0�((! Lc! %0c%0/c)�%*c�+*"%#1.�0%+*c"%(!c0+c!*��(!c���!//c+"c0$!?K
�(�/0%��!�.�$c/!.2!.c".+)c!40!.*�(c�,!*�0��'c/!.2%�!/Kc�5c !"�1(0Lc�(�/0%��!�.�$
1/!/c,+.0c@977Kc�+.c0$!c/�'!c+"c/%),(%�%05Lc0$!c"+((+3%*#c(%*!c3%((c�((+3c�*5
+10/% !c$+/0c0+c.!� c �0�c0$.+1#$c
���c���Kc�!,!* %*#c+*c5+1.c*!03+.'c/!01,L
)�'!c/1.!c0+c.!/0.%�0c���!//c0+c�c/,!�%"%�c��c.�*#!c3%0$%*c0$!c�,!*�0��'c!40!.*�(
*!03+.'c/!#)!*0M

��������YLP��HWF�HODVWLFVHDUFK�HODVWLFVHDUFK�\PO
      ...
      network.host: 0.0.0.0
      ...

�0�.0c0$!c�(�/0%��!�.�$c/!.2%�!M@K

      ��V\VWHPFWO�VWDUW�HODVWLFVHDUFK

�!.%"5c%"c0$!c�(�/0%��!�.�$c/!.2%�!c%/c(%/0!*%*#c+*c,+.0c9200M87K

��������QHWVWDW��QWSO�_�JUHS�����
      tcp6       0      0 :::9200     :::*     LISTEN    27956/java

&RQILJXULQJ�(ODVWLF6HDUFK
�!c$�2!c�c"%./0c%*/0�*�!c+"c�(�/0%��!�.�$c1,c�* c.1**%*#Kc�*c0$%/c/!�0%+*Lc3!c3%((c$%#$(%#$0c�
"!3c%),+.0�*0c0+,%�/c.!(�0! c0+c0$!c�(�/0%��!�.�$c�+*"%#1.�0%+*c/!01,c3$!*c !�(%*#c3%0$c�
(�.#!c�)+1*0c+"c%* !4%*#c+,!.�0%+*/Kc�!c$�2!c�(.!� 5c)!*0%+*! c�c#.!�0c��,��%(%05c+"
�(�/0%��!�.�$Mc���(��%(%05Kc�,!*�0��'c(+#/c�+1( c#+c�!5+* c +6!*/c+"c	%#��50!/c,!.c �5Lc%*
0$%/c��/!Lc3!c"��!c�*c%* !4%*#c,!."+.)�*�!c%//1!Kc�1*%*#c�(�/0%��!�.�$c,!."+.)�*�!c)�5
!4,+/!c/!2!.�(c'*+�/c5+1c)�5c03%  (!Lc0$�0c%/c�!5+* c0$!c/�+,!c+"c0$%/c�$�,0!.Kc�*c0$!
+0$!.c$�* Lc(!0X/c�+2!.c%*c�c*10/$!((Lc�c"!3c%*0!.!/0%*#c�+*"%#1.�0%+*c %.!�0%2!/c0$�0c3%((
#1% !c1/c0+c,.!,�.!c�*c�(�/0%��!�.�$c�(1/0!.c��,��(!c+"c#.+3%*#K

'HILQLQJ�(ODVWLF6HDUFK�UROHV
�*c�(�/0%��!�.�$c*+ !c��*c�!c�//%#*! c0$!c"+((+3%*#c.+(!/M

��/0!.`�+ !Mc�$!c)�*�#!.c*+ !c0$�0c�+*0.+(/c0$!c/0�0!c+"c0$!c�(1/0!.
��0�`�+ !Mc�$!c�+.!c*+ !c0$�0c$+( c0$!c �0�
�1!.5`�##.!#�0+.`�+ !Mc�c(+� c��(�*�!.c*+ !c0$�0c.!/,+* /c0+c0$!c�(%!*0
.!-1!/0/c�5c%*%0%�0%*#c-1!.%!/c"+.c.!/1(0/c".+)c��0�c�+ !/K
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�*c�c(�.#!c�* c$!�2%(5c%* !4%*#c�(�/0%��!�.�$c!*2%.+*)!*0Lc%0c%/
.!�+))!* ! c0+c ! %��0!c0$.!!c*+ !/c�/c)�/0!.c0+c$�* (!c0$!c�(1/0!.c/0�0!
"�/0c!*+1#$K

�5c !"�1(0Lc!��$c�(�/0%��!�.�$c/!.2!.c��*c/!.2!c�/c�c)�/0!.Lc �0�Lc�* c,!."+.)c�/c�c-1!.5
�##.!#�0+.c*+ !c�0c+*�!Kc�$!*c !�(%*#c3%0$c�c(�.#!c!*2%.+*)!*0Lc%0c%/c.!�+))!* ! c0+
0$%*'c%*c� 2�*�!c0+c !/%#*�0!c)+.!c�(�/0%��!�.�$c/!.2!./c3%0$c %""!.!*0c.+(!/K

�+c(!�.*c)+.!c+*c�!/0c,.��0%�!/c"+.c�(�/0%��!�.�$c/��(��%(%05Lc0$!c�(�/0%�
+""%�%�(c3!�/%0!c,.+2% !/c,!.0%*!*0c0%,/c+*c$+3c0+c,(�*c"+.c(�.#!
!*2%.+*)!*0/c0$�0c��*c�!c"+1* c$!.!M
https://www.elastic.co/guide/en/elasticsearch/guide/current/scal
e.html

�+c)�'!c1/!c+"c0$!c*+ !c !"%*%0%+*/c%*c0$!c�(�/0%��!�.�$c�(1/0!.Lc1/!c0$!
elasticsearch.ymlc�+*"%#1.�0%+*c"%(!c0+c/,!�%"5c.+(!/M

�$!c�(1/0!.c*�)!M

        cluster:
        ...
        name:   elk_pp_cluster

�$!c)�/0!.c*+ !M

        ...
        node.master: true
        node.data: false

�$!c �0�c*+ !M

        ...
        node.master: false
        node.data: true

�$!c-1!.5c�##.!#�0+.c*+ !M

        ...
        node.master: false
        node.data: false

https://www.elastic.co/guide/en/elasticsearch/guide/current/scale.html
https://www.elastic.co/guide/en/elasticsearch/guide/current/scale.html
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Extending ElasticSearch capabilities
�$!c�(�/0%��!�.�$c)+ 1(!c,.+2% !/c)+.!c� 2�*�! c��,��%(%0%!/c0$�0c"��%(%0�0!c %""!.!*0c0�/'/
3$%�$c%*�(1 !c%* !4%*#Lc/$�. %*#Lc�* c�(1/0!.c)�*�#!)!*0c1/%*#c,(1#%*/Kc�(�/0%��!�.�$
!4,+/!/Lc�5c !"�1(0Lc�c/+,$%/0%��0! c����"1(c���c%*0!."��!Kc�+/0c+"c0$!c !2!(+,! c,(1#%*/
+""!.c�c����c�(%!*0c!*��(%*#c�+))1*%��0%+*Lc,+0!*0%�((5c3%0$c0$!c�(�/0%��!�.�$c���c%*c�
)1�$c!�/%!.c3�5Kc�+/0(5Lc,(1#%*/c�.!c+,"Lc��.2!(Lc�* c�$%!( c0+c*�)!c�c"!3Kc�c"1((c(%/0c+"
/1,,+.0! c,(1#%*/c"+.c0$!c(�0!/0c2!./%+*c��*c�!c"+1* c$!.!M
https://www.elastic.co/guide/en/elasticsearch/plugins/master/index.html

�%*�!c3!c$�2!c0$!c(�0!/0c/0��(!c2!./%+*c+"c�(�/0%��!�.�$c%*/0�((! c�0c0$!c0%)!c+"c3.%0%*#c0$%/
�++'Lc3!c3%((c%*0.+ 1�!c�* c%*/0�((c�*c�)�6%*#c�((a%*a+*!c,(1#%*c0$�0c�+)!/c3%0$c %""!.!*0
!40!*/%+*c,(1#%*/c%*�(1 %*#Mc/!�1.%05Lc)+*%0+.%*#Lc%*0!.*�(c�(!.0%*#Lc�* c1/�#!c.!,+.0%*#K
�$!c*!3c�+),+*!*0c!40!*/%+*c��((! c4_,��'Lc!*��(!/c#.�,$/c1* !.c%��*�c3%0$+10c,(��%*#
�*c!40.�c ! %��0! c!* ,+%*0c �/$�+�. K

4a,��'c1*%"%!/c0$!c)+/0c1/! c�(�/0%��!�.�$c,(1#%*/c%*c0$!c2!./%+*c,.%+.c0+
<K7c%*c+*!c!40!*/%+*c0$�0c,��'�#!/c/$%!( Lc3�0�$!.Lc�* c)�.2!(K

�$!c*!40c3%6�. c3%((c#1% !c5+1c0$.+1#$c�c"!3c/0!,/c+*c$+3c0+c%*/0�((c4a,��'c1/%*#
�(�/0%��!�.�$c,(1#%*c�+))�* a(%*!c0++(M

�+3*(+� c0$!cx-pack zipc"%(!c%*0+c�c0!),+.�.5c %.!�0+.5c/1�$c�/c/tmpc"+( !.M8K

      >URRW#HOV����WPS@��ZJHW�KWWSV���DUWLIDFWV�HODVWLF�FR�
������GRZQORDGV�SDFNV�[�SDFN�[�SDFN�������]LS

��'!c/1.!c0$�0celasticsearchc/!.2%�!c%/c*+0c.1**%*#M9K

��������V\VWHPFWO�VWRS�HODVWLFVHDUFK

�1*c0$!celasticsearch-pluginc�+))�* a(%*!c0++(c".+)c0$!c�(�/0%��!�.�$:K
%*/0�((c %.!�0+.5c�5c/,!�%"5%*#c0$!c��/+(10!c,�0$c+"c0$!cx-packc6%,c"%(!M

��������FG��XVU�VKDUH�HODVWLFVHDUFK
��������ELQ�HODVWLFVHDUFK�SOXJLQ�LQVWDOO�ILOH����WPS�[�SDFN�������]LS

	.�*0c4a,��'c,!.)%//%+*/c0+c�((+3c0$!c��0�$!.c�  a+*c0+c/!* c!a)�%(;K
*+0%"%��0%+*/M

������...
������* javax.net.ssl.SSLPermission setHostnameVerifier

https://www.elastic.co/guide/en/elasticsearch/plugins/master/index.html
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�!!ch t t p ://d o c s . o r a c l e . c o m /j a v a s e /8/d o c s /t e c h n o t e s /g u i d e s /s e c u r

i t y /p e r m i s s i o n s . h t m l "+.c !/�.%,0%+*/c+"c3$�0c0$!/!c,!.)%//%+*/c�((+3
�* c0$!c�//+�%�0! c.%/'/Kc�+*0%*1!c3%0$c%*/0�((�0%+*O
[y/N]y

�$%/c3%((c1*,��'c�* c%*/0�((c0$!c4a,��'c,(1#%*M

�0�.0c0$!c�(�/0%��!�.�$c/!.2%�!M<K

��������V\VWHPFWO�VWDUW�HODVWLFVHDUFK

�!.%"5c0$�0c0$!c*!3c,(1#%*c%/c%*/0�((! c�+..!�0(5c�5c�$!�'%*#c0$!c,(1#%*c(%/0c�/=K
"+((+3/M

��������ELQ�HODVWLFVHDUFK�SOXJLQ�OLVW
      x-pack

Installing Kibana
�*/0�((%*#c0$!c(�0!/0c2!./%+*c+"c%��*�c�0c0$!c0%)!c+"c3.%0%*#c��*c�!c,!."+.)! c�/c"+((+3/M

�.!�0!c�c*!3c%��*�c/+1.�!c(%/0c3%0$c0$!c"+((+3%*#c�+*0!*0M8K

��������YLP��HWF�\XP�UHSRV�G�NLEDQD�UHSR
      [kibana-5.x]
      name=Kibana repository for 5.x packages
      baseurl=https://artifacts.elastic.co/packages/5.x/yum
      gpgcheck=1
      gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
      enabled=1
      autorefresh=1
      type=rpm-md

�, �0!c0$!cyumc,��'�#!c �0���/!c�* c%*/0�((c%��*�M9K

      ��\XP�XSGDWH��\�		�\XP�LQVWDOO�NLEDQD��\

�1*c0$!c"+((+3%*#c�+))�* a(%*!c0+c/0�.0ckibana onc�++0c1,M:K

      ��FKNFRQILJ�NLEDQD�RQ

http://docs.oracle.com/javase/8/docs/technotes/guides/security/permissions.html
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Configuring Kibana
%��*�c%/c*+3c%*/0�((! c�* c3!c3%((c*!! c0+c� &1/0c�c"!3c/!00%*#/c%*c%0/c�+*"%#1.�0%+*c"%(!c�/
"+((+3/M

�((+3c!40!.*�(c�+**!�0%+*/c0+c1/!c%��*�c�5c/!00%*#c0$!cservers.hostc %.!�0%2!8K
%*c0$!c/etc/kibana/kibana.ymlc�+*"%#1.�0%+*c"%(!c�/c"+((+3/M

��������YLP��HWF�NLEDQD�NLEDQD�\PO
      server.host: 0.0.0.0

��'!c/1.!c0+c.!/0.%�0c0$!c�((+3! c��c.�*#!c%*c5+1.c!40!.*�(c*!03+.'K

�,0%+*�((5Lc,+%*0c%��*�c�0c0$!c�(�/0%��!�.�$c�(1/0!.c%*/0�*�!Kc�+.c0$!c/�'!c+"9K
/%),(%�%05Lc3!c�.!c.1**%*#c%��*�c%*c0$!c/�)!c�(�/0%��!�.�$c/!.2!.c3$%�$c%/
(+��($+/0c�5c !"�1(0M

      elasticsearch_url: http//localhost:9200

�0�.0c%��*�c�* c�$!�'c%"c%0c%/c.1**%*#c�5c�$!�'%*#c%0/c !"�1(0c,+.0c5601M:K

��������VHUYLFH�NLEDQD�VWDUW
��������QHWVWDW��QWSO�_�JUHS�NLEDQD
      tcp       0      0.0.0.0:5601    0.0.0.0:*    LISTEN   5111/node

�$!c*!40c/0!,c3%((c/!0c1,c�c.!2!./!c,.+45c/+c1/!./c��*c���!//c%��*�c!40!.*�((5K;K
�$%/c��*c�!c��$%!2! c�5c%*/0�((%*#c�#%*4c�* chttpd-toolsM

��������\XP�LQVWDOO�QJLQ[�KWWSG�WRROV��\

�*�!c%*/0�((! Lc3!c3%((c.! %.!�0c
���c0.�""%�c0+c+1.c%��*�c�,,(%��0%+*c(%/0!*%*#<K
+*c,+.0c<=78c(+��((5Kc�.!�0!c�c*!3c%��*�c�+*"%#1.�0%+*c"%(!c%*c�#%*4c1* !.
/etc/nginx/conf.d/c�/c"+((+3/M

��������YLP��HWF�QJLQ[�FRQI�G�NLEDQD�FRQI
      server {
      listen 80;
      server_name els001.pp;
      auth_basic "Restricted Access";
      auth_basic_user_file /etc/nginx/htpasswd.users;
      location / {
          proxy_pass http://localhost:5601;
          proxy_http_version 1.1;
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          proxy_set_header Upgrade $http_upgrade;
          proxy_set_header Connection 'upgrade';
          proxy_set_header Host $host;
          proxy_cache_bypass $http_upgrade;
        }
      }

�$!.!cserver_namec%/c0$!chostnamec+"c+1.c��c%*/0�*�!c.1**%*#c%��*�K

�"c�!*0��c�* c���%*14c�.!c.1**%*#Lc)�'!c/1.!c0+c!*��(!c0$!c
���
 �!)+*c%*c0$!c���%*14c,+(%�%!/c�5c/!00%*#
httpd_can_network_connectc0+c�M
��VHWVHERRO��3�KWWSGBFDQBQHWZRUNBFRQQHFW��

�!"+.!c/0�.0%*#c�#%*4Lc(!0X/c%*/0�((cx-packc%*0+c%��*�Kc�$!c*!3c,(1#%*c3%((=K
!*��(!c%��*�c0+c!4,(+%0c%0/c/!�1.%05c"!�01.!c"+.c(+#%*c�* c �/$�+�. /M

      ��FG��XVU�VKDUH�NLEDQD
��������ELQ�NLEDQD�SOXJLQ�LQVWDOO�ILOH����WPS�[�SDFN�������]LS

�$%/c3%((c!40!* c0$!c%*/0�((! c,(1#%*c(%/0c"+.c%��*�c0$�0c��*c�!c�$!�'! c�/>K
"+((+3/M

��������ELQ�NLEDQD�SOXJLQ�OLVW
      x-pack@5.1.1

�0�.0c0$!c�#%*4c/!.2%�!M?K

      ��VHUYLFH�QJLQ[�VWDUW
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%��*�c��*c�!c���!//%�(!c�5c1/%*#c�c�.+3/!.c�* c#+%*#c0+c0$!c����c+.c��@K
�  .!//c+"c+1.c��c/!.2!.Kc�*�!c�0c0$!c(+#%*c,�#!Lc1/!c !"�1(0c1/!.*�)!
elasticc�* c,�//3+. cchangemec0$�0c�+)!/c3%0$c0$!c4a,��'c)+ 1(!Lc3$%�$c$�/
/1,!.c1/!.c,.%2%(!#!/c"+.c0$!c3$+(!c��c/0��'Kc�/c0$!c,�//3+. c.!-1%.!/
�$�*#%*#Lc%0c��*c�!c,!."+.)! c2%�c0$!c�+))�* a(%*!c".+)c0$!c��c/!.2!.M

      ��FXUO��;387��X�HODVWLF�
ORFDOKRVW������B[SDFN�VHFXULW\�XVHU�
������HODVWLF�BSDVVZRUG
��G�^�SDVVZRUG�����$PD]LQJ3DVVZRUG�`


�$!c"%./0c%��*�c,�#!c3%((c(++'c!),05c/%*�!c3!c$�2!c*+0c�+*"%#1.! c�*5c%* !487K
,�00!.*/c/+c"�.M
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�+c/,!! c1,c+1.c%��*�c/!01,Lc�(�/0%�c!4,+/!/c/�),(!c%��*�c �/$�+�. /88K
%*�(1 %*#c�!�0/c%* !4c,�00!.*/c�/c3!c%*0!* c0+c1/!c�%(!�!�0c"+.c/$%,,%*#c(+#/c�* 
%* !4%*#c �0�Kc�+c +3*(+� c0$!)Lc.1*c0$!c"+((+3%*#c�+))�* a(%*!M

      ��FXUO��/��2�KWWSV���GRZQORDG�HODVWLF�FR�EHDWV�GDVKERDUGV�
������EHDWV�GDVKERDUGV�������]LS
��������XQ]LS�EHDWV�GDVKERDUGV��]LS

�+� c0$!c +3*(+� ! c �/$�+�. /c�* c�!�0c%* !4c,�00!.*/c%*0+c�(�/0%��!�.�$M89K

      ��FG�EHDWV�GDVKERDUGV�
����������ORDG�VK

�$!*c���!//%*#c%��*�Lc0$!c*!40c%* !4c,�00!.*/c3%((c�!c�2�%(��(!M8:K

�!0X/c)+2!c0+c%*/0�((c�+#�0�/$c�* c/0�.0c�+*"%#1.%*#c+1.c"%./0c%* !4c,�00!.*c/+c�,!*�0��'c(+#
"%(!/c��*c�!c/$%,,! c�* c%* !4! c�5c�(�/0%��!�.�$K

Installing LogStash
�*/0�((%*#c0$!c(�0!/0c2!./%+*c+"c�+#�0�/$c�0c0$!c0%)!c+"c3.%0%*#c0$%/c�++'c��*c�!c���+),(%/$! 
�/c"+((+3/M

�.!�0!c�c*!3c�+#�0�/$c/+1.�!c(%/0c3%0$c0$!c"+((+3%*#c�+*0!*0M8K

��������YLP��HWF�\XP�UHSRV�G�ORJVWDVK�UHSR
������>ORJVWDVK���[@
      name=Elastic repository for 5.x packages
      baseurl=https://artifacts.elastic.co/packages/5.x/yum
      gpgcheck=1
      gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
      enabled=1
      autorefresh=1
      type=rpm-md
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�, �0!c0$!c51)c,��'�#!c �0���/!c�* c%*/0�((c%��*�M9K

��������\XP�XSGDWH��\�		�\XP�LQVWDOO�ORJVWDVK��\

�1*c0$!c"+((+3%*#c�+))�* a(%*!c0+c/0�.0c%��*�c+*c�++0c1,M:K

��������FKNFRQILJ�ORJVWDVK�RQ

Configuring LogStash
�/c)!*0%+*! c%*c�c,.!2%+1/c/!�0%+*Lc3!c3%((c�!c1/%*#c�%(!�!�0c0+c/$%,c+1.c�,!*�0��'c(+#
!*0.%!/c%*c�c/!�1.!c3�5K

�+c2!.%"5c0$!c% !*0%05c+"c+1.c�+#�0�/$c/!.2!.Lc3!c3%((c*!! c0+c,.+�!! c�/c"+((+3/M

� %0c0$!csubjectAltNamecQ���Rc %.!�0%2!c(+��0! c1* !.c0$!c[v3_ca]c/!�0%+*c%*8K
0$!c/etc/pki/tls/openssl.cnf filec�* c(+��0!c0$!c"+((+3%*#M

        ...[v3_ca]
        subjectAltName=IP: 172.28.128.19

�$%/c3%((c.!/+(2!c0$!c,.%2�0!c��c+"c0$!c��c/!.2!.c�* c�((+3c5+1c0+c#�0$!.
(+#/c".+)c�,!*�0��'c/!.2!./K

�$!c*!40c/0!,c.!-1%.!/c#!*!.�0%*#c�*c���c�!.0%"%��0!c�* c,.%2�0!c'!59K
1* !.c/etc/pki/tlsc %.!�0+.5M

��������FG��HWF�SNL�WOV
��������RSHQVVO�UHT��FRQILJ��HWF�SNL�WOV�RSHQVVO�FQI��[�����GD\V�����
�������EDWFK��QRGHV��QHZNH\�UVD�������NH\RXW�SULYDWH�ORJVWDVK�
������IRUZDUGHU�NH\��RXW�FHUWV�ORJVWDVK�IRUZDUGHU�FUW

�+0%�!c0$�0c0$!c+10�+)!c+"c0$%/c�+))�* c%/c�clogstash-
forwarder.crtc�!.0%"%��0!c"%(!c0$�0c3%((c�!c�+,%! c0+c�((c+1.c�,!*�0��'
,.+ 1�0%+*c/!.2!./K
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LogStash in action
	!00%*#c1,c0+c/,!! c3%0$c�+#�0�/$c%*2+(2!/c#!00%*#c0+c#.%,/c3%0$c�c��/%�c�+*"%#1.�0%+*K
��/%��((5Lc3!c"%* c0$.!!c)�%*c/!�0%+*/c%*c�*5c#%2!*c�+#�0�/$c�+*"%#1.�0%+*c !/�.%�! c�/
"+((+3/M

�*,10Mc�!"%*!/c$+3c!2!*0/c�.!c#!*!.�0! c�* c#!0c%*0+c�+#�0�/$
�%(0!./Mc�!"%*!/c0$!c3�5c!2!*0/c�.!c)�*%,1(�0! c�* c�1/0+)%6! 
�10,10/Mc�!"%*!/c$+3c!2!*0/c��*c�!c/!*0c".+)c�+#�0�/$c0+c�*c!40!.*�(c/5/0!)

�*c!4�),(!c+"c�c�+#�0�/$c�+*"%#1.�0%+*c"%(!c%/c�/c"+((+3/M

input {
    stdin { }
    ...
  }
filter {
     ...
}
output {
    stdout {
    .....
}

�*,10c�* c�10,10c�(+�'/c !"%*!c!2!*0/c.!/,!�0%2!(5c".+)c�����c�* c0+c������
/0�* �. /c/0.!�)/c%*c0$!c�^�c+"c0$!c0!.)%*�(Kc�*c�+#�0�/$Lc!2!*0/c!*0!.%*#c2%�c�*,10
)+ %"%! c%*c"%(0!.c�* c!* %*#c1,c2%�c�10,10c"+.)c�c,%,!(%*!K

�%'!c�(�/0%��!�.�$Lc0$!c�+#�0�/$c,.+�!//%*#c,%,!(%*!c��*c�!c!*$�*�! c�5c1/%*#c,(1#%*/c"+.
!��$c/!�0%+*c !/�.%�! c,.!2%+1/(5K

�$!c)+/0c1/! c�+#�0�/$c,(1#%*/c"+.c0$!c%*,10c/!�0%+*c�.!c"%(!Lc�!�0/Lc/0 %*L
(1)�!.&��'Lc�* c!(�/0%�/!�.�$Kc�$!c"%(0!.c/!�0%+*c/1,,+.0/c/+)!c,+3!."1(
,(1#%*/c/1�$c�/c#.+'Lc)10�0!Lc */Lc�* c)1(0%(%*!Kc��0!(5Lc0$!c�10,10c/!�0%+*
%*0.+ 1�! c0$!c�"'�c,(1#%*c"+.c3.%0%*#c!2!*0/c0+c�"'�c�)+*#c+0$!.
,(1#%*/c/1�$c�/c"%(!Lc/0 +10Lc!(�/0%�/!�.�$Lc�* c.! %/Kc�+c(!�.*c)+.!c��+10c0$!
(�0!/0c!4%/0%*#c,(1#%*/c"+.c %""!.!*0c�+#�0�/$c/!�0%+*/Lc�$!�'c+10c0$!
"+((+3%*#c�(�/0%�c3!�/%0!c(%*'M
www.elastic.co/support/matrix#show_logstash_plugins

�+#�0�/$c�!�+)!/c2!.5c,+3!."1(c3%0$c0$!c(�0!/0c2!./%+*/c0$�*'/c0+c0$!c !2!(+,)!*0c+"
#.!�0c,(1#%*/c0$�0c.!/+(2!c/!2!.�(c�$�((!*#!/c+"c,.+�!//%*#c�+),(!4c!*0.%!/K

http://www.elastic.co/support/matrix#show_logstash_plugins
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��'%*#c� 2�*0�#!c+"c!4,(+%0%*#c0$+/!c,(1#%*/c3+1( c#!*!.�0!c�c(+*#c�+*"%#1.�0%+*c"%(!Kc�0
/+)!c,+%*0Lc3!c3%((c*!! c0+c/%),(%"5c+1.c!2!*0c,.+�!//%*#c,%,!(%*!c�5c)+ 1(�.%6%*#c0$!
�+#�0�/$c�+*"%#1.�0%+*Kc�c/%),(!c�,,.+��$c%/c0+c1/!c0$.!!c %""!.!*0c"%(!/c"+.c!��$c0+,%�M
%*,10/Lc"%(0!./Lc�* c+10,10/M

�.!�0!c�c*!3c%*,10c"%(!c1/%*#c0$!c�!�0/c,(1#%*c�/c"+((+3/M8K

����YLP��HWF�ORJVWDVK�FRQI�G����EHDWV�LQSXWV�FRQI
    input {
    beats {
      port => 5044
      ssl => true
      ssl_certificate => "/etc/pki/tls/certs/logstash-
forwarder.crt"
        ssl_key => "/etc/pki/tls/private/logstash-forwarder.key"
     }
  }

�*c0$%/c3�5Lc�+#�0�/$c3%((c1/!c�*c���c�!.0%"%��0!c�* c#!*!.�0!c�c,.%2�0!c'!5c0+
/$%,c(+#/c1/%*#c�!�0/c%*,10c(%/0!*%*#c+*c,+.0c<7;;K

�$!c/!�+* c/!�0%+*c��*c�!c !/�.%�! c%*c�c/!,�.�0!c"%(!c1* !.c0$!9K
/�)!c/etc/logstash/conf.d/c %.!�0+.5Kc�!c3%((c(!�2!c0$!c%),(!)!*0�0%+*c+"
+1.c"%./0c"%(0!.c"+.c�,!*�0��'c)!//�#!/c%*c0$!c*!40c/!�0%+*M

    ��WRXFK��HWF�ORJVWDVK�FRQI�G����RSHQVWDFN�ILOWHU�FRQI

�$!c(�/0c+10,10c/!�0%+*c%/c !,%�0! c%*c�c*!3c"%(!c1/%*#c0$!celasticsearch:K
,(1#%*M

output {
  elasticsearch {
     hosts => ["localhost:9200"]
     sniffing => true
     manage_template => false
     index => "%{[@metadata][beat]}-%{+YYYY.MM.dd}"
     document_type => "%{[@metadata][type]}"
  }
}

�$%/c3%((c%*/0.1�0c�+#�0�/$c0+c/0+.!c �0�c�/c�!�0/c%*c0$!c�(�/0%��!�.�$c/!.2!.
.1**%*#c(+��((5c�* c(%/0!*%*#c+*c,+.0c9200Kc�!c3%((c!4,!�0c�c*!3c%* !4c3%0$
0$!c"+.)�0Mcfilebeat-YYYY.MM.dd
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�1.c"%./0c��/%�c�+#�0�/$c�+*"%#1.�0%+*c%/c.!� 5c"+.c0!/0%*#Kc�+#�0�/$c�+)!/c3%0$c�;K
#.!�0c0!/0c�+))�* a(%*!c0++(c0+c0!/0c0$!c�+..!�0*!//c+"c+1.c�+#�0�/$c�+*"%#1.�0%+*
"%(!/Kc�!c3%((c&1/0c*!! c0+c/,!�%"5c0$!c,�0$c+"c+1.c�+*"%#1.�0%+*c %.!�0+.5c�/
"+((+3/M

���������XVU�VKDUH�ORJVWDVK�ELQ�ORJVWDVK��W��I��HWF�ORJVWDVK�FRQI�G�
      Configuration OK

�"c5+1c#!0c�c/5*0�4c!..+.Lc0$!c,.!2%+1/c�+))�* a(%*!c3%((c$!(,c0+c,+%*0
 %.!�0(5c0+c0$!c)%/(!� %*#c(%*!c%*c�c/,!�%"%�c�+*"%#1.�0%+*c/!�0%+*c"%(!K

�+c)�'!c,.+,!.c1/!c+"c�%(!�!�0Lc3!c3%((c*!! c0+c,.!,�.!c�c�%(!�!�0c%* !4c/+c0$�0<K
�(�/0%��!�.�$c3%((c�!c��(!c0+c�*�(56!c�!�0/c"%!( /c/$%,,! c�5c�+#�0�/$Kc�!c$�2!
�(.!� 5c�+*"%#1.! c�+#�0�/$c0+c+10,10c�((c%*,10/c0+c+1.c�(�/0%��!�.�$c%*/0�*�!Kc�
2!.5c/%),(!c�%(!�!�0c%* !4c0!),(�0!c��*c�!c +3*(+� ! c�/c"+((+3/M

      ��FXUO��2�KWWSV���JLVW�JLWKXEXVHUFRQWHQW�FRP�WKLVLVPLWFK�
�������������H����FF��E��F�UDZ�G�F���H�D�DGFHD�E�IH�����
������H��DEDE�I��I����ILOHEHDW�LQGH[�WHPSODWH�MVRQ

�+� %*#c0$!c0!),(�0!c��*c�!c,!."+.)! c1/%*#c0$!c�(�/0%��!.��$c����c���M=K

��������FXUO��;387�
KWWS���ORFDOKRVW������BWHPSODWH�ILOHEHDW"SUHWW\

�������G#ILOHEHDW�LQGH[�WHPSODWH�MVRQ
      Output:
        {
          "acknowledged" : true
        }

�$!c)!//�#!c+10,10c%* %��0!/c0$�0c+1.c0!),(�0!c3�/c1,(+� ! c/1��!//"1((5K

�5c !"�1(0Lclogstash-*c%/c�//1)! c�/c0$!c !"�1(0c%* !4c%*c%��*�Kc�/%*#
�%(!�!�0c3+1( c.!-1%.!c�c,.%+.c/!01,c+"c0$!c�%(!�!�0c%* !4c/+c �0�c3%((c�!
"! c0+c�(�/0%��!�.�$c0$.+1#$c�%(!�!�0Kc�!�.c%*c)%* c0$�0c�$�*#%*#c0$!
*�)!c+"c0$!c%* !4c)!*0%+*! c%*c0$!c�+#�0�/$c+10,10c/!�0%+*c/$+1( c.!"(!�0
0$!c/�)!c*�)!c�+*2!*0%+*c%*c0$!c�+*"%#1.! c%* !4K

�+c/0�.0c/$%,,%*#c(+#/c0$.+1#$c�+#�0�/$c3!c3%((c*!! c0+c/!0c1,c+1.c�,!*�0��'c/!.2!./K
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Preparing LogStash clients
�*c0$!c,.!2%+1/c/!�0%+*Lc�*c���c�!.0%"%��0!c$�/c�!!*c#!*!.�0! c0+c�10$!*0%��0!c�#�%*/0c0$!
�+#�0�/$c/!.2!.c�* c3%((c�!c�+,%! c0+c0$!c.!/0c+"c0$!c�+#�0�/$c�(%!*0/Lc3$%�$c�.!Lc%*c+1.c��/!L
0$!c %""!.!*0c�,!*�0��'c/!.2!./Kc�!0X/c/0�.0c3%0$c+1.c"%./0c�(+1 c�+*0.+((!.c�,!*�0��'c/!.2!.M

�*c0$!c�(+1 c�+*0.+((!.c/!.2!.Lc�.!�0!c�c*!3c�!.0c %.!�0+.5c0+c/0%�'c0+c0$!c/�)!8K
 %.!�0+.5c,�0$c/!01,c"+.c�((c/!.2!./c�* c�+,5c+2!.c0$!c�!.0%"%��0!c"%(!c�/c"+((+3/M

      #FF���a@��PNGLU���HWF�SNL�WOV�FHUWV
������#FF���a@��VFS�SDFNWSXE#���������������HWF�SNL�WOV�FHUWV�
������ORJVWDVK�IRUZDUGHU�FUW����HWF�SNL�WOV�FHUWV�

�!0X/c)+2!c0+c%*/0�((c0$!c�%(!�!�0c�(%!*0c,��'�#!c%*c0$!c"%./0c�,!*�0��'c�(+1 9K
�+*0.+((!.c/!.2!.c�5c�.!�0%*#c�c*!3c51)c �0���/!c/+1.�!c,��'�#!c"+.c�%(!�!�0M

������#FF���a@��YLP��HWF�\XP�UHSRV�G�HODVWLF�EHDWV�UHSR
      [beats]
      name=Elastic Beats Repository
      baseurl=https://packages.elastic.co/beats/yum/el/$basearch
      enabled=1
      gpgkey=https://packages.elastic.co/GPG-KEY-elasticsearch
      gpgcheck=1

�, �0!c0$!c51)c,��'�#!c �0���/!c�* c%*/0�((c�%(!�!�0M:K

      ��\XP�XSGDWH��\�		�\XP�LQVWDOO�ILOHEHDW��\

�*/0.1�0%*#c0$!c�+#�0�/$c�(%!*0c/!.2!.c%/c/0.�%#$0"+.3�. c�5c! %0%*#c+*!c�(%!*0X/;K
�%(!�!�0c�+*"%#1.�0%+*c"%(!c/etc/filebeat/filebeat.ymlKc�!0X/c/0�.0c�5
� &1/0%*#c(%*!/c".+)c.!/1(0/c�* c,�.�)!0!./c�+((!�0! c".+)c,.!2%+1/c/0!,/Kc�$!
"%./0c!4�!.,0c,+%*0/c0+c0$!c��c$+/0c,.%2�0!c��c�  .!//c.1**%*#c�+#�0�/$Kc�$!�'
0$!c�+#�0�/$a�/a+10,10c/!�0%+*c�* c�$�*#!c0$!c !"�1(0c��c�  .!//c0+c0$!c+*!c5+1
$�2!c$� c�+*"%#1.! M

      ...
      ### Logstash as output
      logstash
          # The Logstash hosts
          hosts: ["172.47.0.10:5044"]

�*c0$!c/�)!c/!�0%+*Lc !"%*!c�c3%* +3c+"c)�4%)1)c*1)�!.c+"c!2!*0/c0$�0<K
�+#�0�/$c��*c,.+�!//c�0c+*!c0%)!M

      ...
      bulk_max_size: 2048
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�$!c�!.0%"%��0!c�+,%! c0+c0$!c�+#�0�/$c�(%!*0c)��$%*!c)1/0c�!c/!0c%*c0$!c�%(!�!�0=K
�+*"%#1.�0%+*c"%(!c�5c,+%*0%*#c0+c0$!ctlsc/1�/!�0%+*M

      ...
          tls:
              certificate_authorities: ["/etc/pki/tls/certs/logstash-   
      forwarder.crt"]

�+3c3!c$�2!c0$!c��/%�c %.!�0%2!/c/!0c�* c.!� 5c0+c�$!�'c(+#c"%(!/c0$�0c3!c%*0!* >K
0+c/$%,Kc�$%/c��*c�!c�  .!//! c%*c0$!cprospectorsc/!�0%+*c�5c !"%*%*#c0$!c,�0$
+"c0$!c(+#c/+1.�!c"%(!Kc�+.c!4�),(!Lc0$!c*!40c!4�!.,0c3%((c%*/0.1�0c0$!c/$%,,%*#c+"
!5/0+*!c(+#c"%(!/M

      ...
           prospectors:
                  paths:
             - /var/log/keystone/keystone.log

�%0$%*c0$!c/�)!cprospectorsc/!�0%+*Lc%0c%/c,+//%�(!c0+c/,!�%"5c0$!c05,!c+"c!��$?K
(+#c"%(!c�* c+,0%+*�((5c�  c�c,�.0%�1(�.c0�#c"%!( Kc�$%/c3�5Lc/!�.�$%*#c!*0.%!/c"+.
�*5c05,!c+"c�,!*�0��'c(+#c"%(!/c3%((c�!c)1�$c!�/%!.c2%�c%��*�Kc�$!c*!40c!4�!.,0
3%((c�(�//%"5c�*5c'!5/0+*!c(+#c�/c"+((+3/Lc�cControl Planec +�1)!*0c0�##! c�/
keystoneM

      ...
           prospectors:
                  paths:
             - /var/log/keystone/keystone.log
                  document_type: Control Plane
                  fields:
                     tags: ["keystone"]

�0�.0c0$!cfilebeatc/!.2%�!M@K

      ��VHUYLFHFWO�VWDUW�ILOHEHDW

�1.c"%(0!./c�.!c*+0c���+),(%/$! c5!0Kc�!0X/c�$!�'c%*c0$!c"+((+3%*#c/!�0%+*c$+3c�,!*�0��'
(+#/c3%((c�!c(+� ! c1/%*#c�+#�0�/$c+*�!c/$%,,! c�5c�%(!�!�0c%*0+c�(�/0%��!�.�$K
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Filtering OpenStack logs
�+.c%*/0�*�!Lc3!c3%((c*+0c�!c��(!c0+c,�./!c+.c�.+3/!c�*5c%*,10c(+#c"%(!/c%*c+1.c#.�,$%��(c1/!.
%*0!."��!Kc�!c$�2!c+*(5c,.!,�.! c�* c!/0��(%/$! c�c�+**!�0%+*c�!03!!*c0$!c�(%!*0c�* c0$!
/!.2!.Kc�!c3%((c*!! c0+c�+*"%#1.!c+1.c�+#�0�/$c0+c !"%*!c�c3�5c+"c)�*%,1(�0%*#c/$%,,! 
"%(!/Kc�%(!c(+#/c"+.)�0/c�.!c*+0c/0�* �. Lc/!* %*#c(+#/c�/c+*!c�(+�c+"c �0�c3%((c*+0c�!c1/!"1(K
�$1/Lc3!c/!!'c�c3�5c+"c% !*0%"5%*#c0$!%.c05,!c�* c .%((c +3*c%*0+c!2!*0/c0+c!40.��0c0$!%.
2�(1!/Kc�$%/c�+*/0.1�0/c0$!c)�%*c$!�.0c+"c�+#�0�/$c�+*0.%�10%+*c%*c(+#c"%(!/c)�*�#!)!*0L
c"%(0!.%*#K

�*c+1.c��/!Lc3!c$�2!c %""!.!*0c(+#c"%(!/c#!*!.�0! c!%0$!.c�5c0$!c�%*14c/5/0!)c+.c�5c+0$!.
/!.2%�!/Lc)+/0c%),+.0�*0(5c�,!*�0��'c+*!/K

�+0!c0$�0c�5/(+#c)!//�#!/c��*c�!c1/!"1(c�/c3!((c/%*�!c0$!5c0.��'c +3*c0$!
%*0!.*�(c/5/0!)c)!//�#!/c+"c0$!c��/!c+,!.�0%*#c/5/0!)c.1**%*#c5+1.
�,!*�0��'c*+ !K

�10c3$�0c)%#$0c�!c)+/0c%*0!.!/0%*#c%/c$+3c3!c��*c�(�//%"5c+1.c(+#/c�5c05,!c%*c0$!c"%./0c,(��!K
�$!c"%(0!.c,(1#%*c��*c��$%!2!c+1.c.!-1%.!)!*0/Lc�5c�,,(5%*#c"%(0!.c�+* %0%+*/c��/! c+*
�$+/!*c�* c/,!�%"%�c"%!( /K

�$!c"+((+3%*#c�+ !c/*%,,!0c !,%�0/c�c*!3cfilterc/!�0%+*c%*c+1.c�!*0.�(c�+#�0�/$
�+*"%#1.�0%+*c"%(!M

        filter{
        if [type] == "openstack" {
        grok {
        patterns_dir =>
        "/usr/share/logstash/vendor/bundle/jruby/1.9/gems/logstash-
        patterns-core-4.0.2/patterns/"
        match=>[ "message","%{TIMESTAMP_ISO8601:timestamp} %
       {NUMBER:response} %{AUDITLOGLEVEL:level} %{NOTSPACE:module} [%
        {GREEDYDATA:program}] %{GREEDYDATA:content}"]
          add_field => ["openstask"]
          add_tag => ["openstackmetrics"]
        }
        multiline {
          negate => false
          pattern => "^%{TIMESTAMP_ISO8601}%{SPACE}%{NUMBER}�%
          {SPACE}�    TRACE"
          what => "previous"
          stream_identity => "%{host}.%{filename}"
        }
      mutate {
          gsub => ['logmessage', "" ," " ]
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              }
      date {
          type   =>  "openstack"
          match => [ "timestamp", "yyyy-MM-dd HH:mm:ss.SSS" ]
            }
          }
        }

�!0X/c0�'!c�c�(+/!.c(++'c�0c0$!c*!3c"%(0!.c,(1#%*c/!�0%+*McgrokK`�$!c#.+'c"%(0!.c,�./!/c0!40c�* 
�5c0$!c)!�*/c+"c%0/c,�00!.*/Lc%0c,.+�!//!/c�* c/0.1�01.!/c%0c%*c�c)+.!c!(!#�*0c3�5K

�5c !"�1(0Lc�+#�0�/$c%*�(1 !/c/!2!.�(c#.+'c,�00!.*/c0$�0c/!.2!c0+c0�#
/,!�%"%�c"%!( /c�* c/1,,+.0c�1/0+)%6! c.!#1(�.c!4,.!//%+*/Kc�+c %/�+2!.
0$!c�2�%(��(!c#.+'c,�00!.*/Lc�$!�'c+10c0$!clogstash-patterns-core
,.+&!�0c%*c	%0
1�Lc3$%�$c��*c�!c"+1* c�0M
https://github.com/logstash-plugins/logstash-patterns-core/tree/
master/patterns.

�$!cgrokc/!�0%+*c !"%*!/c0$!c"+((+3%*#c+,0%+*/M

patterns_dirMc�+#�0�/$c�+)!/c3%0$c�c"!3c,�00!.*/c0$�0c��*c�!c"+1* c1* !.
�XVU�VKDUH�ORJVWDVK�YHQGRU�EXQGOH�MUXE\�����JHPV�ORJVWDVK�

SDWWHUQV�FRUH�;�;�;�SDWWHUQV�where ;�;�;c.!"!./c0+c0$!c%*/0�((! c2!./%+*
+"c�+#�0�/$c�5c !"�1(0Kc!!,c%*c)%* c0$�0c,�00!.*/c�.!c,��'�#! c.!#1(�.
!4,.!//%+*/c*!! ! c�5c0$!c"%(0!.c0+c,�./!c0$!c0!40c�* c"+.3�. c�*5c)�0�$c3%0$%*
0$!c.!#1(�.c!4,.!//%+*K
matchMc�$!c)�0�$c+,0%+*c%/c0$!cX$+./!c3+.'!./Xc+"c"%(0!.%*#c!2!*0/Lc3$%�$c !"%*!/
�*5c)�0�$%*#c+"c0$!c#.+'c!4,.!//%+*c3%0$%*c0$!c(+#c"%(!c"+.)�0K
add_fieldMc�"c0$!c"%(0!.c)�0�$!/c0$!c/!0c�+* %0%+*Lc%0c3%((c�  c�*c�  %0%+*�(c"%!( 
0+c0$!c,.+�!//! c!2!*0Kc�$%/c%/c1/!"1(c0+c+,0%)%6!c-1!.%!/c"+.c%* !4! c!2!*0/K
add_tagMc�"c0$!c"%(0!.c)�0�$!/c0$!c/!0c�+* %0%+*Lc%0c3%((c�  c�*c�  %0%+*�(c0�#c0+
0$!c,.+�!//! c!2!*0Kc�$!c2�(1!c05,!c%/c�*c0$!c�..�5c0$�0c!*��(!/c/!2!.�(c0�#/c,!.
!2!*0c�0c+*�!K

�((c�2�%(��(!c,(1#%*c"%(0!./c"+.c#.+'c��*c�!c"+1* c$!.!M
h t t p s ://w w w . e l a s t i c . c o /g u i d e /e n /l o g s t a s h /c u r r e n t /p l u g i n s - f i l t e

r s - g r o k . h t m l K

https://github.com/logstash-plugins/logstash-patterns-core/tree/master/patterns
https://github.com/logstash-plugins/logstash-patterns-core/tree/master/patterns
https://www.elastic.co/guide/en/logstash/current/plugins-filters-grok.html
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/!.2!.Kc�!c3%((c/$+3c�c/%),(!c!4�),(!c0$�0c/$%,/c(+#c"%(!/c".+)c�c�(+1 c�+*0.+((!.c"+.
�+),10!Lc% !*0%05Lc �/$�+�. Lc�* c*!03+.'c/!.2%�!/K

�!0X/c!40!* c+1.c�(+1 c�+*0.+((!.c�%(!�!�0c�+*"%#1.�0%+*c"%(!c�/c,!."+.)! c%*c0$!c�.!,�.%*#
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�,!�%"5c)1(0%,(!c,.+/,!�0+./c�5c%*�(1 %*#c)1(0%,(!c,�0$/c�* c�1/0+)c"%!( /c"+.8K
!��$c05,!c+"c�,!*�0��'c/!.2%�!c%*c0$!c,.+/,!�0+./c/!�0%+*M

        ...
            paths:
              - /var/log/horizon/*
            fields:
              tags: ["horizon", "dashboard", "openstack"]
         -
            paths:
              - /var/log/nova/*
            fields:
              tags: ["nova", "compute", "openstack"]
         -
            paths:
              - /var/log/neutron/*
             fields:
               tags: ["neutron", "network", "openstack"]

�  %0%+*�((5Lc3!c��*c/,!�%"5c0$!c#!*!.%�c05,!c"+.c%*�+)%*#c(+#/c".+)c0$!c�(+1 9K
�+*0.+((!.c)��$%*!c�5c! %0%*#c0$!c"+((+3%*#c %.!�0%2!M

       document_type: Control Plane

�$%/c/!00%*#c%/c2!.5c1/!"1(c0+c1* !./0�* c3$%�$c05,!c+"c +�1)!*0c%* !4! c�5
�(�/0%��!�.�$c%/c2%/%�(!c%*c%��*�K
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�*c0$!c��c/!.2!.Lc)+ %"5c0$!c�!�0/c%*,10c�+*"%#1.�0%+*c"%(!c�5c�  %*#c0$!c,�0$c+":K
!��$c�,!*�0��'c"%(!c/!.2%�!c1/%*#c0$!cfilec%*,10c,(1#%*M

        ...
       file {
         path => ['/var/log/keystone/*.log']
         tags => ['keystone', 'oslofmt']
         type => "openstack, identity"
       }
       file {
          path => ['/var/log/nova/*.log']
          tags => ['nova', 'oslofmt']
          type => "openstack, compute"
       }
       file {
          path => ['/var/log/horizon/*.log']
          tags => ['horizon', 'oslofmt']
          type => "openstack, dashboard"
       }
       file {
          path => ['/var/log/neutron/*.log']
          tags => ['neutron', 'oslofmt']
          type => "openstack, network"
       }

�$!c"%(0!.c�+*"%#1.�0%+*c"%(!c��*c�!c!40!* ! c1/%*#c�c�+* %0%+*/c/!0c"+.c!��$c05,!;K
+"c�,!*�0��'c(+#c/!.2%�!Kc���$c(+#c/!.2%�!c%/c0�##! c�* c�//+�%�0! c3%0$c03+
,+//%�(!c05,!/Lc3$%�$c�.!copenstackc�* c�*c�  %0%+*�(c/!.2%�!c�,!*�0��'c*�)!M
% !*0%05Lc�+),10!Lc �/$�+�. Lc+.c*!03+.'Kc�*c0$%/c��/!Lc%0c%/c,+//%�(!c0+c,!."+.)c�
)+.!c#.�*1(�.c"%(0!.%*#c�5c!��$c/!.2%�!c05,!c1/%*#c�+* %0%+*c/!0/c�* c0�#/c�/
"+((+3/M

      ...
      if "nova" in [tags] {
           grok {
              match => { "logmessage" => "[-] %{NOTSPACE:requesterip}
         [%{NOTSPACE:req_date} %{NOTSPACE:req_time}] %
         {NOTSPACE:method}         %{NOTSPACE:url_path} %
         {NOTSPACE:http_ver} %{NUMBER:response} % {NUMBER:bytes}
         %{NUMBER:seconds}" } add_field => ["nova", "compute"]
            add_tag => ["novametrics"]
          }
            mutate {
            gsub => ['logmessage',""",""]
          }
       }
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!2!*0/c3%((c�!c,�./! c�5c#.+'Lc�* c�  /c�  %0%+*�(c"%!( /Lcnovac�* ccomputeKc�1.%*#
/!�.�$Lc!2!*0/c3%((c�!c/$+3! c3%0$c�  %0%+*�(c0�#/c��((! c*+2�)!0.%�/Kc�$!c)10�0!c+,0%+*
3%((c.!,(��!c�*5c���'/(�/$c!*0.5c%*c0$!c!2!*0c(+#c3%0$c�c/,��!M

�$!c�,!*�0��'c"%(0!.c(+#c��*c�(/+c%*�(1 !c�c/+,$%/0%��0! c3�5c0+c !0!�0c"�%(! 8K
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grok_errorKc�$%/c��*c�!c��$%!2! c�5c�  %*#c0$!c"+((+3%*#c/*%,,!0M

        ...
        if !("_grokparsefailure" in [tags]) {
            grok {
               add_tag => "grok_error"
            }
         }
        ...

�!/0�.0c0$!c�%(!�!�0c,.+�!//c%*c0$!c�,!*�0��'c�(+1 c�+*0.+((!.c/!.2!.c0+c/0�.09K
/$%,,%*#c0$!c*!3c/!0c+"c(+#c �0�c0+c0$!c��c/!.2!.M

      ��V\VWFHPFWO�UHVWDUW�ILOHEHDW
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��ELQ�ORJDVWDVK��I��HWF�ORJVWDVK�FRQI�G����
FRQILJ�UHORDG�DXWRPDWLF



!!,%*#a�.��'a+"a�+#/a_a��a�* a�,!*�0��'

S`:?9`T

Visualizing OpenStack logs
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;74c.!/,+*/!c�+ !/c#!*!.�0! c�5c
+.%6+*Kc�(%�'c+*c0$!c/!�+* c�100+*c%*c0$!c1,,!.a(!"0c0++(
��.c+"c0$!c%��*�c%*0!."��!c*�)! c�%/1�(%6!c�* c�$++/!c�%!`�$�.0K
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�!(!�0c�.+)`�`*!3`/!�.�$c�5c/,!�%"5%*#c0$!c1/! c%* !4c"%(!�!�0_[Kc�+3c3!c��*c !"%*!c0$!
)!0.%�/c+"c0$!c �0�c2%/1�(%6�0%+*c�/c"+((+3/M

�,(%0`�(%�!/Mc�!(!�0c�+1*0c".+)c0$!c�##.!#�0%+*c .+,a +3*c(%/0K
�1�'!0/Mc�!(!�0c�%(0!./c".+)c0$!c .+,a +3*c(%/0c�* c�  c03+c�  %0%+*�(c"%(0!./K
�%(0!.`8Mc�*0!.c0$!c/!�.�$c-1!.5cfields.tags: dashboard and 50�Kc�$�*#!
0$!c*�)!c+"c0$!c(��!(c0+c<44K
�%(0!.`9Mc�*0!.c0$!c/!�.�$c-1!.5cfields.tags: dashboard and 40�Kc�$�*#!
0$!c*�)!c+"c0$!c(��!(c0+c4xxK

��'!c/1.!c0+c!*0!.c0$!c,.!2%+1/c/!�.�$c-1!.5c%*c0$!c*!3c2%/1�(%6�0%+*c �/$�+�. c�* c,.!//
0$!c,(�5c�100+*M

�*c0$!c1,,!.c0++(c��.c)!*1Lc/!(!�0c��2!c�* c#%2!c�c)!�*%*#"1(c*�)!c"+.c0$!c*!3
2%/1�(%6�0%+*c/1�$c�/c�..+.`�!/,+*/!`�+ !/Kc�$!c,.!2%+1/c#.�,$c#%2!/c�c !!,!.c%*/%#$0c%*0+
$+3c0$!c3!�c/!.2!.c.1**%*#c0$!c�,!*�0��'c �/$�+�. c%/c�!$�2%*#c��/! c+*c0$!c/0�01/c!..+.
�+ !/K
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Troubleshooting from Kibana
�/c$%#$(%#$0! c%*c�$�,0!.c87Lc�+*%0+.%*#a�* a�.+1�(!/$++0%*#a_a�1**%*#a�a$!�(0$5a�,!*�0��'
�(1/0!.Lc(+#c"%(!/c�+*/0.1�0c0$!c�!/0c,(��!c0+c"%* c�(1!/c��+10c.++0c��1/!/c"+.c�*5c%//1!Kc�/c3!
*+3c$�2!c�c�!00!.c3�5c0+c�+((!�0c�* c,�./!c�,!*�0��'c(+#c"%(!/Lc%"c0$!c)+*%0+.%*#c/!.2!.
.�%/!/c�*c�(!.0c"+.c�c/,!�%"%�c�,!*�0��'c/!.2%�!c$+/0Lc�*c� )%*%/0.�0+.c��*c-1%�'(5c/0�.0c�
�1/0+)c-1!.5c%*c%��*�c�* c�$!�'c0$!c�+..!/,+* !*0c!2!*0c 1.%*#c0$�0c#%2!*c0%)!Kc�"c0$!
/�)!c�(!.0c+��1./c+*c)+.!c0$�*c+*!c+���/%+*Lc0$!c/!�.�$c-1!.5c��*c�!c/�2! c�* c+,!.�0+./
�+1( c !�% !Lc��/! c+*c0$!c%//1!c".!-1!*�5Lc0+c)�'!c�*5c"1.0$!.c !/%#*c+.c�+*"%#1.�0%+*
�$�*#!/c"+.c�c/,!�%"%�c�,!*�0��'c�+),+*!*0K

�/c0$!c�,!*�0��'c(+#c �0�c%/c�!%*#c/$%,,! c�* c%* !4! c%*c.!�(c0%)!Lc�*c� )%*%/0.�0+.
�+1( c.1*c�/c)�*5c-1!.%!/c�/c*!! ! c0+c !0!�0c/,!�%"%�Lc(!�.*! c'!5c3+. /Kc%��*�c'!!,/
1, �0%*#c0$!c �/$�+�. c3%0$c0$!c(�0!/0c �0�c/+.0! c�5c0$!c0%)!/0�),c+"c0$!c,.+�!//! 
!2!*0/K

�$!c"+((+3%*#c/%),(!c!4�),(!c-1!.%!/c(+#c �0�c%*c%��*�c�5c"%(0!.%*#c!2!*0/c#!*!.�0! c�5
0$!c�,!*�0��'c�+),10!c/!.2%�!c�* c�+*0�%*/c�c/0.%*#c3%0$c�c"�%(! c2�(1!M

fields.tags: compute and failed

�$!c!..+.c!2!*0c)!//�#!c/$+3/c0$�0c�c)%#.�0%+*c+,!.�0%+*c%*%0%�0! c".+)c0$!cX�(+1 Xc$+/0c+"
�*c%*/0�*�!c$�2%*#c��cb51498ca-0a59-42bd-945a-18246668186dc%/c"�%(! Kc�$!c*!40
)!//�#!c(%*!c�+1( c$!(,c0+c)%0%#�0!c0$!c.++0c��1/!c+"c0$!c%//1!M
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�$!c(�/0c(%*!c��'*+3(! #!/c0$�0c0$!c%*/0�*�!c)%#.�0%+*c0�/'c�+1( c*+0c�!c��$%!2! c 1!c0+
1*�2�%(��%(%05c+"c.!/+1.�!/c%*c0$!c0�.#!0c$+/0Kc���'c+"c.!/+1.�!/c�+1( c�(/+c.!"!.c0+c0$!
1*�2�%(��%(%05c+"c0$!c0�.#!0c$+/0c3$%�$c��*c�!c +3*c+.c1*.!��$��(!Kc�$%/c��*c�!c�$!�'! c�5
.1**%*#c0$!c"+((+3%*#c�+))�* a(%*!c%*c0$!c�(+1 c$+/0M

��QRYD�K\SHUYLVRU�OLVW

�1.0$!.c%*2!/0%#�0%+*c��*c�!c,!."+.)! c�5c2!.%"5%*#c%"c0$!c�+),10!78c%*c+1.c!4�),(!c%/
,$5/%��((5c +3*c+.c+*(5c0$!c�+),10!c/!.2%�!c/0+,,! c.1**%*#Kc�!,!* %*#c+*c$+3c0$!
)+*%0+.%*#c/5/0!)c$�/c�!!*c�+*"%#1.! c0+c0.%##!.c/!.2%�!c�(!.0/Lc0$!c"�/0c(+#c-1!.5c$!(,! c0+
.!��0c-1%�'(5c0+c0$!c(�0!*0c,.+�(!)Kc�$%/c��*c�!c.!/+(2! c�5c�.%*#%*#c1,c0$!c�+),10!c/!.2%�!
.1**%*#c%*c0$!c�+),10!78c$+/0c�* c�$!�'%*#c0$!c.!/+1.�!c�2�%(��%(%05c�((+��0! c0+c0$!
.!-1!/0! c2%.01�(c)��$%*!K

�*+0$!.c1/!"1(c(+#c-1!.5c0+c�$!�'c0$!c!..+.c/0�0!c"+.c0$!c�+),10!c/!.2%�!c�* c0$!c)!//�#%*#
-1!1!c/5/0!)c��*c�!c��$%!2! c�5c�*c!40!* ! c/!�.�$c/0.%*#c�/c"+((+3/M

ILHOGV�WDJV���FRPSXWH�25�QRYD��$1'�$043�$1'�HUURU

�$%/c/!�.�$c-1!.5c3%((c/$+3c�*5c!..+./c !0!�0! c%*c�*5c*+2�c�+),+*!*0c 1.%*#c0$!c/!0
,!.%+ c+"c/!�.�$c0%)!c%*c%��*�Kc�$!c"+((+3%*#c)!//�#!c(%/0c�c.!�(a0%)!c!..+.c !0!�0%+*c".+)
0$!c*+2�c�+* 1�0+.c0$�0c*!! /c0+c�+*0��0c0$!c����%0��c/!.2%�!M

�$!c*+2�a�+* 1�0+.c%/c*+0c��(!c0+c.!��$c0$!c����%0��c/!.2!.c�* c�c"�/0c3+.'c�.+1* c0$%/
%//1!c%/c0+c�$!�'c%"c0$!c)!//�#%*#c-1!1!c/!.2%�!c%/c1,c�* c.1**%*#Lc�5c.1**%*#Lc"+.c!4�),(!L
#rabbitmqctl statusc".+)c0$!c�+))�* a(%*!Kc�$!*Lc)�'!c/1.!c0$�0c0$!c/,!�%"%�c�+),10!
*+ !c%/c��(!c0+c!/0��(%/$c�c�+**!�0%+*c3%0$c0$!c����%0��c/!.2!.Kc�$%/c��*c�!c0!/0! Lc"+.
!4�),(!Lc�5c%//1%*#c0$!c�*c(/+"c".+)c0$!c�+))�* a(%*!c+*c0$!c����%0��c/!.2!.M

��OVRI��L�������_�JUHS�&RPSXWHB,3B$''5
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�c2!.5c�+))+*c,.+�(!)c0$�0c)%#$0c+��1.c3$!*c�  %*#c�c*!3c�+),10!c*+ !c0+c0$!
�,!*�0��'c�(1/0!.c%/c0$!c*!03+.'c�+*"%#1.�0%+*Kc�!3(5c�  ! c�+),10!c*+ !/c.1**%*#c�c�:
�#!*0c/!.2%�!c3%((c*!! c0+c�+*0��0c0$!c�!10.+*c/!.2!.c.1**%*#c%*c0$!c�(+1 c�+*0.+((!.c*+ !/K
�+1c)�5c$�2!c�+*"%#1.! c%0c,.+,!.(5c�10c*!03+.'c�+*"%#1.�0%+*c"+.c�*c�  %0%+*�(c*+ !c%*
0$!c�,!*�0��'c�(1/0!.c��*c�!c�*c!..+.c,.+*!c,.+�!//c%"c%0c%/c*+0c�10+)�0! c,.+,!.(5K

�+.c!4�),(!Lc�*c+,!.�0+.c$�/c�  ! c0$.!!c*!3c�,!*�0��'c�+),10!c*+ !/c3%0$%*c�c�:
�#!*0Kc
+3!2!.Lc0$!c�.!�0! c2%.01�(c)��$%*!/c3!.!c*+0c*!03+.'! c,.+,!.(5c/+c.+10%*#
0.�""%�c0+c0$!)c3�/c*+0c,+//%�(!Kc�$%/c��*c�!c/!!*c".+)c%��*�c�5c.1**%*#c0$!c"+((+3%*#c
-1!.5c"+.c+*(5c*!3c�  ! c�+),10!c*+ !/M

ILHOGV�WDJV���QHXWURQ�25�QHWZRUN��$1'�KRVW���FRPSXWH���25�FRPSXWH���25
FRPSXWH����$1'�O�BDJHQW�$1'�(5525
ERROR neutron.agent.l3_agent [-] The external network bridge 'br-ex' does
not exist

�1.c"%(0!.%*#c.!/1(0c/$+3/c0$�0c+*!c+"c0$!c�:c�#!*0/c.1**%*#c%*c0$!c�+),10!c*+ !c79c%/c*+0
"1*�0%+*%*#c,.+,!.(5Kc��2%+1/(5Lc0$!c!..+.c,+%*0/c0+c3.+*#c+.c��/!*0c�.% #!c)�,,%*#
�+*"%#1.�0%+*c3%0$%*c0$!c�+),10!c*+ !Kc�$%/c05,!c+"c*!03+.'c/!00%*#c�((+3/c0$!c*!03+.'
0.�""%�c3%0$%*c0$!c$+/0c0+c.!��$c0$!c,$5/%��(c*!03+.'c2%�c%*0!.*�(c.+10%*#c�* c!* /c1,
,�//%*#c0$.+1#$c0$!c!40!.*�(c�.% #!c+10c0+c0$!c,$5/%��(c*!03+.'c��. Kc�$!c!..+.c!4,+/!/c0$!
�._!4c/1,,+/! c0+c�!c+1.c!40!.*�(c�.% #!c%*0!."��!c/!0c%*c0$!c(:_�#!*0c�+*"%#1.�0%+*c"%(!c0$�0
3%((c�+**!�0c0$!c2%.01�(c*!03+.'c)�*�#! c�5c0$!c�,!*2�3%0�$c�* c0$!c!40!.*�(c*!03+.'K
�$!c�#!*0c3%((c�$!�'c0$!c!4%/0!*�!c+"c0$!c�+*"%#1.! c�.% #!c".+)c0$!c�,!*2�3%0�$c(%/0Kc�+
+2!.�+)!c/1�$c%//1!/Lc5+1c3%((c*!! c0+c�.!�0!c0$!c�._!4c%*0!."��!c+*c!��$c
�,!*�0��'c�+),10!c*+ !Kc�  %*#c0$!c�.% #!c%/c/%),(!c%"c1/%*#c���M

>URRW#FRPSXWH���a@��RYV�YVFWO����PD\�H[LVW�DGG�EU�EU�H[

�$!�'c%"c0$!c!40!.*�(c�.% #!c$�/c�!!*c�  ! c/1��!//"1((5M

>URRW#FRPSXWH���a@��RYV�YVFWO�VKRZ
8a7cc14f-5d97-43b9-9cc9-63db87e57ca0
...
    Bridge br-ex
        Port br-ex
            Interface br-ex
                type: internal
...
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6XPPDU\
�*c0$%/c�$�,0!.Lc3!c$�2!c�+2!.! c�*c!""%�%!*0c3�5c+"c�!*0.�(%6%*#c(+#c"%(!/c#!*!.�0! c�5
 %""!.!*0c�,!*�0��'c�+),+*!*0/Kc�!��1/!c5+1.c,.%2�0!c�(+1 c!*2%.+*)!*0c%/c)+/0c(%'!(5
#.+3%*#Lc0$%/c3%((c�  c)+.!c(+� c�* c3%((c*!! c)+.!c)+*%0+.%*#c!""+.0c0+c,%!�!c!2!*0/
0+#!0$!.Kc�$!c�$�,0!.c$�/c !)+*/0.�0! c$+3c0+c/!0c1,c�*c��c/0��'c�* c%*0!#.�0!c%0c%*0+
5+1.c!4%/0%*#c�,!*�0��'c�(1/0!.Kc�+#/c,.+2% !c2�(1��(!c%*"+.)�0%+*c+*c$+3c�*c�,!*�0��'
/!01,c%/c�!$�2%*#c�* c#%2!/c�c#.!�0c%*/%#$0c+*c !�1##%*#c,+//%�(!c%//1!/Lc�*�(56%*#
,!."+.)�*�!c !#.� �0%+*c,!.c�,!*�0��'c/!.2%�!Lc�* c$!(,/c0+c.�%/!c"(�#/c3$!*c�c/!�1.%05
0$.!�0c�+)!/c�(+*#Kc�$!c��c,(�0"+.)c,.+2% !/c�c#.!�0c�* c�+),(!0!c(+#c�*�(50%�/c/+(10%+*
0$�0c!),+3!./c+1.c�,!*�0��'c&+1.*!5c�5c�  .!//%*#c0$!c�$�((!*#!/c+"c !�(%*#c3%0$c�*
%))!*/!c*1)�!.c+"c(+#c!*0.%!/c�* c!2!*0/Kc�!c$�2!c(!�.*! c$+3c0+c�1%( c�c/0�* �. c��
,%,!(%*!c!* %*#c1,c3%0$c�c/+,$%/0%��0! c/+(10%+*c!*��(%*#c1/!./c0+c !0!�0c�*5c�,!*�0��'
/!.2%�!c!2!*0c!��$c0%)!Kc�$!c��c/0��'c�!�+)!/c)+.!c)�01.!c�* c2!.5c+2!.3$!()! c3%0$
*!3c"!�01.!/c�* c,(1#%*/c0$�0c1/!./c��*c0�'!c�!*!"%0/c+"c 1.%*#c�c(+##%*#c/!01,c!4!.�%/!Kc�*
0$!c*!40c,�.0c+"c0$!c�$�,0!.Lc3!c$�2!c/0�.0! c!4,(+%0%*#c0$!c,+3!.c+"c0$!c��c/+(10%+*c%*
�,!*�0��'c�5c2%/1�(%6%*#c/,!�%"%�c0+,%�/c�/c!4�),(!/c.!(�0! c0+c/!�1.%05c�* c
���c.!/,+*/!
�+ !/Kc�!c(!�.*! c�0c0$!c!* c$+3c0+c!)�.��!c0.+1�(!/$++0%*#c0�/'/c".+)c/%),(!c/!�.�$c �0�
-1!.%!/c3$%�$c(!� c0+c2!.%"5%*#c/+)!c+"c0$!c�$.+*%�c%//1!/c0$�0c)%#$0c+��1.c%*0!.*�((5c%*
5+1.c�,!*�0��'c%*/0�((�0%+*K

��/! c+*c(+##%*#c�* c)+*%0+.%*#c.!/1(0/Lc5+1c)�5c�+*�(1 !c0$�0c/+)!c,%!�!/c+"c5+1.
�,!*�0��'c!*2%.+*)!*0c�.!c"��%*#c,!."+.)�*�!c !#.� �0%+*c�* c*!! c0+c�!c01*! Kc�$1/L
/+)!c� 2�*�! c/!00%*#/c/$+1( c�!c� &1/0! c0+c'!!,c5+1.c,.%2�0!c�(+1 c.!/,+*/%2!c0+c$!�25
3+.'(+� c3$%�$c3%((c�!c�+2!.! c%*c0$!c*!40c�$�,0!.K
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X	!+)!0.5a!*(%#$0!*/a0$!a%*0!((!�0a�* a/!0/a+*!W/a)%* a.%#$0X
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa_a��*a$�( 1*

�$!c,.!2%+1/c�$�,0!./c$�2!c#1% ! c5+1c0$.+1#$c/!2!.�(c0+,%�/c0+c !,(+5c�* c)�*�#!c5+1.
"%./0c�,!*�0��'c%*".�/0.1�01.!Kc�+3c5+1c)�5c%*0!* c0+c!4,+/!c5+1.c!*2%.+*)!*0c�* c(!0
1/!./c/0�.0c�.!�0%*#c�* c)�*�#%*#c2%.01�(c.!/+1.�!/c%*c5+1.c,.%2�0!c�,!*�0��'c�(+1 K

�$!*c%0c�+)!/c0+c0.+1�(!/$++0%*#c%//1!/c.!(�0! c0+c/5/0!)c,!."+.)�*�!Lc5+1c3%((c)+/0
,.+���(5c�/'c5+1.c0!�)Mc�$5a3!a % a*+0a!4,!�0a0$�0Oc�0c3�/c/+c"�/0c0$�0c0$!c/!.2!.c3�/
/1  !*(5c+2!.(+� ! c�* c��**+0c$�* (!c�*5c*!3c.!-1!/0/c0+c(�1*�$c2%.01�(c)��$%*!/Kc�1�$
%//1!/c/$+1( c�!c�  .!//! c+*c,.%+.c0+c!4,+/%*#c%0c0+c0$!c)�//!/K

�!!0%*#c0$!c1/!.c!4,!�0�0%+*/c��**+0c�!c��$%!2! c3%0$+10c�+*0%*1+1/(5c0!/0%*#c0$!
.!/,+*/%2!*!//Lc%*0!.+,!.��%(%05c�* c/��(��%(%05c+"c0$!c%*".�/0.1�01.!c.1**%*#c0$!c�(+1 
!*2%.+*)!*0Kc��/%��((5Lc0+c�!�+)!c)+.!c!""%�%!*0c�/c0$!c1/!.c,+,1(�0%+*c#.+3/Lc%0c%/c�.1�%�(
0+c'*+3c5+1.c(%)%0/c%*c� 2�*�!Nc0$!*c5+1c��*c#+c�!5+* c�* c%),.+2!Kc�c,.��0%��(c3�5c%/c0+
)!�/1.!c5+1.c�,!*�0��'c�(+1 c�5c/%),(5c#!*!.�0%*#c3+.'(+� /c�* c3�0�$c3$�0c$�,,!*/K
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�$%/c��*c�""!�0c5+1.c�,!*�0��'X/c,!."+.)�*�!Lc/%*�!c!5/0+*!c/,!* /c(+0/c+"c���c�5�(!/c0+
"!0�$c0+'!*/c".+)c(�.#!c �0���/!c0��(!/Kc�1.0$!.)+.!Lc%0c��*c.!��$c�c,+%*0c�0c3$%�$c!5/0+*!
$�*#/c�* c%/c*+0c��(!c0+c$�* (!c*!3c%*�+)%*#c�10$+.%6�0%+*c.!-1!/0/Kc�$!c!* c.!/1(0c%/c�
(+*#c !(�5c%*c(++'1,c0$.+1#$c0$!c �0���/!c0��(!c��1/! c�5c!4,%.! c0+'!*/Kc�+Lc0$%/c%/c3$�0
3!c��*c�+*�(1 !c".+)c0$%/c/�!*�.%+M

!5/0+*!c'!!,/c!�0%*#c���
!5/0+*!X/c �0�c(�5!.c�!�+)!/c%*�+*/%/0!*0

�0c0$!c"%./0c#(�*�!Lc5+1c)�5c0$%*'c+"c%*0.+ 1�%*#c�c���c1,#.� !Kc�$%/c��*c�!c1/!"1(c1*(!//
5+1c3�*0c0+c/,!* c)+.!c0%)!c�* c�1 #!0Kc�*c0$!c+0$!.c$�* Lc +c5+1c0$%*'c!4,%.! c0+'!*/
�.!c/0%((c1/!"1(Oc�+*0%*1+1/(5c!4,�* %*#c0��(!/c)%#$0c#!*!.�0!c1*3�*0! c �0���/!
�!$�2%+.c�0c/+)!c3+.'(+� Lc/%*�!c%0c'!!,/c.1**%*#c%*!""%�%!*0c-1!.%!/Kc�!0X/c/!!c$+3
)!)���$! c��*c�!c,�.0c+"c�c�+),(!)!*0�.5c/+(10%+*c0+c0$%/c,.+�(!)Kc�!c)�'!c%0c/%),(!M
3!c0!((c!5/0+*!c0+c/0+,c/�2%*#c+1.c0+'!*/c%*c0$!c �0���/!c�* c"%* c+1.c)!)���$! c(�5!.K
!5/0+*!c3%((c/�2!c�((c%0/c0+'!*c.!�+. /c%*c�c)!)���$! c/!.2!.Kc�$%/c%/c�(/+c�!*!"%�%�(c"+.
/,!! %*#c1,c�10$!*0%��0%+*Kc�$!c*!40c/!�0%+*c3%((c/$+3c$+3c0+c%*/0�((c�c)!)���$! 
%*/0�*�!c�* c%*0!#.�0!c%0c3%0$c5+1.c�,!*�0��'c!*2%.+*)!*0K
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,QWHJUDWLQJ�PHPFDFKHG
�/c)!*0%+*! c,.!2%+1/(5Lc%0c%/c1,c0+c5+1c0+c !�% !c3$!0$!.c0+c+""!.c ! %��0! c/!.2!./c"+.
)!)���$! c%*/0�*�!/c+.c*+0Kc�$!c"+((+3%*#c!4�),(!c�//1)!/c�c/%),(!c%*/0�((�0%+*c+"
)!)���$! c+*c�(+1 c�+*0.+((!.c*+ !/c.1**%*#c0$!c!5/0+*!c/!.2%�!Kc�+Lc +c*+0c"+.#!0c0+
� &1/0c5+1.c/!00%*#/c3$!*c%*/0�((%*#c)!)���$! Lc%*�(1 %*#c0$!c��c�  .!//!/c+"c�(+1 
�+*0.+((!./M

�*/0�((cmemcachedc+*c5+1.c"%./0c�(+1 c�+*0.+((!.Lc�/c"+((+3/M8K

    ��\XP�LQVWDOO��\�PHPFDFKHG�S\WKRQ�PHPFDFKH

�$!c"+((+3%*#c/0!,/c��*c�!c,!."+.)! c+*c�,!*�0��'c�1*+c.!(!�/!c�* 
(�0!.Kc��'!c/1.!c0+c�$!�'c0$!c�,,!* %4c+"c0$!c+""%�%�(c�,!*�0��'
 +�1)!*0�0%+*c%"c�*5c)+ 1(!c+.c %.!�0%2!c%/c�!%*#c !,.!��0! c+.c.!*�)! 
h t t p ://d o c s . o p e n s t a c k . o r g /d e v e l o p e r /k e y s t o n e /c o n f i g u r a t i o n . h t m
l

�*/1.!c0$�0cmemcachedc/0�.0/c�10+)�0%��((5c+*c/5/0!)c�++0c0%)!M9K

    ��FKNFRQILJ�PHPFDFKHG�RQ

�"c5+1c%*0!* c0+c/!0c1,c�c*!3cmemcachedc*+ !Lc�!c/1.!c0$�0c0$!c0%)!c6+*!
+"c0$!c+,!.�0%*#c/5/0!)c%/c/!0c,.+,!.(5c�5c�$�*#%*#c0$!c����c,�.�)!0!.
%*c5+1.c/etc/sysconfig/clockc"%(!Kc�$%/c%/c2!.5c%),+.0�*0c0+c2!.%"5
�!��1/!c)!)���$! c !0!.)%*!/c0$!c!4,%.�0%+*c �0!c"+.c!5/0+*!
���+. %*#c0+c�++. %*�0! `�*%2!./�(`�%)!cQ���RK

�+1c��*c�$!�'c0$!c�1..!*0c/0�0%/0%�/c+"c5+1.cmemcachedc%*/0�*�!M:K

    ��PHPFDFKHG�WRRO�����������������VWDWV

�,0%+*�((5Lc5+1c��*c� &1/0c0$!c���$!c/%6!c0+c;c	�c�5c! %0%*#c0$!;K
/etc/sysconfig/memcached "%(!c�/c"+((+3/M

������YLP��HWF�V\VFRQILJ�PHPFDFKHG
    CACHESIZE=4096

�!/0�.0c5+1.cmemcachedc/!.2%�!M<K

������VHUYLFH�PHPFDFKHG�UHVWDUW

http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html
http://docs.openstack.org/developer/keystone/configuration.html


�,!*�0��'a�!*�$)�.'%*#a�* a�!."+.)�*�!a�1*%*#a_a��%*0�%*%*#a�(+1 a�!."+.)�*�!

S`:@>`T

� &1/0c0$!c!5/0+*!c�+*"%#1.�0%+*c"%(!c0+c1/!c0$!c)!)���$! c .%2!.c%*c0$!=K
0+'!*c/!�0%+*c0+c/0+.!c0$!c0+'!*/c�/c�c,!./%/0!*�!c���'!* M

������YLP��HWF�NH\VWRQH�NH\VWRQH�FRQI
    [token]
    driver = keystone.token.persistence.backends.memcache.Token
    caching = True
    ...

�*��(!c���$!c��,��%(%0%!/c%*c0$!c���$!c/!�0%+*c�* c/,!�%"5cmemcachedc�/c0$!>K
backendc,(1#%*c"+.c���$%*#c�/c"+((+3/M

    [cache]
    enabled = True
    config_prefix = cache.keystone
    backend = dogpile.cache.memcached

�*c0$!c/�)!c���$!c/!�0%+*Lc/!0c0$!cbackendc,(1#%*c0+c1/!c0$!cmemcachedc%*/0�((! ?K
(+��((5M

    backend_argument = url:localhost:11211

�!/0�.0c0$!ckeystonec/!.2%�!M@K

������VHUYLFH�NH\VWRQH�UHVWDUW

!5/0+*!c/$+1( c/0�.0c�+**!�0%*#c0+c0$!cmemcachedc%*/0�*�!c0$�0c%/c.1**%*#c%*87K
+1.c/*%,,!0c!4�),(!c%*c0$!c/�)!c)��$%*!Kc�!c��*c�$!�'c0$!c�+**!�0%+*
!/0��(%/$)!*0c3%0$%*c0$!c88988c !"�1(0c,+.0c1/! c�5cmemcachedM

    ��OVRI��L�������

�$%/c�+))�* c#%2!/c0$!c"+((+3%*#c.!/1(0M
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�!c��*c 5*�)%��((5c�$!�'c!2!.5c/!�+* c0$!cget_hitsc2�(1!c%*�.!�/%*#c1/%*#c0$!88K
3�0�$c�+))�* c(%*!Lc�/c"+((+3/M
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�!3c�+1*�! c1/�#!c/0�0%/0%�/c2�(1!/c�.!c1/!"1(c0+c2!.%"5c0$!c�1..!*0c�!$�2%+.c+"c0$!c'!5/0+*!
���$%*#c)!�$�*%/)c%*c.!�(c0%)!c/1�$c�/M

accepting_connsMc�$!c*1)�!.c+"c���!,0! c�+**!�0%+*/c0+c0$!c)!)���$! 
/!.2!.Kc�*5c*!3(5c�  ! c/!.2%�!c�+*"%#1.! c0+c1/!c)!)���$! c�/c�c���$!
���'!* c3%((c%*�.!�/!c%0/c2�(1!c�5c8K
bytesMc�$!c*1)�!.c+"c�50!/c1/! c"+.c���$%*#c%0!)/c%*c.!�(c0%)!K
bytes_readMc�$!c*1)�!.c+"c%*�+)%*#c�50!/c0+c0$!c)!)���$! c/!.2!.K
bytes_writtenMc�$!c*1)�!.c+"c+10#+%*#c�50!/c".+)c0$!c)!)���$! c/!.2!.K
cmd_getMc�$!c*1)�!.c+"c#!0c�+))�* /c.!�!%2! c�5c0$!c)!)���$! c/!.2!.K
cmd_setMc�$!c*1)�!.c+"c/!0c�+))�* /c,.+�!//! c�5c0$!c)!)���$! c/!.2!.K
get_hitsMc�$!c*1)�!.c+"c/1��!//"1(c���$!c$%0/Q#!0a.!-1!/0/RKc�$!c$%0c.�0!c��*c�!
+�0�%*! c�5c %2% %*#c#!0Y$%0/c�5c0$!c�) Y#!0c2�(1!c%*c,!.�!*0�#!K
get_missesMc�$!c*1)�!.c+"c"�%(! c���$!c$%0/cQ#!0c.!-1!/0/RK

�+2�c/!.2%�!/c��*c�(/+c#!0c�!*!"%0/c".+)c0$!c1/�#!c+"c)!)���$! Kc�*c!��$c�+),10!c�* 
�+*0.+((!.c*+ !Lc5+1c3%((c*!! c0+c/,!�%"5c%*c!��$cnova.confc"%(!c3$!.!c)!)���$! c%/
.1**%*#Kc�0c%/c%),+.0�*0c0+c�.%*#c1* !.c0$!c/�+,!c$+3c)!)���$! c��*c/��(!c+10c!�/%(5Kc�$!
 !,(+5)!*0c+"c�c(�.#!c�,!*�0��'c!*2%.+*)!*0c.!-1%.!/c�c/��(��(!c)!)���$! c/!01,c%"c�
/%*#(!c%*/0�*�!c%/c*+0c��(!c0+c$�* (!c0$!c�1..!*0c3+.'(+� Kc�+.c0$%/c,1.,+/!Lc5+1c��*c1/!

��.+45c0+c)�'!c1/!c+"c)1(0%,(!c)!)���$! c%*/0�*�!/c%*c0$!c���c)+ !Kc�$!c*!40c/*%,,!0
 !/�.%�!/c$+3c
��.+45c/$+1( c�!c�+*"%#1.! c"+.c�c,.+,!.Lc/��(��(!c)!)���$! c/!01,Kc�!
�//1)!c%*c0$%/c/!01,c0$!c�+*"%#1.�0%+*c!(��+.�0! c%*cChapter 9Lc�,!*�0��'a
�a�* a��%(+2!.L
"+.c�*c
��.+45c*+ !Kc�!c3%((c&1/0c�  c�c*!3c/0�*6�c�0c0$!c!* c+"c�+0$c0$!
/etc/haproxy/haproxy.cfg "%(!/Lc�* c.!(+� c�+0$c0$!c
��.+45c*+ !/Lc�/c"+((+3/M

...
listen memcached-cluster 192.168.47.47:11211
balance roundrobin
maxconn 10000
mode tcp
server cc01 192.168.47.100:11211 check inter 5s rise 2 fall 3
server cc02 192.168.47.101:11211 check inter 5s rise 2 fall 3
server cc03 192.168.47.102:11211 check inter 5s rise 2 fall 3
KDSUR[\����VHUYLFH�KDSUR[\�UHORDGKDSUR[\��
��VHUYLFH�KDSUR[\�UHORDG
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�!c3%((c*!! c0+c0!((c�+2�c/!.2%�!/c0$�0c3!c�(.!� 5c$�2!c)1(0%,(!c)!)���$! c%*/0�*�!/
.1**%*#c%*c0$.!!c %""!.!*0c�(+1 c�+*0.+((!.c*+ !/Kc�$!*ccc01c�!�+)!/c1*�2�%(��(!Lccc02
0�'!/c+2!.Lc�* c/+c+*Kc�!c/!0c0$!c"+((+3%*#c %.!�0%2!c%*c!��$c�+*0.+((!.c�* c�+),10!c*+ !c%*
0$!/etc/nova/nova.confc"%(!M

...
memcached_servers = cc01:11211,cc02:11211,cc03:11211
...

�!)���$! c��*c�(/+c�!c�!*!"%�%�(c"+.c+1.c �/$�+�. Kc�!c��*c0!((c
+.%6+*c0+c1/!
)!)���$! c"+.c0$!c�&�*#+c3!�c���$%*#Kc�0c&1/0c*!! /c0+c,+%*0c0+c0$!c2%.01�(c��Lc�+*/% !.%*#
�c/��(��(!c�(+1 c�+*0.+((!.c/!01,Kc�$!c �/$�+�. c%*�(1 !/c0$!c���
��`/!00%*#/Lc3$%�$c3!
*!! c0+c! %0^�  Kc�*c5+1.c�(+1 c�+*0.+((!.c*+ !/Lc! %0c0$!c/etc/openstack-
dashboard/local_settings.pyc"%(!c(%'!c0$%/M

...
CACHES = {
'default': {
    'BACKEND' : 'django.core.cache.backends.memcached.
MemcachedCache',
          'LOCATION' : '192.168.47.47:11211',
    }
}
...

�!c��*c�  c0$!c*!40c/0�*6�c0+c!��$c
��.+45c%*/0�*�!c0+c�++/0c�c/��(��(!c�&�*#+c �/$�+�. L
3$%�$c%/c*+3c1/%*#c�c/��(��(!c)!)���$! c/!01,M

...
listen horizon 192.168.47.47:80
balance roundrobin
maxconn 10000
mode tcp
server cc01 192.168.47.100:80 cookie cc01 check inter 5s rise
2 fall 3
server cc02 192.168.47.101:80 cookie cc02 check inter 5s rise
2 fall 3
server cc03 192.168.47.102:80 cookie cc03 check inter 5s rise
2 fall 3

�!c"%*%/$c+1.c*!3Lc!),+3!.%*#c���$%*#c/!01,c3%0$c/+)!c/��(��%(%05c!40!*/%+*c�5c.!(+� %*#
0$!c*!3!/0c�+*"%#1.�0%+*c%*c!��$c
��.+45c*+ !M

KDSUR[\����VHUYLFH�KDSUR[\�UHORDG
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0!/0Lc%0c)�5c�!c#.!�0c0+c/$%*!c0$!c/,+0(%#$0c+*c$+3c��((5c3+.'/c%*c0$!c"%./0c,(��!Kc��!*�.%+/c%*
��((5c�.!c�!%*#c,!."+.)! c��/! c+*c0�/'/Kc�c0�/'c��*c%*�(1 !c�c/!0c+"c.1**%*#c�!*�$)�.'/
�#�%*/0c0$!c�,!*�0��'c�(+1 c3.%00!*c%*c/�),(!c����c+.c����c"%(!c"+.)�0Kc�$!c"+.)!.c"%(!
$�/c#!*!.�((5c0$!c"+((+3%*#c/0.1�01.!M

  ScenarioClass.scenario_method:
-
        args:
...
        runner:
            ...
        context
            ...
        sla:
            ...

ScenarioClass.scenario_methodMc�!"%*!/c0$!c*�)!c+"c0$!c�!*�$)�.'
/�!*�.%+
argsMc�2!.5c)!0$+ c�+..!/,+* %*#c0+c�c/,!�%"%�c�(�//c/�!*�.%+c��*c�!c�1/0+)%6! 
�5c,�//%*#c,�.�)!0!./c�!"+.!c(�1*�$%*#c0$!c�!*�$)�.'
runnersMc�!"%*!/c0$!c3+.'(+� c".!-1!*�5c05,!c�* c0$!c+. !.c+"c0$!
�!*�$)�.'%*#c/�!*�.%+/Kc�1**!./c/0�*6�c��*c/1,,+.0c %""!.!*0c05,!/c�/c0$!
"+((+3%*#M

constantMc�1**%*#c0$!c/�!*�.%+c"+.c�c"%4! c*1)�!.c+"c0%)!/Kc�+.
!4�),(!Lc�c/�!*�.%+c��*c�!c.1*c"+.c87c0%)!/c%*c0+0�(c0!/0c,!.%+ K
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constant_for_durationMc�1**%*#c0$!c/�!*�.%+c"+.c�c"%4! 
*1)�!.c+"c0%)!/c1*0%(c�c�!.0�%*c,+%*0c+"c0%)!K
periodicMc�!"%*!c�c�!.0�%*c,!.%+ cS%*0!.2�(/Tc0+c.1*c9c�+*/!�10%2!
�!*�$)�.'c/�!*�.%+/K
serialMc�1**%*#c0$!c/�!*�.%+c"+.c�c"%4! c*1)�!.c+"c0%)!/c%*c�
/%*#(!c�!*�$)�.'c0$.!� K

contextMc�!"%*!/c0$!c!*2%.+*)!*0c05,!c%*c3$%�$c+1.c�!*�$)�.'c/�!*�.%+Q/Rc��*
.1*Kc�/1�((5Lc0$!c�+*�!,0c+"c�+*0!40c !"%*!/c$+3c)�*5c0!*�*0/c�* c��0%2!c1/!./
3%((c�!c�//+�%�0! c3%0$c�c#%2!*c�,!*�0��'c,.+&!�0Kc�0c��*c�(/+c/,!�%"5c-1+0�c,!.
0!*�*0^1/!.c3%0$%*c�c�!.0�%*c#.�*0! c.+(!K
slaMc%/c2!.5c1/!"1(c0+c% !*0%"5c0$!c+2!.�((c/�!*�.%+c�2!.�#!c/1��!//c.�0!c+"c0$!
�!*�$)�.'K

�+.c0$+/!c$+,%*#c0+c"%* c�c�+*2!*%!*0c�!*�$)�.'%*#c/�!*�.%+c0$�0c3%((c.!2!�(c)+.!
/%#*%"%��*0c.!/1(0/c".+)c5+1.c�1..!*0c�,!*�0��'c !,(+5)!*0Lc5+1X((c$�2!c0+c'!!,c(++'%*#c"+.
�c.!�(c1/!c��/!c)+.!c/,!�%"%�c"+.c�(+1 c+,!.�0+./Kc�+.c!4�),(!Lc��((5c��*c$!(,c!�/%(5
 !2!(+,!./c0+c.1*c/5*0$!0%�c3+.'(+� /c/1�$c�/c��c,.+2%/%+*%*#c�* c !/0.+5c"+.c�c(%)%0! 
,!.%+ Kc
+3!2!.Lc0$!c��/!c3%0$c�(+1 c+,!.�0+./c/!!)/c0+c�!c)+.!c�+),(%��0! Kc�1�$c.!/1(0/
#!*!.�0! c".+)c3+.'(+� /c�.!c)+.!c$%#$c(!2!(c�10c�((+3c5+1c0+c% !*0%"5c�+00(!*!�'/c%*c0$!
�(+1 Kc�!0X/c!*�+1*0!.c�c.!�(c3+.( c!4�),(!Mc�+),�*%!/c$�2!c/!2!.�(c�,,(%��0%+*/c*!! ! c0+
 !,(+5c%*c %""!.!*0c1/�#!c,�00!.*/Kc�"c3!c$�2!c)1(0%,(!c�+*�1..!*0c%*/0�*�!/c�,,(%��0%+*c"+.
��^ !2Lc0$!5c3%((c�!c !,(+5! c%*c %""!.!*0c2!./%+*c+"c0$%/c�,,(%��0%+*c+*c0$!c�(+1 c/!2!.�(
0%)!/c,!.c �5Kc��'%*#c�c1/!c��/!c+"c(�.#!c !,(+5)!*0c3$!.!c0$!.!c%/c�c/!0c*1)�!.c+"c0!�)/
.1**%*#c�c�1*�$c+"c/0�* �. c/0��'c�,,(%��0%+*/c�* c!��$c�,,(%��0%+*c3%((c�+*0�%*c�c(+0c+"
��/c*!! ! c0+c�!c !,(+5! c�!.0�%*c0%)!/c�c �5Kc�1�$c3+.'(+� c.!-1%.!)!*0/c�.!c0.�*/(�0! 
0+c�,!*�0��'c0!.)/c�/c0$!c"+((+3%*#Mc�!c3%((c$�2!c�c�)+1*0c+"c1/!./c,.+2%/%+*%*#c�
*1)�!.c+"c2%.01�(c)��$%*!/c3%0$%*c�c/,!�%"%�c"(�2+.c0%)!/c!2!.5c�!.0�%*c,!.%+ c+"c0%)!c%*c�
�+*�1..!*0c3�5K

�/c3!c'*+3Lc�,!*�0��'c%/c*+0c�c)+*+(%0$%�c/0.1�01.!Nc%0c%/c %/0.%�10! c/5/0!)c3%0$%*
 %""!.!*0c �!)+*/c�* c/!.2%�!/c0�('%*#c0+c!��$c+0$!.Kc�"c3!c !�+),+/!c�c1/!c��/!c+"
,.+2%/%+*%*#c+"c�*c%*/0�*�!c0+c0$!c,.%)%0%2!/Lc%0c3%((c�!c�)�6%*#c0+c1* !./0�* c3$!.!c3!
/,!* c)+/0c+"c0$!c0%)!c 1.%*#c0$!c2%.01�(c)��$%*!c,.+2%/%+*%*#c,$�/!Kc�/c/++*c�/c3!c#!0
0$!c��/!(%*!Lc+1.c)�%*c#+�(c%/c0+c,.+2% !c/+)!c$%/0+.%��(c �0�Kc�+.c!4�),(!Lc.1**%*#c0$!
/�)!c�!*�$)�.'c/!2!.�(c0%)!/c�5c�$�*#%*#c!��$c.1*c0%)!c�c�!.0�%*c*1)�!.c+"c,�.�)!0!./L
%*c!��$c.1*c0%)!Lc%*c0$!c �0���/!c�+*"%#1.�0%+*c+.c�5c!*��(%*#c#(�*�!c���$%*#c"+.c!4�),(!K



�,!*�0��'a�!*�$)�.'%*#a�* a�!."+.)�*�!a�1*%*#a_a��%*0�%*%*#a�(+1 a�!."+.)�*�!

S`;7?`T

6FHQDULR�H[DPSOH���3HUIRUPLQJ�.H\VWRQH
�1.c/�!*�.%+c!4�),(!c%/c�c�!*�$)�.'%*#c0!/0c��/! c+*c��((5c)!0$+ c*�)! 
KeystoneBasic.authenticate_user_and_validate_tokenKc�$!c/�!*�.%+c%/c%*0!* ! 
0+c)!�/1.!c0$!c0%)!c+"c"!0�$%*#c�* c2�(% �0%*#c%//1! c0+'!*/c�5c!5/0+*!c3$!*
�10$!*0%��0%*#c1/!./c1* !.c�c/,!�%"%�c(+� Kc�!0X/c�.!�0!c�c*!3c"%(!c*�)! 
perf_keystone_pp.yamlK

�$!c�+*0!*0c+"c0$!c"%(!c0�/'c(++'/c�/c0$!c"+((+3%*#M

KeystoneBasic.authenticate_user_and_validate_token:
    -
      args: {}
      runner:
        type: "constant"
        times: 50
        concurrency: 50
      context:
          users:
              tenants: 5
              users_per_tenant: 10
      sla:
     failure_rate:
         max: 1

�$!c/�),(!c/�!*�.%+c3%((c�.!�0!c�c�+*/0�*0c(+� c+"c�c!5/0+*!c/�!*�.%+c�10$!*0%��0%*#a1/!./
�* a2�(% �0%*#a0+'!*/c<7c0%)!/c3%0$+10c,�1/%*#c�5c�.!�0%*#c<c %""!.!*0c0!*�*0/c3%0$c87c1/!./
%*c!��$Kc�+0!c0$�0c%*c!��$c/%*#(!c%0!.�0%+*Lc�c*1)�!.c+"c<7c/�!*�.%+/c3%((c�!c.1**%*#c�0c0$!
/�)!c0%)!c%*c�c�+*�1..!*�5c)+ !c0+c/%)1(�0!c)1(0%,(!c1/!./c���!//Kc�$!c/(�c/!�0%+*c !"%*!/c�
�+* %0%+*c%"c+*!c�10$!*0%��0%+*c�00!),0c"�%(/c0$!*c0$!c0�/'c3%((c�!c��+.0! K

�1**%*#c/%)%(�.c/�!*�.%+/c3%0$c/!2!.�(c�10$!*0%��0%+*c.!-1!/0/c.1**%*#
/%)1(0�*!+1/(5c%/c2!.5c1/!"1(c1/!c��/!c0+c0!/0c��+�c�00��'c�#�%*/0c0$!
!5/0+*!c/!.2%�!K

�!0X/c.1*c0$!c,.!2%+1/c�!*�$)�.'c1/%*#c.�((5c�+))�* c(%*!c�/c0$!c"+((+3%*#M

    ��UDOO\�WDVN�VWDUW���DERUW�RQ�VOD�IDLOXUH��SHUIBNH\VWRQHBSS�\DPO
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�+0!c0$�0c0$%/c0%)!c3!c�  c*!3c+,0%+*c%*c+1.c�+))�* cabort-on-sla-failureKc�$%/c%/
2!.5c1/!"1(c�.#1)!*0c%"c5+1c�.!c.1**%*#c/1�$c�!*�$)�.'c/�!*�.%+c%*c�c.!�(c�,!*�0��'
,.+ 1�0%+*c!*2%.+*)!*0Kc��((5c#!*!.�0!/c�c$!�25c3+.'(+� c3$%�$c)%#$0c��1/!
,!."+.)�*�!c0.+1�(!/c0+c0$!c!4%/0%*#c�(+1 Kc�$1/Lc3!c0!((c��((5c0+c/0+,c0$!c(+� c�0c�c�!.0�%*
)+)!*0c3$!*c0$!c/(�c�+* %0%+*/c�.!c)!0Kc�$!c+10,10c+"c+1.c!4!�10! c0�/'c%/c�/c"+((+3/M

�$!c.�((5c�!*�$)�.'c.!/1(0/c/$+3c0$�0c0$!c/�!*�.%+c0!/0c$�/c.�*c<7c0%)!/c�* c�+),(!0! c�0
877Ac/1��!//c.�0!K

�+c %2!c%*0+c)+.!c !0�%(/Lc3!c2%/1�(%/!c0$!c
���c.!,+.0c1/%*#c0$!c#!*!.�0! c��((5c0�/'c��
�5c.1**%*#c0$!c"+((+3%*#c�+))�* M

    ��UDOO\�WDVN�UHSRUW���F����HH��IED�������E��F���H��HG�IGE����RXW
�YDU�ZZZ�KWPO�EHQFK�NH\VWRQHBUHSRUW���KWPO

�1.c"%./0c0!/0c%0!.�0%+*c�!*�$)�.'c%*2+(2!/c�c/%),(!c���c�+* %0%+*c0$�0c3�/c)!0c 1.%*#c0$!
.�((5c0�/'M

�.+)c0$!c/�)!c.!,+.0c �/$�+�. c%*c0$!c�2!.2%!3c0��Lc�c/!�+* c,!.0%*!*0c�$�.0c�+� `�.+"%(!
%((1/0.�0!/c$+3c)�*5c%0!.�0%+*/c3!.!c.1**%*#c%*c,�.�((!(c 1.%*#c0$!c.�((5c0�/'M
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�$!c�+� `�.+"%(!c#.�,$c��*c�!c1/! c0+c%((1/0.�0!c0$!c2�.%�0%+*c+"c.1**%*#c%0!.�0%+*/
/%)1(0�*!+1/(5c+2!.c0$!c3+.'(+� c0%)!Kc�$%/c%*"+.)�0%+*c%/c1/!"1(c0+c(!�.*c��+10c0$!c/5/0!)
�!$�2%+.c�0c�!.0�%*c,!�'/c�* c,(�*c$+3c)1�$c(+� c��*c�!c/1,,+.0! c�0c�*5c#%2!*c0%)!K

�+.!c !0�%(/c�.!c,.+2% ! c%*c0$!c/!�+* c0��c�!0�%(/c3$!.!c3!c��*c"%* c�0+)%�`��0%+*
�1.�0%+*/c�$�.0/c/$+3%*#c%*c+1.c��/!c03+c��0%+*/Mckeystone_v2.fetch_tokenc�* 
keystone_v2.validate_tokenM

�$!c�$�.0c$!(,/c0+c/!!c0$!c2�.%�0%+*c+"c0$!c/�!*�.%+c"+.c!��$c��0%+*c�* c$+3c0$!c 1.�0%+*c%/
�""!�0! c�* c�$�*#! c0$.+1#$+10c0$!c!4!�10%+*c+"c%0!.�0%+*/Kc�/c3!c��*c/!!c0$�0c�+0$c��0%+*/
�.!c*+0c$�2%*#c/�)!c 1.�0%+*c�/c"!0�$%*#c�* c2�(% �0%*#c0+'!*/c�.!c03+c %""!.!*0
+,!.�0%+*/Kc�"c+1.c0!/0c��/!c3�/c"�%(! c%*c0!.)/c+"c���c�+* %0%+*/c/1�$c�/c2!.5c(+*#c 1.�0%+*
"+.c/�!*�.%+c!4!�10%+*Lc3!c��*c1/!c0$%/c�$�.0c0+c .%2!c�c#.�*1(�.c�*�(5/%/c+*c3$%�$c��0%+*c0$!
�+00(!*!�'c$�/c�!!*c+��1..! K
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�!c��*c� &1/0c�c�%0c+1.c/1��!//c�.%0!.%�c,�.�)!0!./c%*c�c/!�+* c%0!.�0%+*c"+.c�c/0.%�0!.c���c0+
,!."+.)c�c)+.!c.!�(%/0%�c/�!*�.%+Kc�+.c!4�),(!Lc3!c��*c)+ %"5c+1.c/(�c/!�0%+*c�/c0$!
"+((+3%*#M

...
sla:
      max_avg_duration: 5
      max_seconds_per_iteration: 5
      failure_rate:
         max: 0
      performance_degradation:
          max_degradation: 50
      outliers:
          max: 1

�$!c*!3c/(�c/!�0%+*c !"%*!/c"%2!c�+* %0%+*/M

max_avg_durationMc%"c0$!c)�4%)1)c�2!.�#!c 1.�0%+*c+"c�*c�10$!*0%��0%+*c0�'!/
(+*#!.c0$�*c<c/!�+* /Lc0$!c0�/'c3%((c�!c��+.0! K
max_seconds_per_iterationMc%"c0$!c)�4%)1)c 1.�0%+*c+"c�*c�10$!*0%��0%+*
.!-1!/0c0�'!/c(+*#!.c0$�*c<c/!�+* /Lc0$!c0�/'c3%((c�!c��+.0! 
failure_rateM

maxMc�+.!c0$�*c+*!c"�%(! c�10$!*0%��0%+*c3%((c��+.0c0$!c0�/'K
performance_degradationM

max_degradationMc�"c0$!c %""!.!*�!c�!03!!*c0$!c)�4%)1)c�* 
)%*%)1)c 1.�0%+*c+"c�+),(!0! c%0!.�0%+*/c%/c)+.!c0$�*c<7c,!.�!*0L
0$!c0�/'c3%((c�!c��+.0! 

outlierM
maxMc�$!c+10(%!.c(%)%0/c0$!c*1)�!.c+"c(+*#c.1**%*#c%0!.�0%+*/c0+c�
2�(1!c+"c8

�!.1*c0$!c0�/'c�/c0$!c"+((+3%*#M

    ���UDOO\�WDVN�VWDUW���DERUW�RQ�VOD�IDLOXUH�NH\VWRQHBSS�\DPO
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�!0X/c�$!�'c+1.c�$�.0/c�#�%*c�5c#!*!.�0%*#c�c*!3c.!,+.0c3%0$c�c %""!.!*0c*�)!c/+c3!c��*
�+),�.!c0$!c %""!.!*�!c+"c.!/1(0/c3%0$c0$!c,.!2%+1/c%0!.�0%+*M

    ��UDOO\�WDVN�UHSRUW��������HI��F�F��H�E�D�F��������GFDG�����RXW
�YDU�ZZZ�KWPO�EHQFK�NH\VWRQHBUHSRUW���KWPO

�1.%*#c0$!c0!/0Lc��((5c !0!�0! c�c)�4%)1)c2�(1!c+"c%0!.�0%+*c+"c88K9>`/!�+* /`3$%�$c +!/
*+0c�+),(5c3%0$c+1.c���c.!-1%.!)!*0M

�%0$c0$!c*!3c���c�+* %0%+*/Lc��((5c!4!�10%+*c/0+,,! c�0c0$!c=0$c%0!.�0%+*Kc�$!c !)�* ! 
�2!.�#!c0%)!c+"c�10$!*0%��0%*#c�c1/!.c�* c2�(% �0%*#c0$!c0+'!*c3�/c*+0c)!0c�* c$!*�!c0$%/
3%((c�""!�0c0$!c+2!.�((c/�!*�.%+c!4!�10%+*c 1.�0%+*c0%)!Kc�$!c*!40c#+�(c%/c0+c�+),!0!c�#�%*/0
0$�0c2�(1!c�* c !�.!�/!c%0c�!(+3c<c/!�+* /K
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�1.c�!*�$)�.'c0!/0c/$+3! c0$�0c�10$!*0%��0%*#c�* c2�(% �0%*#c1/!.c0+'!*/c�0c�c�!.0�%*c,!�'
+"c3+.'(+� c3+1( c*+0c��$%!2!c+1.c���c.!-1%.!)!*0/Kc�+.!+2!.Lc0$!c0%)!c+"c�10$!*0%��0%*#
+*!c1/!.c%*�.!�/!/c�* c)%#$0c�!c0%)! c+10c�/c�+*�1..!*�5c(!2!(/c$%0/c�c/,!�%"%�c0$.!/$+( K
�$%/c,!."+.)�*�!c�$�((!*#!c��*c�!c03!�'! c�5c.!2%/%0%*#c+1.c!5/0+*!c/!01,Kc�!c��*c.!"!.
0+c�*c� 2�*�! c!5/0+*!c !/%#*c,�00!.*c0$�0c!),+3!./c+1.c% !*0%05c/!.2%�!c,!."+.)�*�!
3%0$%*c0$!c�,!*�0��'c!*2%.+*)!*0Kc�/c)�*5c�,!*�0��'c�+),+*!*0/c�.!c !2!(+,! c0+
/1,,+.0c!2!*0(!0_��/! c,.+�!//Lc0$!c!5/0+*!c�+),+*!*0c��*c.1*c%*c %""!.!*0c3�5c�5
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      <VirtualHost *:5000>
      ServerName cc01
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      DocumentRoot "/var/www/cgi-bin/keystone"
        <Directory "/var/www/cgi-bin/keystone">
          Options Indexes FollowSymLinks MultiViews
          AllowOverride None
          Require all granted
        </Directory>

�,0%+*�((5Lc�+*"%#1.!c0$!c�%.01�(a
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1* !.c/var/log/httpd

     ErrorLog "/var/log/httpd/keystone_wsgi_main_error.log"
     CustomLog "/var/log/httpd/keystone_wsgi_main_access.log" combined
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%*c0$!cWSGIDaemonProcessdirectiveM

      WSGIApplicationGroup %{GLOBAL}
      WSGIDaemonProcess keystone_main display-name=keystone-main
group=keystone processes=4 threads=32 user=keystone
      WSGIProcessGroup keystone_main
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    WSGIScriptAlias / "/var/www/cgi-bin/keystone/main"
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      import os
      from keystone.server import wsgi as wsgi_server
      name = os.path.basename(__file__)
      application = wsgi_server.initialize_application(name)
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      </VirtualHost>
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      <VirtualHost *:35357>
        ServerName cc01
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      DocumentRoot "/var/www/cgi-bin/keystone"
      <Directory "/var/www/cgi-bin/keystone">
        Options Indexes FollowSymLinks MultiViews
        AllowOverride None
        Require all granted
      </Directory>
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/var/log/httpdM

      ErrorLog "/var/log/httpd/keystone_wsgi_admin_error.log"
      CustomLog "/var/log/httpd/keystone_wsgi_admin_access.log" combined
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      WSGIApplicationGroup %{GLOBAL}
      WSGIDaemonProcess keystone_main display-name=keystone-admin
group=keystone processes=8 threads=32 user=keystone
      WSGIProcessGroup keystone_admin
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  WSGIScriptAlias / "/var/www/cgi-bin/keystone/admin"

�c��/%�c��	�c/�.%,0c"%(!c%/c�/c0$!c"+((+3%*#M8;K

import os
from keystone.server import wsgi as wsgi_server
name = os.path.basename(__file__)
application = wsgi_server.initialize_application(name)
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     </VirtualHost>
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�!*�$)�.'c/�!*�.%+Lc(!0X/c/1))�.%6!c$+3c�c/�!*�.%+c"%(!c(++'/c(%'!M

title: ...
description:
   ...

deployment:
  template: ...
  accommodation: [..., ...]

execution:
  progression: ...
  tests:
  -
    title: ...
    class: ...
    method: ...
  -
...



�,!*�0��'a�!*�$)�.'%*#a�* a�!."+.)�*�!a�1*%*#a_a��%*0�%*%*#a�(+1 a�!."+.)�*�!

S`;9:`T

�$!.!c0$!c"+((+3%*#c/!�0%+*/c�.!M
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��'!c/1.!c0+c%*�(1 !c0$!`(9K$+0c$!�0c0!),(�0!c%*c0$!c !,(+5)!*0c/!�0%+*K
�$!c0!/0c/'!(!0+*c%/c !.%2! c".+)c0$!c,.! !"%*! c�$�'!.c/�!*�.%+c�2�%(��(!
1* !.c/lib/python2.7/site-
packages/shaker/scenarios/openstack/

title: OpenStack L2

description:
  Benchmark Layer 2 connectivity performance. The shaker scenario will
launch pairs of instances in separate compute node.
deployment:
  template: l2.hot
  accommodation: [pair, single_room, compute_nodes: 1]

execution:
  progression: quadratic
  tests:
  -
    title: Download
    class: flent
    method: tcp_download
  -
    title: Upload
    class: flent
    method: tcp_upload
  -
    title: Bi-directional
    class: flent
    method: tcp_bidirectional
   -
    title: UDP-Bursts
    class: flent
    method: bursts

�$!c!4!�10%+*c3+.'"(+3c+"c+1.c/�!*�.%+c%/c-1� .�0%�c/1))�.%6! c%*0+c0$.!!c0!/0c/0!,/
.1**%*#cflentc%*c+. !.M

tcp_downloadMc�+3*(+� c/0.!�)%*#c���c0.�""%�8K
tcp_uploadMc�,(+� c/0.!�)%*#c���c0.�""%�9K
tcp_biderctionalMc�+3*(+� c�* c�,(+� c/0.!�)%*#c���c0.�""%�:K
burstsMc��0!*�5c)!�/1.!)!*0/c"+.c�*c%*0!.)%00!*0c�1./0%*#c���c0.�""%�;K
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https://github.com/tohojo/flent/tree/master/flent/
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[DEFAULT]
…
global_physnet_mtu = 9000  
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160: br-ex: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9000 …
 ...
161: br-int: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9000 …
 ...
162: br-tun: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9000 …
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