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This zine explains some of the most usefol Unix
command line tools in 1 page each.

T 4ried to read dhe
man page To leacn

Xargs bot qot confused

—

that's normal I Hece's oo comic
EXP\ainin% the basics to 39.‘\’
you stocfed !

,\"Sulik

Even if you've used the tool before, T mignt have
o new }rick or two for yod @
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For almost all of these tools, there are at least
2 versions:

(D The BSD version (on BsDs £ Mac OS\
(D The GNU version (on Linux)

Al of +he examples in this zine were tested on Linux.
Some Jrkif\BS (like sed -i) are different on Mac.

Re carefol when wrihng cross- platform scripts!

You can install the GNU versions on Mac with
brew install coreutils.



grep

5

rep lefs you search
files for text

$ grep cats file.txt

use i you want
regexps like " .+" +o
wock. otherwise you

aka  need to use “.\+"

egrep

recursivel Seacch
all the files in
o d.‘red—orcd.

invert match: find

inb prin‘l’ the

case insensitive

=

Show context for youe

search. For example:
$ grep -A 3 cats

A

will show 3 lines of
Context ofter a. match

AU

—Q{ filenames of the files
""" that matched

Here are some of muy motchin art of
favourite grep command all lines that don't the line instead of the
line argumen‘l's r match whole line

.. onlu show the seacch binacies:

treod binary dotg
like i+'s *ext instead

of ignocing i+

don't +reat the matd
string as o regex

2

farep

grep alternatives

ok} a3y fobgedy |

(better for searching code 1) Fipes?




tind

6

find seacches o
direct ory for files
$ find /tmp -type d -print

dicector  uhiel !
irectory  yhich files action todo

-name/-jiname

Case insensitive
'H\e filename ' EXQm‘)\e'.

-name '*.txt'

'f%pe TYPE

I: symlink
*+ more T

£ requlac file
9 directory

to search u¥+lk :ke -PQ'\'h /-i pQ,'\'h - maxdep+h NUM
e
here are my favourite search the full path f Onlts descend NUM levels
find arguments? j -path '/home/*/*.go" when seacching o directory
-size Q -print@ locate

find emP+5 files?
Useful o find files uou
created bs acciden

print null-separated filenames.
Use with xargs -07

-exec COMMAND

oction: run COMMAND on
every file found

-delete

action: delete all files found

The locate command
searches a. database of
every file on your system.

good: faster +han find
bad: can 3e+ out of date

$ sudo updatedb
UPda“‘es +he dotabase




XO. QS

'?

xargs fakes whitespace
sepqra+ed s+rin%s from

stdin and converts them
info command-line argumen'l's

echo /home/tmp | xargs 1s
will ron:

1s /home/tmp

Hhis is vsefol when You
wont 1o ruon the same

command on o list of
files ¥

— delete (xargs rm)
— combine (xargs cat)
-+ search  (xargs grep))
-+ replace (xargs sed)

!

how +o ceplace “foo'
Wwith “bar” in all txt
files:

find . -name '*.txt' |
xargs sed -i 's/foo/bar/g'

how to lint everyy
Python file in your Git repo:

git 1s-files | grep .py |
xargs pep8

if there are spoces in
youc filenames “my day .t

xargs will think iHs 2 Files
"m%" ond " dou\.s.‘hd"
fix & like +his-
find . -printo |
xargs -0 COMMAND

more usefol xoug s options:

mokes xargs run
o. separate process
max-ags  for each input

copital P

— is the max nomber
,__J of parallel processes
xargs will start

Max -procs




O\

oawk s a +intﬂ
progrom'\minﬂ lansuase
for manipu\cd'in%

columns of dota

I onlx:S know how
to do 2 -H\.‘nﬁs

Wwith awk bot its
still usefull

bosic awke program
strocture:

BEGIN { ... }
CONDITION { ACTION }
CONDITION { ACTION }
END { ... } 4

do ACTION on
lines matching
conDITION

extract o column
of text with awk
awk -F, '{print $5}'
T
column 5‘“3*‘8 cint +he
separator P70 5" colimn

+Hhis i 49y, of wha
T do with auwk

SO MANY unix commands
Pn‘n-l' columns of

text (ps! 1s 1)
50 bemS able +o 3e+

the column you woant

with awk is GREATY

owk progrom exomple:

sum the numbers in
the 3(6 column

action

f END {print s}!

at the end, print

H’\Q Sum '

awk program example:
prm’r every, line over
80 chococters

i length($0) > 80 !

L cond ition

(+here's an imp\icnL
{print} as the oction)




sed

sed is most offen
used For replacing
text in a file

$ sed s/cat/dog/g file.txt

5

ckange_ o File in place
with 507

in GNU sed it's -¢
in BSD sed, -i SUFFIX

some more sed
incantotions -..

sed-n 12 P

print 12™" line

@ suppresses output so

can be o Ieiz:‘::j::e CJ only what you print with 'p’
rESUlar expression . gets printed
sed s+coY/ +doq/+ sed 6

sed 53\ \canbeang ch?.rader double space o file
delete S™" line Use + as o regex delimeter (a00d for long ercor lines)

sed /cat/d ? way easiec than sed /cat/o dog

. . escaping /S U append ‘dog’ after lines

delete lines matching /cat/ s/ca¥\i[doq\// ¥ C:fhmmq ‘ot
sed -n 5,30p sed -n s/cat/dog/p sed ‘i 1F panda’

pr.‘rd- lines 5-20

only print changed lines

insect “panda” on line 17




bash tricks
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*chel v+ r x

search your history !

T use this @ Consi’anﬂs'
to reron commands

* magfca\ bracesk

$ convert file.{jpg,png}
expands o

$ convert file.jpg file.png

{1..5} expandsto 123 45

expands to the last
command run
$ sudo !!

commands that stacrt
with o space don'*dao
in your h:‘s‘l'ors. goo i¥

there's o & password [
‘OOPS $( 3 more keyboard shortcuts
for i in *.png gives the cutput of a ctrlva.  beginning of line
do command. Example:
convert $i $i.ipg ctrlve  end of line
done $ touch file-$(date -I) ctel+l clear the screen

for loo ps:
eass & useful '

creates o file named
file-2018-05-25

+ lots more emacs

shortcuts too ¥




more bash tricks
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cd -
ckanges to t+he
dn‘red’ortﬂ you were
IQS"— N

pushd € popd let you keep
o stack

ctelez

suspends (SIGTSTP)
+he running program

boy
stocts SUSpended progra.m

ctrlv 2

{ backgrounds it (¢ after)

brings backgrounded /suspended
program to the foreground

O shellcheck <

shell script linter T helps
sPof common mistakes.

<C )

process s obstitution

treat process output like

o file (no more temp Files.'w
Example:

$ diff <(1s) <(1s -a)

fc

ALY [
fix command”

open the last command
you fan in an editor

and then run the edited
version

type
tells you if something is
a builtin, program, or alias

'qu running: $ type time
$ type ping
$ type pushd

(they're oll different -l-ypes!\




isk usage
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du

‘01

tells you how much free space each

tells you how much disk pactihion has. £h) for human- readable sizes
space files /directories take up Filesystem Size Used Avail Use%* Mounted on
S} sommary: total /dev/sda3 18G G 2.5 86% /

Si Il files:

2e of all filesin udev 483M 4.0K 483M 1% /dev

a d:red'orb

human readable tmpfs 99M 1.4M  97M 2% /run

sizeg /dev/sda4 1676 157G 9.9G 95% /home

df - ncdu jostat

instead of % disk free,
report how many inodes
are used/ free on each

PQ(‘I’H’ on

running out of

inodes is VERY
ANNOYIN 6. You can't
Create new files !

see whod's using disk space

in an inferactive wa5

17.5 GiB [#d#H#i#t#] /music '

3.2 GiB [## 1 /photos # lostat S

5.7 MiB [ 1 /code Device: kB_read/s kB wrtn/s
. . sda 2190.21 T652.87

2.0 MiB [ ] file.pdf odb 6 00 500

disk reoads /writeg

et statistics about

inferval to report at




tar
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The tar file formot
combines many £iles
into one file.

a.txt 4

b et ic/c.Axk

tac files aren't

compres sed by themselves.

USuqllS you gzip them:
Far.gz or 192"

Usuvallu when you use
the “ar ' command, you'll
ron some incantation

To unpack a tar.gz, use:

S tar -xzf file.tar.gz =

FTED (e

—X is for extroct

into the corrent directory,
bs default (chanae with -‘,C)

copital €

-C s for create

lowercase

mokes a new tac filef

-t is for list
lists +he contents of

o tac acchive

-f is for file

which tar file 4o create
o un pack

tor can compress /
decompress

— 2 gzip format (.g2)

bzip2 format (.b22)

-  xz format (x2)

K more ! see the man page &

pu‘l"l’inﬁ it toqgethe -
list contents of a .tar.bz2:
$ tar -tjf file.tar.bz2

create a tar.gq2
$ tar -czf file.tar.gz dir/

-Files +o)‘36

in the acchive
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pS
ps shows which processes

are running

T usually run ps like this:

$ ps aux
o +X
W means include Rse—l-heﬁ
ow a
vsername column process

(ps -ef works +oo)

W
is for wide. ps auxwww

will show all the commamcl
line arqs for each process

e

is for eavironment. ps auxe
will show the environment vars?

wchan
you can choose which columns
4o show with ps (ps -eo A
One cool column is ‘wchan', which
tells you the name of the
Kerel fonction 1 the process
is sleepingy.
+ey it
$ ps -eo user,pid,wchan,cmd

* process state %

Here's what the leHers in
ps's STATE colomn mean:

Ri ronnin

S/D: asleep

Z: zombie

L: multithreaded

+: in the -ForegfounJ

£

is for “forest” . ps auxf
will show you an AsCll act
procegs tree T

p.s+ree. can d.‘splmj
a process tree, too.

ps has 3 Jdifferent sets

of command line arguments &2
l. UNIX ( 1 dash)
2. BSD (no dash)
2. G6NU (2 dashes)

you can write monstrositres like:

$ ps f -f
# '\‘f‘ull format

fores¥ (esD) (unix\
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+op
a Iive-updxl'u'nj Summary of
the top users of your

sbs+em 's resources

chrome, top
obvY

let's explajn some numbers intop¥
p P-

load average

3 numbers that roughly
reflect demand for your
CPUs on the system in the
last 1, S, and IS minutes

if it5 higher than the #
of (PUs yoo have, that's
cften bad !

memars

4 numbers:

Yotal /free/used ! cached

One perhaps unexpected thing:
total is not free cused?

total: free + used + cached
-Filcs\/s‘l'em cache

Y% CPU

%m 350% 7 what ?

+his column is given as the /5 of
a sinsle core. I£ you have
Y coces, +his can go up

to Yoo ;1

RES

this column is the  resident
set size’ aka. how much
RAM your process is
Usinj.

SHR is how much of +the
RES is shared with other
PfOCGSSfS

h*op

a preH.‘er £ more intecactive
version of top *

1 iy

10%

2 Lz tmnt 20% 1
3w " 5% 3
“ Ull s 5'/' j
mem TN ttiniingeiiein 4761

swp Comnnenapentonnnay 2/56)




sort £ uniq
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sort sorts
its input”

$ sort names.txt

+the default soct is
alphabetical.

sort -n

nuomeric sort

\

‘sorf ocder sort -n' order

R BV
' 1sooo i 48 o
.48 R
~ 6020 1 6020

Q6 i 15000

sort -h: human soct

‘sort -n' order l"sor’r -h' order

156, sk
W 30M | 30M 3,
W US K X IS 6 3,
006 i 20006

useful example:
$ du -sh * | sort -h

Uniq removes duplicates

a notice thece
Ar  are skill 2
b > ‘a's 1 uni

o Onllj Uniqui?(es

C Qdigggn-l'

b
b =
o,
C
Ma’rching lines
C

sort + uniq = ¥
Pipe something To
‘sort | uniq'and yoo'll

381‘ a deduplica’fed list

of lines ! does the

same -H'\m%.
a
a | sort -u =% N
b +
a8 or sort | uniq

umq -C
counts each line it saw.

Recipe : qet the top 1O most
common lines in o file:

$ sort cats.itxt

T use
| uniq -c this
| sort -n o lof
| tail -n 10




MisC commands €@ 17

rlqup

adds history £ ctel
Suppor+ 1o REPLs that
don't odfeqdb have them

(rl stands For readline)

$ rlwrap python

Woaotch

ferun o. command every
2 seconds

P \%
' pipe viewer", gives yoo stals
on data going +through o pipe

file
Figures oot what kind
of file (png? pdf?) o file is

a +imj calendar @

ts

0dd o timestamp in front
of every input line

ncdu

'Fn'gure out whatk using
all youc disk spaca

i
diff 2 files. Run with
-U 8 for context.

comm
find lines 2 sorted files

have in common

column
‘Forma+' inpu-l’

into columns

xsel/ xclip

copblpasi'e from system
clip board.

(pbcopy /pb paste on Mac)




head £ tail
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head

shows you t+he Firs+
1O lines of o file

of you pipe a program's output
+o0 head , the program will
stop after printing 10 lines
(it gets sent SIG PIPE)

tail

tail shows +he last 10 lines T

prin+ any new lines added +a
the end of FILE. Super useful
for log files ¥

-n NUM

-N NUM (either head or tail)
will change the # lines shown

NUM can also be negative . Example:
$ head -n -5 file.txt
will \)ﬁr\f all lines CXCQE+ the last S

-C NUM

show the first /last NUM
bytes of +he file

$ head -c 1k

will show the first

tail -- re’rrnj

keep trying to open
file if i¥s inaccesible

024 by-l-es

fail --pid PID

stop whea process PO
stops running (with -£)

tail --follow=name

Usua\lj tail - will follow
a file descriptor.

tail --follow=name FILENAME
will keep ‘Followins the same

filename  even if the file
descriptor changes
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less is o poger

that means it lets you
view (not edit) fext files

or piped-in text n /N next/prev match tey $ 1s --color | less -r
y/Kk  down lup a line with -r withgot -

Mman uses your pager m/’  mark/retorn to line bk a.txt+ 35"‘

(usua“b less) to display g/ G  beginning/end of file : bebas ESCLOmESC

man pages l‘r PIRN ' " ) COl;3Ima.txtq2
33 invrm red,bold  ESCCOm

many Vim shortcuts
work in less

/ search

leg

displays bash escape

codes as

S -r

colours

qjﬂ’i‘)

\/ * lowercase

edit file in your $EDITOR

acrow keys, Home /End,
PaUp, Pq D work in less

F

cess F to keep readins
from the file as it's
updad‘ed (like tail -f)

press ctrltC +o s+op
rea.dins upda+e5

+ runs o. command when

less starts
less +F
less +G

less +20% -

less +/foo:

follow updates
start at

end of ‘Fi'&
start 207%
into file

seacch for ‘foo’
right away




K\l
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kKill doesn't just Kill
progroms

you can send
ANY signel to

o program
with kil v

$ kill -’SIGNAL PID

nome or number

whick signal kill sends

name

nom
kill =% S\GTERM 15
kill -9 .§=7 SibkILL  q
kill -kiLL
kill —HUP => SIOHUP 1
kil -STOP => Sl6SToP 19

kil -2

lists all signals

4 HUP 2 INT 3 QU\'Y Y TLL

S TRAP b ABRT 7 RBUS 8 FPE

9 kILL 10 USRL Il SEG6V |7 LSRR
12 PIPE 4 ALRM 1S TERM b STKELT
I7TCHLD 18 CONT 19 sTop 20 TSTP
2L TTIN 22 TToU 22 URL 24 XCPU
25 XFS2 26 VTALRM 27 pRroE 28 WINCH

29 PoLL 30 PwWR 3L SNS

Killall -SIGNAL NAME

signals all processes colled NAME
for example:

$ killall firefox
vseful -Flass:

wait for all signaled
processes to die

@ ask before signalling

nge. P
prin’rs PIDs of mo:l'clnins

ronni ns Ppcsrams

fice fox
ficebird
NOT bash Firefox.sh
To search the whole command
line (egq bash Firefox-sh),

parep fice  matches

pkill
same as pgrep , but sijna.ls
PIDs found. Example:

$ pkill -f firefox

T use pkill more than
killall +hese days
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cat Z friends
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cot concotenctes §iles

$ cat myfile.txt
Prin‘\'s contents o'f m%-&le.'\'x‘\’

you can use coat as an
EXTREMELY BASIC +ext
editor:

® Run $ cat > file.txt
@ type the conteats (dont make
mistakes &)

cot -n

Prir\+s out the file with
line numbe(s!

1 Once vpon o mccfm'gh-l-..
2 Over many a quaint -

cots o qzipped file !

Achmlltj jost a 1-line
shell sceipt that runs
gzip -cd, but easier
1o remember.

$ cat *.txt
prints all .4xt files pu‘t ® press cteled 1o finish 3 While T nodded ,near(b
together ¥
2COL+ tee how Yo redirect +o
a file owned b«:) coot

‘tee file.txt' will write
its stdin to both
stdout and File +xt

stdout
Hdin /

—> tee a.txt \
a.x¥

$ sudo echo "hi" >> x.txt
/')

this will open x .t as your

user, not as root, so it fails?

$ echo "hi" | sudo tee -a x.txt
will open xAx¥ as root &




|sof

22

|sof

stands for list open files
somebody has

that file open E
<

WHO IS 1T 2Y |
lsof
T can tellyou !

whot lsof tells yoo

for eadth open file:

— pid

=+ file +ype (regoular? directory?
FiFo? socket?)

= file descriptor (FD column)

¥ vuser

+ filename /socket address

-p PID
list the files PID has

open

lse¥ /some /dir

list jus—\' the open files
in Isome /dir

|
list open network sockels
(sockets are filesT)

examples :

. -n€ -P mean
-{ -n-P &+

‘ don't resolve

-L : 8080 host names /{wrl's"

-1 TCP
-t -S TCP:LISTEN

(also - Pni

find deleted files

$ lsof | grep deleted

will show yoo deleted files

You can recover Open deleted
files from

/proc/iID/fd/FD
process that openeJ t+he file

netstot
another Way Yo list open

sockets on Linux st

netstat -tunapl
T

tuna, pleasef
On Mac, netstat has
diffecent args.




more useful fools

-mole -screen 35 -

_.)Cl "’}'TVIU)( -\/{Pe

_nOhup —da*fe _ fmage magick
~disown ~entr fish
_CU‘I'/pQS'\'e -se 'rcmger
~Sponge -join -chronic

- xxd Pafalle[‘-

"hE’XdUMP -6GNU pamllel

_objdump _P'-gz/P).)<Z

‘S"'r(nas - sort --paralle)



love this?

‘?ind more cwesome zines ot
—» Wizordzines.com«&



