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hello”
QUic_k nole: S of

Jr\r\ese_ ‘tools are Linux—onlfj

X

Solion
Linux onlcj tool BSD/ Mac eguivalent
ip ifconfig, route
tc dummynet () (BSD)
SS netstat
iptables pf (BSD)

ethtoo | i‘FCOr\{:iﬁ , kind of (?\
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dig

l..‘

dig makes

DNS queries !
$ dig google.com

answecs have S parts:
Query: google.com
TTL: 22
class: IN v(‘qu “if\"’eﬂ:le'l"'B
recocd “gpe: A tgnore Fhis
record volue: 172.217.13.110

dig TYPE domain.com
'H\is |e+s BOU choase ukicL\
DNS record +o query FarV

-bépes +0 +(8: default

ED g Loy (A

dig @ 8.2.2.2 domain

T Goaogle DNS secver
dig @server lets you

pick which DNS server

+o quer«j! Useful when
your systemn DNS is
misbehaving Y

dig +trace domain

traces how the domain
gets resolved, s+ar-}in3

ot the root nameservers

if you just updated DNS,
dig +trace should show +he
new record

dig -x 172.217.3.74
makes a reverse
DNS query - find
wk;ck domodn resaolves
to an IPY Same as

dig ptr 174.13.217.172.in-addr.arpa

d?g +shact domain

USUQ“& dug Prir\‘\‘S lots of

output! With +short,
it just prints the
DNS recard




ping £ teacero

u‘\’e. S

ping checks i you
can reach o host and
how long Yhe host fook
to reply

$ ping health.gov.au

output:
. time=253ms ...

*
Avstralio is 17,000 km feomme
ot the speeA of l.‘sh-}— it's still far ¥

ping works bg sending
on ICMP packet and
wai+in3 for ou rep\g

_ \fo: heal‘\'\-\.gov.au—}
= | hello"

pins

T TR

muth: if o host doesn'+
reply fo ping, that
means it's down
Some hosts never respond
to TCMP packets. This is uhy
Yracecoute shows “...” some+imes)

/|he\\ov 500
wd (o B |

tracecoute tells vou
the pa-l'h o packet tokes

to get to o destination

me) NYC Sacramento Austealial

™3 ISP

eKample ‘cacecovte

$ traceroute health.gov.au
: 192.168.1.1 3ms « rovter

-_

2: ...yul.ebox.ca 12 ms «zIse

3
8: NYC4.ALTER.NETx 24 ms‘g 52
9: SAC1.ALTER.NET)97 ms J +%
16: health.gov.au|253ms c%";’.:

here +he packet crossed the UsA!

mtr

like +racerouvte, but
nicec outpot ¥ try i+ 7

from NYC-> Sacramento!

look up how

traceroute works
lusing TTLs )

i+s simple + cool!




curl

it mg‘FmournLe
way Yo make
HTTP requestsf!

oreat for testinay
APT <Y

$ curl wizardzines.com

is for header
good for POST requests {0 SsoN APIs:
-H "Content-Type: application/json"
allow compressed response:
-H "Accept-Encoding: gzip"

-L
'FOI\OW Uxx fEdir€C+S

--datao

to POST datal
--data '{"name": "julia"}'
--data @filename. json

T

@ reads the dota
‘0 send ¥rom
o file

- -V
show response headers show reques‘]’ headers & more
-T -K

Show oaly response headers
(makes a. HEAD request)

insecure: don't verif
SSL certificates

-X POST

send a. POST request instead
of oo GET (-X POT efc works +o0)

--connect-to :: 1 E
or hestname

send request +o IP instead.

use befare changing DNS to0 a newIP

¥ coptj as cURL»x

Have some-\‘hins in your

browser you want to downloed

from +he command line?

TIn Firefox / Chrome/Safaci:
Developer Tools

- Netwoark +ob

- figh‘l‘ click on +he reques‘\'

-+ Copy as courl
(can have sensitive info in cookies!)




NMo.P

'7.

hmap lets you explore
a nefwork

which ports which hosts
are open’ are Up7

securi'lb people use it o lotV

find which hosts are op
$ nmap -sn 192.168.1.0/24
T
my home network
-sn means “p(nﬁ scan”
(hot -s + -nTits -sn
Jus+ finds hosts by
pinging every one,
doesn't port scan

aggressive scan
{aggressive
nmap -v -A scanme.nmap.org

port, server version, even 0OS

_Pn
skip doing o. ping scan and
assume every host is up.
good i hosts block ping ('3";5!5

fast por'i’ scan
$ nmap -sS -F 192.168.1.06/24
)usi’ sends a. SYN packe‘i’ +to

check if each port is open.

1 found out which ports my
printer has open! 35 ity

Y 4‘143 https
B i
iPp
= 9100 jetdirect

-F

Scan less ports: just the
most common ones

- T"'l or -TS

scan faster by +iming
out more quickly

9 check. TLS version
and ciphers

check if your servec still supports
old TLS versions Ppe
$ nmap

--script ssl-enum-ciphers
-p 443 wizardzines.com
list all scripts with:
$ nmap --script-help '*'




netcaT

NnC

lets Yyou create
TCP (or UOP) connections
from +he command line

I hand wrote

this HTTP
request for you

nc -1 PORT nc IP PORT

be o client¥ opens o
TCP connection
to IP- PORT.

stact o secver T Yhis
listens on PORT and
prints everything received

(4o send UDP use -u)
nehwork
(om0~

[

stdin

make HTTP reques‘i's
b3 hand

$ printf 'GET / HTTP/
1.1\r\nHost:
example.com\r\n\r\n'
| nc example.com 80

type in any weird HTTP
request you want ¥ &L

9ul| 20 ||o

P
@ connection
send files

Want to send a 100 6B file +o someone on the same
wifi network? easyf

T @ this trick ¥

receivec:. _ "
$ nc -1 8080 > file I“':,Jorks even if

Jer - yov're disconnected
sen :

from the interet!
$ cat file.txt | nc YOUR_IP 8080




ocat

n
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socat lets You Pproxy
basically any 2 things
— -n'!
*QSOCQ_&U Q7
the basic syntax:
socat THING1 THING2

socat sopports

uniX domain
Sockets

. and MoreY

ol

e

ordec doesnt matte

socat THING1 THING2
is the same ag

socat THING2 THINGI1

expose a unix domain
Socket on por-l' 133%

socat TCP-LISTEN:1337
UNIX-CONNECT:/path

proxy fom local HTTP
port to remote server

socat TCP-LISTEN:1337
TCP:domain.com: 80

-V

write all 4ransferred
dota to stdecr

useful for
debugging




10

tepdump lets you view
network packets being
sent & received

X

it's not +he easiest
Yo use but it's
Usua|l5 installed @

dont 1’&3 o resolve
TP addresses/ports

to DNS/port names.
mokes i} run faster.

- wlan®
Which network interface
to captore packets on

T often use"-i an(j"

1o make sore T'm
not missin any

packets ¥

-W -File.pcap

Write packe+s to a file

for loter analﬂs«‘s with

+cpdump /+shark / wireshark/
another tool

peap is for “packet capture”

Prir\‘}‘ Packe+ conterts,
not just headers. Nice if

you Waat to quickly sece
what o few packets

Contain.

-c looooo
Onlb captuce o limited
coont of packets

T use it with -w so

T don't acciden-}allﬂ
-Fi" up My Jisk!




BP

cheat sheetT

| |

Berkeleb Packet Filter

o. small language you

ton use to filter which
Packets tepdump and
ngrep cap tuce

Use it like this:

$ tcpdump [your bpf herel]
$ ngrep [your bpf here]

host

Filter based on the source
or deS"'iﬂQ'h.Oﬂ Ip&ddress

use domain

f orI
src host google.com P

dst host 192.168.1.1
hczrst 127.0.0.1

n
same as “scc or dst host

port

src port 53
port 80
*

again, same as "src or dst port”

less / greater
Packet length ¥

less 80
greater 200

and /or/ not

host 127.0.0.1 and port 80
udp and port 53

(port 53 or port 99) and
not host 127.0.0.1

PROTOCOL CINDEX]

filter based on o specific

byle in a packet

TP packets with options:
bitwise aind

ip[0] & OxF ==

DNS SERVFAIL responses:

udp[11] & OxF > ©

SYN packets:

tcpltepflags] == tcp-syn

tep [ wdp / iemp
IPY—Ip / |pb
only show packets usin
-|'ho?+ protocol E

there's lots mare
but +hese are all
+he ones T use?
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v Wireshark @ i< an
amazing %rapkiCa\

Pﬂcke‘l' anaIS sis Fool

‘[’Shark is the command
line version of Wireshar k

1t can do 100x mare 'H\inss
than +cpdomp @

filyec which packets are
cap+ured

tshark -Y
"http.request.method == "GET"'

r
uses Wireshark's SUPER
POWERFUL filter language

-d
is for “decode as”
tells tshark what Pro'\'oco\
Yo intecpret o port as
Example: 888% is often HTTP!

$ tshark
-d tcp.port==8888,http

=T FORMAT

Oui’puf format. My favouri Jes:

for Yhese
oV can
speci
#«fields: csv/+sv wk.'ck&?elds
You wan+
with -e

wtext : defaolt summary

¥ json

-
Which fields 4o output. Ex:

$ tshark -T fields
-e http.request.method
-e htip.request.uri
-e ip.dst K\Sup£u+s WAY
more protocsols than HTTP
GET /foo 92.183.216.34
POST /bar 10.23.38.132

-r —File.pcqp
analtéze packe‘\’s from

a file instead of
the network

+« same as tepdump|

Write captured packets +o
a file. 1§ -w file.peap has
permission issues, +r3:
tshark -w - > file.pcap
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like qrep for
Your; n e'hnllblrk"::

$ sudo ngrep GET

will find ever P\ain‘\'ex‘\'
HTTP GET request

ngrep synfax

what +o0 search

$ ngrep packets $or

[options]
[regular expression]
[BPF filterl]

same format
as tepdump uses !

T started using
ngrep when T was
intimidated by

'H:pdump and T
found i+ easiere

-d

is for device

which network interface
fo use. same a s tcpdump's

@ Hr:j‘—d amj' 7)

-\ bg\ine

Pm‘n“’s line breaks as
line breakg/ not “\n".
Nice when |ookin5 ot
HTTP requests

-T file.peap
-0 ‘File.chp

cead lwrite packets
from Ito o pcap file
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openssl is a tool for
* SSL ‘H‘\lnss*

aka T
{erete cory

sian cectificates

T+ uses +he OpenSSL
libcary (or LibreSSL)

domg

|
inspect o cectificate

$ openssl x509 -in
FILE.crt -noout -text

this works for files ending
in .cet o .pem ¥ Try it out:
You probably have certs in

/usr/share/ca-certificates

look ot o website s
cectificate
$ openssl s_client

-showcerts -connect
google.com: 443

pipe +his to
openss| x509
+o parse ¥

\-j Please uploaJ
— CcS

cer'\' 'Flco.+e - R
N T
+o ge‘\' o SSL cert for your

websd'e you neeA to0 make a

file called a “certificate
Signing request

make o. CSRKR

$ openssl req -new
-sha256 -key FILE.key
-out FILE.csr T

make one of
t+hese with

$ openssl genrsa

mJd5 / shal/

sha256/shaS12

Not quite SSL but useful:
$ openssl md5 FILE
c0mmﬁ95+Me md S sum

of FILE. Same For other
digests

$ openssl list -digest-commands

shous all sopparted digests.




m‘u’rmproxg

1S

D -

mﬂ'mproxs can proxy
connections fram yoou¢
laptep or phone and let
you see +he contents.

hou you vse ﬁ‘

0) install mi*mprokj oot
CA on Your |0p+0p /phane

o © (what is my phone ,

° I+ even, works with . web UL
saying about me? : cun mitmweb « i
logksslike uifl_s encrypi'GJ connections® ® on computer versen
encrypted ... — —>!;'/ (® Hell the program /phone

server {o prory through mitm proxy
how it works Some apps pin a cert other similar toals

wizardzines.com
cectificale plz
W’“P“’"b
wizardzines.com - __fake

Sounds legit, +his CA Mot
I trust says that | e

cectificate is vali

mokes mitmproxy not
work, look up “4rust killer”
to get around that

mod}-FB requestq /responses
acbitrarily

(not all are free, 'H\ough\

-charles proxy
- burp suite
-fiddler




miscellaneaus networking tools
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stunnel rsygnc whois zénmap sysctl
moke a SSL sync files over is This GUL for nmap configure
proxy for an SSH or locally domain Linux Keenel's
insecuce server Is [ regis-)-ered - P of nefwork stack
6]
hping:’a what ports ace ipco.lc identify 03 ab/iperf
make any being used? easily see what ?;:e"cﬁf‘s Yoy benchmacking
TCP packe+ 13.21.2.3/25 tools
h'\"‘—P\e means OPF(\VPH \ k
woet like cocl  |[ python3 || Wireguacd ne
dountoad | | bot Friendlier | | bttpsener| | ypNs || Yone Yecrain
files : files F
|Hop/ne1'ho s/ serve T e$ rom
) n‘l‘op/ip+ro.2/ O direc 3 te PHOW telnet
orialc Nlood
o nftables capture and can help debus
o. fancier see what's new version of assemble text network
woet using bandwidth ipfables TCP stceams protocols




ssh

|/

@ ssh keus @
An ssh ke_(j is% secret

key that lets you ssH

{6 a machine

?

Thats on
my list of
awthorized
keys¥ Comein!

Ssh— COPS' iJ
This scrip+ installs Your
SSH kej 00 o host (over SsH)

$ ssh-copy-id user@host

(puts it in .ssh/avthorized-keys
etc)
ins+a\\in3 o SSH ey

i surprising ly ‘Fir\ickfj

so +his sceiptTis helpfuTr?

* por'|' ‘Forwardfng *

ssh user@host.com -NfL
3333:1ocalhost: 8888

(
locTal port remote port

Lets you view a remote server
that's not on +he internet
in your browser.

:)USI' run 1 COmmanJ

$ ssh user@host lﬂame -a,
runs +his command £ exits

D

{Enter>~- closes +he SSH
connection. Useful if itls
hanging ¥

Ssh- agen‘i’

remembers your SSH key,
pa.ssphrase So you don} have

Jo keep typing it

mosh
ssh alternative : keeps +he
connection open if you
disconnect + reconnect later

. ssh /comc.‘j
Le+5 500 se+, pec host:

- username +s use
- SSH keuy 4o use
-an alios 1

S0 you can +ype $ ssh ALIAS
if\S‘i’ead o‘?’ ssh user@verylongdomain.com




LP
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p TR

lets YOoUu View + chcmge
network con?isurad‘(on.

$ ip O}I‘3JECT COMMAND

p
add, shou,

delete, etc

addr, link
neigh, ete

Lp addr list
showg (p addresses

of Your devices. Look

for SOMQ‘H\MS like this:

2: etho:
link/ether 3c:97...

inet 192.168.1.170/24

ip couTe list
disp\oujs the route table.

my
. ¥ router
default via 192.168.1.1

169.240.0.0/16 dev dockero

1o see all route tables -
$ ip route list table all

Chanae your

MAC address

good for cafés with
time limits ¥

$ ip link set wlan@ down

$ ip link set eth@ address
3c:a9:f4:d1:00:32

$ ip link set wlan@ up

$ service network-manager
restart <« or uhatever you use

ip link ip roote get IP
netwock. devices T (like eth®)| |what rovte will packets with $Z8
ip neigh -- col
View/edit the ARP table pretty colourful output!
ip --brief

is for IPsec

Show a summary
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I Ca.ﬂ"’- S-l-a.f"" mg
server because it says
Something is using
port g0g0Y

vsocket stotistics”

DUse s% o find the
Process ID using the port

@ kKill +he other process?

#* tuna, please 1 #

$ ss -tunapl
\\hec®
)(\\%oesf‘*og :‘M 3
o
This is my favourite bJous"o

vse ssT I+ shows all the
funning servers

-N
Vse numeric Por+s (80 not hHp)

-p

show PIDs using the socket

TONS of information

DD Q)

which sockets ss shows

Iiste_n.'ns or connections ?

non-listening /

established
defaolt : connections
=1 : listening
“O . both

wh’d'\ pro'\'oc.ols?

default: all
-t: Tcp
-w: LpP
=X unix domain

Sockets

netstat

netstat -tunapl anc!
ss -tunapl do the
same ‘H\fns

netstay is sldec and more
compl-‘cocl'ed. f you're learning
now,1'd recommend ss?
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iptables lets you

create rules to match
network packets and
accept/ drop/ madify +hem

T+'s used for

£ euallsy and AT

tables have chains
chains have rules
tables: filter, nat, mangle,
raw, security

chains - INPUT, FORWARD,
PREROUTING, etc.

rules: like -s 10.0.0.0/8 -j DROP

ipfables-save

This prints out all
iptables rules. You can

restore them with

iptables-restore

bot it's alse the easiest
Way to view all rules

—) TARGET

Ever5 ipﬁbles rule has

a target (what 4o do with
Ma.-l-chm5 pack.e‘l'Q. Op+ion S

-+ ACCEPT, DROP, RETURN
¥ the name of an iptables chain

- an extension (man iptables- extensions)
Popolar: DNAT, LOG, MASQUERADE

tables have different chains

-¥H+ert INPUT, OUTPUT, FORWARD

n\an%le:INPUT, OUTPUT, FORWARD,
PREROUTING, POSTROUTING

nat : OUTPUT, PREROUTING,
POSTROUTING
It helps to know when packets get
processed by o given table/chain
(eq locolly generated packets go
+hrough filter and OUTPUT )

you can match lots
of packet atfributes

-S: src iP -p: +Cp/udp
-d: dst ip - network
interface

-m: lots of +hings !
(bpf rules ¥ cgroups¥ TCMP type
cpo! conntrack state? moret)

For more, run. .
$ man iptables-extensions




tc

2|

tc

is for “Ycoffic contro|”

packets!
S‘|‘op/slow doun/
go+he other wayf

great for simulating
network problems )

make your internet slow

$ sudo tc gdisc add dev
wlp3s0 root netem
delay 500ms ¢ delay packets

bvj 500ms
and fast again .

$ sudo tc qdisc del dev
wlp3s@ root netem

netem rules

netem (“network emolator') is

packets. See the man page:

$ man netem

make your brother's
internet slow

Have o Linux router? You
Can configure tc on it 1o

make Your brother's internet
slower +han yours

goagle: “fc Q6S" for a
start

Sh oW C.Ufrefl—}-
+c setti ngs

$ tc qdisc show
$ tc class show dev DEV
$ tc filter show dev DEV

tc can do 10
million more
+hn55! Thisis
just the besinning!
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conntrack
not a command line tool:

itls a Linox kernel system

for tracking TcP /UDP
connections.

It's o kernel module
called nf_ conntrack

conntrock is used for:
-NAT (in a couter )

"Firewalls (eg or\(S allow
outbound conneCHons)

You control it with
iptables rules.

conntrack has a toble
of every connection

Each en"'rt.i contains:
- gsrc+dest IP
- src + dest por'l"s

-the connection state
(eq TIME-WA\T)

how to enable conntrack

enoble:

$ sudo modprobe nf_conntrack
check if it's enabled:

$ lsmod | grep conntrack

chom%e table size with the sysct |

net.netfilter.nf_conntrack_max

if the conntrack 4able
gets foll, no new
connections can start

E SYN packet

9ets dropped

;

mocal - be careful about
enabling conntrack !

wks are connections
Mys+eriouslj )cai’fnsz

maybe the conntrack
table is full 7
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ethtool is for people ethtool e‘I;lr\é) --S\r\o&-lof‘gloo.d
me ‘o --0 oa
who need to manage ne?':o:k intectace | | . i ]
physical netwarks this +ells you: youe netuorks carg can
-is i+ even connected? do o lot for 300_’ Like
(“ink detected”) Computing checksums. This

= I

server [ 0P’ i+ would help
if your etherne+
able was plugged in

- speed

- lots more

iscalled™ offloading"

This lets you seelchange
configured offloads.

- iden’rifcj INTERFACE

blink the light onthe
ethecnet port. good i you

[have multiple ports? and cutey

=S
Chan%e speeJ /duplex / other
settings of an interface

$ ethtool -s eth® speed 100

-S INTERFACE

show statistics like bytes sent.
works far wifi intecfaces too.

-1 INTERFACE

Show ‘Firmware ir\‘Fo

W dev wlan® link

ethtool is mos+|5 for
Ethernet.

To see the sPeeA (and more)

of o wireless connection,

use 1w.




love this?
more zines ot
- Wizardzines.com ¢



