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        Series Foreword

      
      The MIT Press Essential Knowledge series offers accessible, concise, beautifully produced pocket-size books on topics of current interest. Written by leading thinkers, the books in this series deliver expert overviews of subjects that range from the cultural and the historical to the scientific and the technical.

      In today’s era of instant information gratification, we have ready access to opinions, rationalizations, and superficial descriptions. Much harder to come by is the foundational knowledge that informs a principled understanding of the world. Essential Knowledge books fill that need. Synthesizing specialized subject matter for nonspecialists and engaging critical topics through fundamentals, each of these compact volumes offers readers a point of access to complex ideas.

    
  
    
      
        Introduction

      
      It’s incredibly easy to overlook the full impact of any given technology on our world. The wheel made it possible to move and transport things and people. It changed everything from agriculture to political governance. The lightbulb illuminated homes and businesses—eventually changing the way architects designed structures and entire cities were laid out. The automobile introduced fast point-to-point travel for individuals—redefining the way we live and work. And the computer introduced a digital world with data that could be stored and shared in new and remarkable ways. This ushered in massive changes in how people act . . . and interact.

      The most influential inventions—lamps, telephones, typewriters, cameras, and computing devices, to name a few—unleashed massive political, social, and practical changes. They became things that people use in their daily life and, to a large extent, take for granted. Yet they also rewired the way people approach countless tasks and redefined how we interact, communicate, and go about our daily work.

      However, until the advent of connected digital technologies, all these devices operated mostly independent of one another. A lamp was merely a lamp, a car was merely a car, and a phone was merely a phone. Each was valuable in its own way, but there was no sum greater than the individual parts. Digital networks alter connection points and allow devices to become part of small or large ecosystems. This introduces changes—including new tools, systems, and technologies—that were once beyond the horizon.

      The Internet of Things lies at the epicenter of this revolution. In only a few short years it has bolted from an early adoption phase to a mainstream technology. Connected doorbell cameras, smart speakers, and connected thermostats are in homes and businesses. Cars are connected to smart transportation grids and businesses are connected to highly automated supply chains. When we travel we’re able to receive live alerts about flights and real-time baggage notifications on our smartwatches. Market research firm IoT Analytics predicts that 21.5 billion IoT devices will exist by 2025.

      Although it’s impossible to identify a single happening that sparked this revolution, it’s safe to say that Apple’s introduction of the iPhone in 2007 was a crystalizing event. It put smartphones in the hands of the masses and allowed individuals to connect anywhere and at any time in real-time. It tied together sensors and connections in new and radically different ways. While it didn’t launch the IoT or even build the foundation for it, it ignited the concept along with the tangible reality of a highly connected world.

      Yet, the iPhone isn’t the only factor. Over the last decade, microprocessors, cloud computing, artificial intelligence (AI), and communications have all advanced by an order of magnitude. The convergence of these trends has produced a foundation for the IoT.

      Today, smartphones record data, voice, video, audio, motion, location, and much more. Smartwatches capture heart rate, sleep patterns, and other personal data. They display real-time weather conditions, news, and banking information. Moreover, these devices can be used to pay for goods, hold tickets for concerts and boarding passes for flights, order a ride or food, and so much more.

      At the same time, robotics, drones, and various forms of artificial intelligence—including speech recognition and image recognition—now surround us. Supported by sophisticated sensors and wireless networks, including 5G technology, incredibly advanced functionality is emerging. For example, during the COVID-19 pandemic, some restaurants and stores began using autonomous robots to deliver food orders and goods to individuals, and hospitals and businesses turned to image recognition and thermal scans to detect fever and other signs of infection for incoming patients.

      When the first edition of The Internet of Things appeared in 2015, the IoT was only beginning to take shape, both conceptually and physically. Today, it has blossomed into a mainstream technology framework that plays a key role in our lives. It’s now possible to monitor once invisible underground pipes for a leak or track the spread of influenza and viruses in near real time. We can try on clothing virtually on a smartphone and attend business meetings and expos on 2D screens and 3D headsets that transport us into completely immersive virtual reality environments. We have smart lightbulbs that respond to voice commands and sensors in phones that, together, serve as the basis for early warning systems for earthquakes.

      The Internet of Things offers both a telescope and a microscope into the once invisible spaces spanning people, machines, and physical objects. By connecting physical and digital objects and imbuing them with connectivity, it’s suddenly possible to track the movement and motion of objects—including how they interact with other objects and things. It’s also possible to combine data to generate deeper and broader insights and automate many tasks.

      The Internet of Things ties together human and machine intelligence in new, entirely remarkable, and sometimes frightening ways. It can make sense of the special relationships between and among things, including people, animals, vehicles, air currents, viruses, and much more. It can recognize patterns and predict outcomes that are far too complex for the human mind and senses to grasp—such as the exact condition of a bridge or a roadway or the physics of the atmosphere on a block-by-block scale. The IoT can also support systems that operate independent of human oversight and continue to get smarter through machine learning.

      However, the potential gains won’t come without a good deal of pain—and plenty of unintended consequences. New types of crime, weapons, and warfare are emerging, often based on sensors and IoT technology. Smartphones have disrupted political and social orders by connecting people, places, and objects in entirely different ways. But governments can now surveil and track individual protestors by scanning their cellular phone signals. Together with augmented reality glasses that identify dissidents or those wanted by the government, a more powerful type of surveillance state is born.

      This book provides a guided tour through the rapidly evolving Internet of Things. Think of it as a Digital Carousel of Progress. Sure, there are crazy and frivolous “things” that are connected simply because people can produce them and connect them. But there are also incredible advancements. We will examine the origins and building blocks of the IoT in chapter 1. In the beginning, the Internet and personal computers ushered in global communications on a person-to-person level. Over the last few years, rapid and radical technology advancements have fueled smart systems and ubiquitous connectivity. We will learn what the IoT is and how it impacts our lives.

      Chapter 2 examines the impact of digital technologies and applications in shaping the IoT—and how these technologies create a conceptual and practical framework to support the free flow of data. Communications is at the center of the IoT, but apps, human connections, and embedded algorithms make it possible to build out a robust IoT infrastructure.

      Chapter 3 explains how the IoT works. This chapter dives into the practical and technical framework for building and managing the IoT, including communications and networking frameworks, various protocols, the development and integration of more advanced hardware, software and applications, and the chips and sensors that “see,” “hear” and “feel” things. We will peer into the technical underpinnings of the IoT and what it takes to make these systems function effectively—and deliver real value.

      In chapter 4, we take a look at the growing array of smart consumer devices and services that redefine the way we interact with the world. This includes everything from smartwatches and smartphone-enabled front door locks and lighting systems to apps that monitor our health and others that allow users to try on makeup or clothing through augmented reality. We’ll examine how the concept of connected devices has evolved and matured and where it appears to be headed in the coming years.

      In chapter 5, we’ll explore how the IoT is ushering in the Fourth Industrial Revolution, or 4IR, and how it is changing the face of business. This includes a look at the Industrial Internet and machine to machine communication (M2M)—the basis for smart manufacturing, end-to-end supply chain visibility, improved public safety, and much more. There is also the potential for significant costs savings through greater automation and sensor-based analytics, typically driven by artificial intelligence.

      Chapter 6 offers insights into the concerns, risks, and problems associated with a connected world. How are governments using the IoT and other digital tools to block free speech? How are operatives using it to promote political warfare? Is the technology leading to greater inequality and expanding the digital divide? Other questions are emerging too: Could automation cause massive unemployment and downward mobility? Will it lead to more cybercrime or new types of terrorism and warfare? How is it changing health care and the legal system? And how do we approach security and privacy in an era where almost no movement or activity goes unnoticed or unrecorded?

      Finally, in chapter 7, we’ll peer into the crystal ball and speculate about how the future may unfold in a hyperconnected world. We will examine how the Internet of Things will impact our individual lives and society. This includes a glance at possible scenarios for life and work in 2030 and beyond.

      Although it’s impossible to address every aspect of the topic in this book, the pages ahead offer a glimpse into a technology that is changing our lives in profound ways—and yet in many ways remains in its infancy. This book is designed to provide foundational knowledge for the IoT and a launching pad for a broader and deeper exploration of the topic, whether you’re a student, software developer, data scientist, or philosopher. Clearly, the IoT is here to stay. It’s already changing the way we think, talk, and behave.
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        The Internet of Things Changes Everything

      
      
        A Connected Life

        It’s Monday morning at 7 a.m. My Apple Watch vibrates to wake me. After a few minutes, I reach over and pick up my iPhone and check a sleep app that tells me how many hours I was snoozing and the quality of my slumber. I review emails, news alerts, and text messages. I glance at the weather forecast and my calendar for the day. A few minutes later, I step out of bed and shuffle to the bathroom, where I weigh myself using a connected scale that automatically sends my weight and body fat to an app on my phone.

        At breakfast, I scan the barcode on an oatmeal package and enter the portion on an app called MyFitnessPal so I can track my food and nutrition intake. Afterward, I go out for a morning walk. As I step out the door, the August connected lock automatically secures the door behind me. I start the fitness tracker on my watch, which records every step along with heart rate, route, distance, calories burned, temperature, humidity, and elevation change. While I walk, I listen to a podcast in Spanish, a language I’m learning. It’s streaming from the cloud to my iPhone and wireless AirPods. The watch tells me when I hit my exercise and activity goals.

        When I return home, the front door unlocks automatically, thanks to my smartphone and Bluetooth. There’s no need for a physical key. After I take a shower, I pick up my iPhone and sort through a stack of email and text messages. I step into my home office, where I begin my workday. It’s a bit chilly, so I tell Siri to adjust the temperature on my Ecobee-connected thermostat. A few minutes later, my son stops by to pick up a book he asked to borrow. I tap a button on my phone to unlock the front door so that he can enter. He steps inside the house and heads upstairs. While we’re chatting, my lawn sprinklers turn on automatically. An Internet-connected Rachio controller has sensed that the lawn and shrubs need to be watered. It automatically adjusts the length of the watering based on current temperature and soil conditions.

        As I work, weather data updates in near real time—streaming in from sensors in my town. An app on my computer tells me it will be windy and warm this afternoon. I receive news alerts and text messages, along with stock market updates. In the afternoon, an Amazon van pulls up and delivers a package. The driver opens my connected garage door using the Amazon Key app, leaves the box inside, and then shuts the garage door. Almost instantly, I receive a notification on my phone that the package is in my garage.

        After dinner, I switch on my LG smart TV, which includes a variety of services and programs, including Internet channels. I can pull up a video on my phone—from YouTube, WhatsApp, or a website, and instantly project it on the smart TV. At dusk, a Wemo-connected light switch automatically turns on the porch light, based on daily sunset information for my geographic location. It grabs the data every day and always stays current on changes. I can also turn on and off various lights in my house using Siri to control lamps that use iDevices and Wemo modules to connect to the IoT.

        At 11:30 pm, the front porch light turns off automatically, according to rules I have set up in the Apple HomeKit app. As I read a magazine article on my iPad, I spot an article about wineries in Rioja, Spain, that I clip and send to Evernote, where I keep a file for future trips. I tell Siri to set an alarm for morning and then say “good night” to the voice assistant. It switches off all the other lights in the house. I drift off to sleep with my phone set to “Do Not Disturb.”

        This scenario is a realistic snapshot of a typical day in my home, which hardly qualifies as a state-of-the-art lab for connected devices. The app for my router now displays a total of 27 wireless clients—each with an IP address. This includes computing devices, media players, home automation gear, a bathroom scale, and other items. Many of these devices rely on mobile apps and all connect to potentially hundreds of different data sources residing within the Internet of Things, or IoT. For better or for worse, these connected devices eliminate manual tasks and deliver entirely new ways to access digital content, gain insights, and manage devices. In some cases, they also deliver energy savings.

        Not surprisingly, this connected world is expanding on a daily basis. There are now smart mattresses, connected toothbrushes, and toilets. There are drones, robots, and surveillance cameras that use the IoT. There are even microchipped pets and humans. If there’s a way to connect something, someone has probably done it, or they will figure out a way to do so soon.

      
      
        A Brief Look at How We Got Here

        It’s incredibly easy to overlook just how profoundly the world has changed over the last couple of decades. Not long ago, before the Internet, mobile devices, and cloud applications existed, data resided mostly on gigantic mainframes and, later, on the hard drives of personal computers. Most of these machines were little more than stand-alone islands in a vast sea of computers. Getting data from one device to another wasn’t easy. Other than a fortunate few who had access to a local area network (LAN), tape and floppy drives were the order of the day. On a PC, a person had to insert the disk, copy the data onto it, and physically take the disk to another computer to transfer it.

        By today’s standards, the process of moving data from one computer to another was slow and cumbersome. Floppies, as they were called, provided extremely limited data capacity, so it was often necessary to use several or even dozens of these magnetic disks to accomplish a task. Physically transporting the data was equally challenging. A person had to mail or carry disks to another location. This meant that it could take hours or days to move any significant volume of data. Even later disk technologies with larger capacities, such as zip drives, didn’t solve the physical obstacles related to moving data between locations.

        The widespread adoption of computer networks in the 1990s changed all of this. Ethernet and LANs created networks in homes and businesses. The technology allowed organizations to share data internally—and sometimes with business partners and others outside an enterprise. Still, remote users were forced to dial into a computer—usually a mainframe—using a dial-up modem. Setting up protocols and transferring data was a daunting task. It could take minutes or longer to send a short text file, and the computer was typically rendered useless while a transfer took place.

        Everything changed on August 6, 1991. That day, Tim Berners-Lee posted a short summary of a World Wide Web project on the alt.hypertext newsgroup.1 Since the mid-1980s, he had been looking for a way for scientists to share information without having to use the same hardware and software. In 1989, he drew up a proposal for creating a global hypertext document system.2 “HyperText provides a single user-interface to many large classes of stored information such as reports, notes, data-bases, computer documentation and on-line systems help,” he wrote. In 1993, CERN, the European Organization for Nuclear Research (where Berners-Lee worked as a software engineering consultant), opted to make the Word Wide Web free and open.

        It was a decision that fundamentally changed the world. Soon, the Mosaic browser was available for Unix, the Commodore Amiga, Windows, and Mac OS. It inspired a later browser, Netscape Navigator, that made it easy to view web pages and information from the Internet through static Hypertext Markup Language (HTML). In 1996, the commercialization of the Web began in earnest. Most large companies recognized that they needed to have a presence on the Web. Advances in markup languages, software, and database systems made the web the highly dynamic environment it is today.

        The Internet, and eventually the Web, grew out of research on packet-based networks created during the 1950s. The original ARPAnet (Advanced Research Projects Agency Network) had evolved from its humble introduction in 1969 into a far more robust network that incorporates Internet Protocol (IP) and Transmission Control Protocol (TCP). Together, these communications standards serve as the foundation for establishing a virtual connection between devices or systems. A framework for global connectedness had been established by April 1995, when the US government fully decommissioned the network backbone, then known as the National Science Foundation Network.3

        At first, connection speeds to the Internet were incredibly slow—at least by today’s standards. It could take minutes for large, graphics-intensive pages to load on the “World Wide Web,” and a user was typically connected only while logged in through services such as America Online (AOL), CompuServe, and EarthLink. Except for a few large universities, research facilities, businesses, and government institutions, broadband was a far-off pipe dream. By 2000, about 3 percent of the US population had a broadband connection at home. Today, about 85 percent of US households have some type of broadband connection and more than 75 percent have a cellular data plan.4 The numbers are even higher in other countries.

        High-speed Internet access is now fairly ubiquitous in developed nations, particularly in urban cores. Moreover, with the introduction of mobile devices and mobile broadband over cellular networks, an always-on, always-connected culture has emerged. Product, services, information, and content is only a click away. Equally important, all the sensors in mobile devices provide clues about where we are located, what we’re doing, and how we are moving through our day. It’s data that provides context about behavior and events.

        The foundation for this connected world—and connected devices—is the modern IP address. With this numerical code, every device can connect to other devices, including smartphones, tablets, gaming consoles, automobiles, refrigerators, washing machines, lighting systems, front door locks, electronic toll devices in vehicles, and payment terminals. Every device that is connected through the Internet of Things has an IP address. It may be a public IP address to identify the device over the Internet, or a private IP address used to find a device on a local network. A router finds these devices based on requests that stream in and routes requests and data where they need to go.

        Underlying this trend is the growing digital nature of machines and systems. Only a couple of decades ago, audio and video recorders used tape, cameras snapped pictures with film, remote controls were built with hardware, and music played from records, tapes, or compact discs through analog stereo systems. People printed pieces of paper from their computers and sent the paper to others through the mail or via a fax machine. In this world of both analog devices and digital devices, each machine delivered a separate function, and there was often no way to move data between devices—except with physical media or paper.

        The idea for the IoT and smart devices emerged in earnest during the early 1980s—just as computers and local area networks (LANs) began to take shape. In 1982, for example, researchers at Carnegie Mellon University rigged a soda machine to report on inventory levels and the temperature of drinks. In 1988, Mark D. Wessler, a computer scientist and chief technology officer at Xerox PARC, coined the term ubiquitous computing. Five years later, Microsoft launched an ambitious but ill-fated initiative called Microsoft at Work, which aimed to connect office equipment like fax machines, printers, and photocopiers. A few years after that, Bill Joy, cofounder of Sun Microsystem began promoting the concept of device-to-device communication as part of a Six Webs framework.5 The idea was to allow devices to communicate with each other directly in a peer-to-peer manner, rather than requiring a single base station. In 1999, Kevin Ashton, at the time working for Proctor and Gamble and later the founder of the MIT Auto-ID Center, introduced today’s framework for the Internet of Things. He used radio frequency identification (RFID) technology to link various devices and objects.6

        Today, a remarkable array of functions and features are packed inside a smartphone or wearable device. Thanks to binary code and Internet Protocol, a single device often consolidates the functionality of several devices. For example, the modern smartphone incorporates a telephone, camera, web browser, app viewer, video player, voice recorder, handwriting recognition, speech recognition and much more. Commands, functions, and coding that would have once required an army of developers with intimate knowledge of a programming language now take place at the tap of a finger or the utterance of a spoken command.

        Digital technology has changed the way we live and work. What’s more, as systems are equipped with sensors and software to communicate with one another, the possibilities grow, sometimes exponentially. A smartwatch or smartphone becomes a way to receive crucial notifications, news alerts, reminders, fitness data, and weather information. It’s also a way to hail a rideshare vehicle, obtain a transit ticket, identify a song playing at a restaurant, buy coffee at Starbucks, and control lights and doors at home. And it tracks things we do, such as activity, sleep, and travel.

        Online data service Statistica reports that the number of Internet connected devices worldwide will reach more than 75 billion by 2025.7

        
          Digital technology has changed the way we live and work. What’s more, as systems are equipped with sensors and software to communicate with one another, the possibilities grow, sometimes exponentially.

        

      
      
        The New Digital Deal

        All these connected things appear in a variety of shapes and forms. Parking meters, thermostats, blood pressure monitors, fitness trackers, traffic cameras, tires, roads, locks, supermarket shelves, environmental sensors, even livestock and trees, have become part of the IoT. What’s more, connected capabilities are expanding as a mélange of digital technologies intersect, the sophistication of hardware and software improve, artificial intelligence takes place on devices, and persistent fast connectivity becomes ubiquitous.

        Alone and together, these devices provide new features and entirely new capabilities for businesses and consumers. With a platform such as Amazon Echo/Alexa, Google Home, or Apple HomeKit, it’s possible to automate functionality in a house—and even grant temporary access to a visitor with a virtual key. In addition, the IoT introduces opportunities to put data to work in new and intriguing ways using social media, crowdsourcing, geolocation data and, ultimately, analytics and machine learning. For instance, Siri can identify a person’s actions and behavior over time and identify common tasks that can be automated through a voice command. So if I typically visit a coffee house on Saturday mornings, it may show how long the drive is—on a Saturday morning.

        
          Parking meters, thermostats, blood pressure monitors, fitness trackers, traffic cameras, tires, roads, locks, supermarket shelves, environmental sensors, even livestock and trees, have become part of the IoT.

        

        At the same time, epidemiologists can track the spread of viruses in near real time. A grocery store can analyze how people shop and the products they view and buy as they walk through the store. A chemical company can monitor underground pipes and tanks for maintenance without humans crawling into dangerous spaces. And a city can crunch data from sensors to better manage congestion, waste management, energy usage, pollution, and transportation grids. No industry has been left untouched by the Internet of Things. The technology brings intelligence and a far greater level of insight and understanding to a vast array of physical and virtual systems.

      
      
        Defining the Terms, Understanding the Concept

        There’s no single or clear definition of the IoT. But by now it should be apparent that the Internet of Things quite literally means “things” or “objects” that connect to each other within a global framework of computation, storage, and communications. In this book we’ll take a broad approach that extends beyond basic sensors and devices. Thus, a smartphone, wearable, lightbulb, door lock, book, airplane engine, shoe, or football helmet, to name a few, either serve as dedicated IoT devices, have IoT components, or are essential for the IoT to function and deliver value to people. The common thread is that each of these devices or things has a chip that connects it to other devices through a unique identifier (UID) and an IP address.

        These objects connect via cords, wires, and wireless technology, including satellites, cellular networks, Wi-Fi, and Bluetooth. They use built-in electronic circuitry as well as RFID or near-field communications (NFC) capabilities that are embedded or added later via chips and tags. We’ll take a deeper dive into the technical underpinnings in chapter 3 and beyond. The important thing to recognize is that the IoT enables the movement of data which, in turn, enables computation to take place from across the room or somewhere on the other side of the world. It ties together a vast array of technologies and systems, including real-time analytics, machine learning, sensors, and embedded systems to deliver data, information, knowledge, and automation.

        It’s important to recognize that the IoT wasn’t invented by any company or entity. Likewise, no one designed the IoT or engineered the way it works. It’s simply a vast network of connected “things” that feed data to each other—and to computer databases. As a result, there’s no simple standard for how it operates or what it does. In reality, the IoT is a confederation of protocols, standards, platforms, and more that in the end establish a globally interconnected network. The upside is that the loose framework of the IoT allows for enormous flexibility and innovation. The downside is that a mélange of standards and protocols frequently translates into greater complexity, higher levels of device and data incompatibility, and significant security gaps.

        At this point, some basic definitions and explanations are in order. “Connected devices” refers to objects that exchange data over a network—either the Internet or a closed proprietary network. Connected devices don’t necessarily connect to the Internet of Things, but they increasingly do. What’s more, they extend connectedness far beyond conventional computers and networks. The interface may be a light switch with built-in voice controls or a smart device, such as a television. It might be a smartwatch or an app on a smartphone.

        Two basic types of connected objects exist: physical-first and digital-first. The former consists of objects and processes that do not typically generate digital data or communicate with it unless they have been augmented or manipulated (think a shoe, dog, or a bridge). For these, it’s necessary to add a sensor or chip to gain entrance to the digital world. On the other hand, a digital object (think a photo, video file, or ebook) is constructed from binary code that can be replicated, shared, and consumed by simply reproducing the code in the same sequence. Digital devices also generate data that can be shared with other digital systems.

        This is an important distinction. While many physical-first objects can be tagged using digital tools and technologies such as RFID, they typically do not provide the same level of data or a similar level of insight. For instance, a marketer can track the way a reader uses and reads an ebook by studying every click and tap. A tagged hardcover book may reveal its location, but it will provide little more data because paper and ink aren’t digital. However, depending on the task—say, a librarian looking for a misplaced book—this may still prove valuable.

        Another term that shapes the IoT is the Industrial Internet of Things (IIoT). It revolves around machines equipped with sensors, thus making them “smart.” For example, industrial machinery or a delivery truck may stream data to the IoT. This makes it possible to know when the machine requires maintenance or repairs or the exact temperature and location of medicine that’s being transported to a hospital. Within the Industrial Internet, communication typically takes place in three different ways: machine to machine (M2M), human to machine (H2M), and machine to smartphone (M2S) or a similar handheld device, such as a tablet computer. The accumulation of all this technology is now referred to as Industry 4.0, or the Fourth Industrial Revolution (4IR).

        What makes the Internet of Things so powerful is that it connects physical-first products and items to each other as well as connecting them to digital-first devices, including home electronics, computers, and software applications. Consequently, anything tagged or chipped can interact on a group or multipoint basis and share data in real time—usually through the cloud. Moreover, when all these machines connect to people using various computing devices an entirely new conceptual framework is born. It’s suddenly possible to route specific, contextual data across systems and to specific users.

        
          [image: ]

          Figure 1 Printed RFID circuits allow physical objects to be tagged and tracked. Source: Maschinenjunge. Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.2 or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of the license is included in the section entitled “GNU Free Documentation License.”

        
        As physical and digital systems blend into a single entity—and as AI is applied—far more advanced capabilities take root. Mobile robots can check inventory in a grocery store, wireless earbuds attached to a phone can translate phrases across languages, and security systems using motion recognition systems can wake on command and identify a suspicious event. A combination of technologies—barcodes, Quick Response (QR) codes, motion sensors, light sensors, voice recognition, GPS, and myriad other digital technologies combine and recombine data in different ways, thus allowing machines—and ultimately humans—to gain remarkable insights.

        The IoT already spans virtually every corner of our world. There are consumer applications that support smart homes, elder care, and health care, as well as ones used within transportation, agriculture, manufacturing, energy, environmental monitoring, policing, military, and much more. Kevin Ashton offers insight into what a connected world is and why it matters:

        
          . . . Computers—and, therefore, the Internet—are almost wholly dependent on human beings for information. Nearly all . . . data available on the Internet were first captured and created by human beings—by typing, pressing a record button, taking a digital picture or scanning a bar code. Conventional diagrams of the Internet include servers and routers and so on, but they leave out the most numerous and important routers of all: people. The problem is, people have limited time, attention and accuracy—all of which means they are not very good at capturing data about things in the real world.

          . . . We need to empower computers with their own means of gathering information, so they can see, hear and smell the world for themselves. . . .8

        

        The IoT dives into the nooks, crannies, gaps, and wormholes that exist beyond human eyes, ears, smell, and consciousness. It creates new types of networks and systems—and entirely different pathways for data, information, and knowledge to travel. Along the way, and with the right input and analysis, computers and humans can decipher the codes that dictate the physics of the planet and mysteries of behavior. This might translate into something as basic as knowing when a package of food has expired and something as complex as automating a city’s traffic signals to alleviate congestion. Or, using computer vision, thermal sensing, and AI, recognizing when someone shows signs of a virus infection at a job, airport, or hospital.9

        The IoT is even entering the human body. For example, Biohax International, a Swedish firm, has developed a grain-size implantable chip that is placed between the thumb and forefinger.10 Putting a person’s identity on a passive RFID chip eliminates the need for passwords and reduces the risk of medical errors. It even lets them buy items from a vending machine. Soon, sensors and other devices implanted in the human body or worn on the body—and perhaps combined with sensors in a room—will gather data and use the IoT to transmit specific information about blood pressure, blood sugar, heartbeat, and other vitals while also monitoring medication dosage. This could ensure that the right amount of medicine is dispensed at all times. Already, an Apple Watch sensor detects falls. When a person confirms he or she fell and needs medical attention, the watch dials emergency responders and reports the location.

        Because the IoT is still relatively young, there are many technical and engineering issues to tackle. These include developing better and longer lasting batteries, building smaller devices, and packing more sensors into new devices, identifying ways to embed sensors in everything from clothing to machinery, perfecting miniaturization, and developing better algorithms to sort through all the data while keeping the signal-to-noise ratio low. It’s also critical to develop standards and platforms that enable data sharing and widespread compatibility. Many of these systems have already begun to take shape—something we’ll examine throughout the book.

      
      
        A False Sense of Security

        Connected devices and ecosystems radically change security and privacy requirements. No longer does data reside strictly within a device or an enterprise. It flows across companies, computing systems, and, frequently, public infrastructure. It winds up in different databases, clouds, and storage devices. It’s then repurposed, combined with other data, and used in other ways. Further complicating the picture, manufacturers use different standards and criteria for device design, operating systems, authentication, firmware, app design, and communications.

        As a result, the IoT has become a hotbed of hacking, data breaches, malware, cyberattacks, snooping, and myriad other problems. Newspapers and the Internet are rife with reports of break-ins and other violations occurring in connected cars, webcams, video doorbells, medical devices, robots, and smartphone apps. Likewise, privacy is under assault like never before. In China, for example, police now wear augmented reality glasses that identify suspects in a crowd.11 In the United States, marketing firms have scraped photos from public domain sources and use them in conjunction with AI for research, without the direct consent of the person owning the face.12

        Not surprisingly, a backlash has ensued. There are growing questions about how businesses use and retain data while tech companies and law enforcement butt heads over whether devices should be opened up to law enforcement. Meanwhile, government entities, including the European Union and State of California, are enacting tough laws that limit how businesses can use data. And Facebook and other social media sites are under close scrutiny from consumers and Congress about security and privacy policies.

        We’ll take a closer look at security and privacy risks in chapter 6, but it’s clear that many observers are deeply concerned about security and privacy in the age of the IoT. Although a hacker commandeering a computer’s webcam may evoke feelings of fear and creepiness, programming the brakes to fail on a vehicle or interrupting a pacemaker or other medical device could have dire consequences. Engineers, designers, developers, and security experts must cope with an array of security issues in order to create establish greater trust and adoption.

      
      
        Connecting the IoT Dots

        Ongoing advances in semiconductors, microelectronics, computer design, storage devices, cloud architectures, and communications are ushering in new and improved IoT capabilities and features. Higher bandwidth cellular data networks, such as 5G, along with faster and better Wi-Fi, are introducing a more robust infrastructure to support the IoT. Wireless technology such as Bluetooth Low Energy (BLE) allow all sorts of devices to communicate with each other and for physical objects to become part of the IoT. For instance, attaching a Bluetooth-enabled Tile device to a keychain or purse makes it instantly trackable. If a person can’t find the object, a tap in an app on a smartphone or a spoken command to a smart speaker such as Google Nest generates an audible ring.

        Yes, the Internet of Things has already made its mark on society. We watch videos anywhere and everywhere, we wave our smartwatch in front of a scanner or point-of-sale (POS) terminal to buy groceries or a coffee, and we can now take an electrocardiogram (ECG) on our wrist with an Apple Watch. Meanwhile, retailers manage vast supply chains using connected systems, and airlines have turned to the IoT, AI, and data analytics to manage fleets of aircraft and schedule crews far more efficiently—taking into account complex variables such as weather, fuel costs, the condition of jet engines and other components, and real-time passenger loads.

        In this hyperconnected world, devices and machines think more like humans—and even exceed human capabilities in some cases. What’s more, machines frequently operate without any direct human input or oversight. This produces more efficient farms and factories, improved supply chains, better logistics frameworks, and smarter cities. Connected systems route restaurant food deliveries to your table faster and with fewer steps, and, with a notification on your smartwatch, tell you which baggage carousel to visit after deplaning at the airport. These IoT fueled shortcuts save time, money, and improve safety.

      
    
  
    
      
        2

        Digital Technologies Converge

      
      
        Tuning into the Global Village

        Digital technologies have redefined the way people communicate, collaborate, shop, travel, read, research, watch movies, book vacations, manage their finances, work, and do so many more things. At the same time, they’ve revamped government and turned the modern business enterprise upside down—along the way changing everything from sales channels and customer support to how items flow through a supply chain. In April 2019, an astounding 4.437 billion people worldwide were using the Internet in some form or another.1

        Mobility is at the heart of this revolution. Although mobile phones and laptop computers have been around for more than a quarter century—and more basic personal digital assistants (PDAs) such as the Palm Pilot were available in the 1990s—Apple’s introduction of the iPhone in 2007 changed everything. It offered a single device with the functionality and form factor to support a connected world. When the iPad appeared in 2010, it provided further evidence that the mobile era had arrived. Today a typical smartphone that costs a few hundred dollars delivers far more processing power than the Apollo Guidance Computer that sent astronauts to the moon and back.2

        Approximately 3.5 billion smartphones are now in use worldwide.3 These handheld computers—as well as various tablet devices and specialized gear—have completely altered the way people access the Internet and share data—and how they act and react to the world around them. An app like Waze, for example, uses crowdsourcing to deliver optimal real-time routing suggestions. Each person’s GPS data—streamed from their phone and the sensors that reside within them—flows to the cloud, where the data is crunched and parsed. Then, other motorists receive real-time, contextual data based on their location. The smartphone app helps reduce congestion and fuel costs by optimizing routing for everyone. Other mapping services like Google Maps and Apple Maps now take a similar approach, and sometimes include data from road sensors and other systems.

        Today, an iPhone or Android phone can also serve as a remote control for home theater equipment, operate thermostats, manage smart appliances, and interact with Internet enabled bathroom scales, baby monitors, automobiles, exercise and activity tools, heart rate monitors, security cameras, and much more. Smartphones are capable of tracking fleets of vehicles and equipment, determining whether machines are operating correctly, and finding children and pets. What’s more, smartphones and tablets connect to countless external devices and sensors, which further expands functions and capabilities. This includes everything from viewing current UV index levels to the number of Nike Lebron 17 basketball shoes in stock at a retailer.

      
      
        Mobility is the Foundation for the IoT

        In the early days, cellular phones simply handled voice calls. Cutting the cord was great—in many ways it was revolutionary—but the idea of receiving or sending messages, photos and other data was distinctly futuristic. However, in 1992, that changed when short message service (SMS) appeared. It offered a way to send short 160-character alphanumeric text messages through cellular phones. In 2002, multimedia messaging service (MMS) became available. It pushed past the 160-character limit and allowed photos and graphics to appear in messages. Today, somewhere in the neighborhood of 5 billion people send and receive text messages every day.

        By the early 2000s, a few mobile phones began to accommodate more advanced data tasks, like sending and receiving emails, displaying websites in a mobile browser, and transferring field-collected data wirelessly to servers. Consider this excerpt from a 2002 press release for the Kyocera 7135 Smartphone.4

        
          The Palm Powered Kyocera 7135 features a small, lightweight clamshell design and CDMA2000 1X technology that enables peak data speeds of 153 kbps. It is the only converged device on the market to offer a 65,000-color display, Assisted GPS (A-GPS) technology, an expansion card slot compatible with both MultiMediaCard (MMC) and SD card standards, and an onboard MP3 player.

          The Kyocera 7135 also incorporates a speakerphone, voice-activated dialing, silent vibrating alert, two-way SMS text messaging, email, and three modes of Web access (HTML, Web Clipping and WAP). The numeric keypad allows easy, one-touch access to contact and calendar data as well as messages or the Web. Featuring Palm OS® v4.1 and 16MB of onboard memory, the Kyocera 7135 offers the complete functionality of a Palm organizer and supports thousands of applications written for the Palm OS platform.

        

        The Kyocera smartphone showed what was possible—even if it was remarkably primitive by today’s standards. Meanwhile, some devices, like the BlackBerry, began to attract cult-like followings. The original version, the 850, offered a keyboard that resembled, not surprisingly, a blackberry bush. Later versions sported small, dedicated fold-out keyboards and other features that expanded the idea of connectivity—and made it easier to type messages (early cell phones required messaging on the actual telephone keypad, a tedious and slow process for most people).

        Finally, when Apple introduced the iPhone in June 2007, the introduction of a sleek 4.8-ounce form factor, apps, a then dazzling color display, touchscreen features, and 3G wireless capabilities launched a new era of mobility.5 The $499 4 GB version and the $599 8 GB version together ignited consumer demand and stretched the imagination of what’s possible in a world where people and devices are linked to one another. By September 2007—only three months later—Apple had sold more than one million iPhones globally.6

        It wasn’t long before Apple had company in the smartphone market. In 2008, Google introduced the Android mobile operating system, a modified version of Linux with additional open source software. It attracted the attention of major electronics manufacturers like Samsung and Motorola, which incorporated it into hardware that competed with Apple. More robust and widely available cellular data networks and public Wi-Fi followed—and the concept of ubiquitous, persistent connectivity moved from the drawing board in labs to the real world.

        Over the following years, advances in semiconductors—smaller and more powerful chips with better battery life—brought new sensors, features, capabilities, and computing models into the picture. And when cloud computing rolled into the mobile landscape, simpler and better ways to sync and exchange documents, photos, and data across different devices appeared. It suddenly became possible to use smartphones for electronic boarding passes, apps to hail a ride, and digital wallets to pay for items ranging from a cup of coffee to an item at a garage sale. A smartphone user could also scan a QR code from a piece of paper, billboard or screen from another device, and instantly view content at a website or within an app.

        Around the same time, another technology was gaining momentum. Radio Frequency Identification made it possible to further bridge the physical and virtual worlds. By attaching a small electromagnetic UHF emitting tag to an object (or inserting a chip into an object or device)—and using an RFID reader—just about anything and everything could be connected to the Internet and located with the resulting data circuit. Today, RFID technology is used at amusement parks for ticket passes, for toll collections on highways, at contactless payment terminals, and for tracking animals, casino chips, and baggage at airports. RFID is also used for passports, following runners as they pass checkpoints in a marathon, and even tracking golf balls via a smartphone app.

        The ability to tag objects and transform them into data points has remarkable and far-reaching implications, including the ability to analyze objects and events in deeper and broader ways. Suddenly, it’s possible to see whether a pharmaceutical drug has been stored at the right temperature throughout transit. Or how people move around during a pandemic. It’s also possible to know when a motor is vibrating too much because it is out of tune and requiring maintenance or replacement.

        IoT devices can continuously report about usage, operating behavior, environmental conditions, and other variables. When they become part of connected systems, the capabilities extend further. It’s possible to use crowdsourcing techniques and include data from the Web and legacy databases. With the right automation, rules, analytics, and artificial intelligence in place, it’s possible to gain far greater insight and understanding into the world around us.

        Essentially, mobile and wireless technologies establish the connection points—think of them as a central nervous system—between anything and everything on the planet. Smartphones and other handheld devices, RFID tags, sensors embedded in machines and even inside a body offer ways to measure and manage tasks and processes that were previously indiscernible. Think of these as the nerve endings. Wireless technology also eliminates the time, expense, and complications associated with wiring or retrofitting buildings and houses. As broadband Internet and fast cellular networks blanket major swaths of the planet, the barriers and imitations about how data are collected, shared, and used disappear.

        
          Suddenly, it’s possible to see whether a pharmaceutical drug has been stored at the right temperature throughout transit.

        

        The intersection of various digital technologies with mobility and the IoT clearly ratchets up the stakes. As each digital technology feeds into the others, and together they create a fabric, a far more powerful and expansive platform results. One way to think about this is a multiplier effect. The power and value of each device is magnified as groups of devices are strung together and vast ecosystems result. What’s more, these networks of IoT devices can be combined with legacy data—in some cases collected over decades and tucked away in storage devices and databases—to further amplify insights. For a retailer, this might be historical insights into seasonal or holiday sales patterns, which, when combined with IoT data, such as weather and social media sentiment, allows the company to act faster and more decisively in areas as diverse as product development and inventory levels.

        We’re only beginning to recognize the imprint of the IoT on the world. Nicholas Carr, author of the book, The Big Switch: Rewiring the World, from Edison to Google, points out that the introduction of widespread and inexpensive electric power in the early 1900s had implications that rippled into numerous corners of business, commerce, and society. For instance, the landscape of cities began to change radically as elevators made it possible to build massive skyscrapers. The look of urban environments also changed as signs went up and shops could stay open after the sun went down.7 Likewise mobility and cloud computing create entirely new possibilities and introduce similar changes when they are combined with the IoT.

        
          The intersection of various digital technologies with mobility and the IoT clearly ratchets up the stakes. As each digital technology feeds into the others, and together they create a fabric, a far more powerful and expansive platform results.

        

      
      
        Emerging Digital Tech Defines the IoT

        The Internet of Things couldn’t happen without mobility and wireless technologies. Yet it’s important to recognize that the IoT is actually a collection of technologies and frameworks that intersect. Just as the Web ties together computers and content, the IoT ties together devices, data, and people. What’s more, this connected world gains power and value as more types of technologies and systems interconnect—and data generation accelerates. Several digital models and tools are at the center of today’s IoT.

        
          Automation History is filled with machines and systems that aid in automation, from the printing press to conveyer belts. The ability to remove humans from a task often leads to improvements in speed, efficiency, safety, and costs. Within the IoT, the concept is critical. The Internet-connected soda machine created by researchers at Carnegie Mellon wasn’t the only early attempt at automation. In 1996 General Motors introduced the OnStar system, which included remote diagnostics. Today, automation is what makes smart homes, smart buildings, and smart factories possible. It touches a wide array of objects, including lighting controls, smart speakers, security systems, smart appliances, and robotics.

        
        
          Computer Vision Sensors combined with AI algorithms allow computers to interpret images and videos the way humans would—but often with capabilities that exceed humans. The technology is now used for many purposes, including facial recognition, helping drones and cars steer and avoid collisions, and building better machine learning models for detecting the accuracy of chemotherapy and other treatments through the analysis of images and scans.8 In industry, the technology can boost the detection rate for flaws 90 percent or more.9

        
        
          Natural Language Processing (NLP) This field uses linguistics, computing, and AI to recognize human language and put it to work. Alexa, Siri, and Google Assistant are high profile examples of NLP interfaces. However, voice interfaces are showing up on a growing number of connected devices and machines. The technology is also being put to use for chatbots and automated online systems that involve typing or speaking. Researchers are currently working on ways for systems to detect emotions and sentiment.

        
        
          Machine Learning This technology, a subset of AI, uses mathematical models based on “training data” to extrapolate and make predictions about future outcomes. The technology is used for email filtering, computer vision, natural language processing, and many other tasks. Within the Internet of Things, machine learning helps widely distributed systems perform tasks without explicit programming. It’s especially useful for monitoring, predicting, and telemetry.

        
        
          Deep Learning This subset of machine learning uses the human brain as a model to solve complex problems. It largely eschews rules and, instead, relies on graphical processing units (GPUs) that serve as artificial neural networks. Using supervised (with human oversight) and unsupervised (the system operates autonomously) learning, the technology solves complex computing problems, particularly in areas such as computer vision, speech recognition, natural language processing, audio recognition, social network filtering, and machine translation.

        
        
          Edge AI More and more digital devices are capable of processing tasks locally. This data streams in from sensors on a device, such as a robot or autonomous vehicle. As the edge AI system handles the calculation, it stores the results on the device. In some cases, it may also pass this data onto the cloud. This framework allows devices to operate faster, smarter, and at lower energy levels. It radically changes the way autonomous machines function, and it extends battery life for sensors for years.

        
        
          Analytics The IoT changes the way analytics processes take place because data is often fractured and decentralized. This necessitates a need for software that can assemble the right data and make sense of it. Manufacturing, health care, transportation, financial services, energy, telecommunications, and home automation are among the industries and fields that benefit by IoT-centric analytics.

        
        
          Robotics Machines that operate autonomously—drones, mobile robots, and autonomous vehicles—are advancing at a rapid clip, thanks to onboard AI and sophisticated sensing technology. The IoT has ratcheted up the stakes and ushered in a new concept: The Internet of Robotic Things (IoRT).10 It refers to systems that monitor events taking place around them, calculate the data onboard and through the cloud, and then act on this information to operate in the physical world. What’s more, in most cases, there’s no specific script for how the device will behave in the wild.

        
        
          3D Printing This technology, also referred to as additive manufacturing, speeds production and cuts costs. It’s now being used for manufacturing everything from kitchen items at home to machine parts in factories and personal protective equipment (PPE) for health care workers. Open source printing scripts make it easy to share designs and produce items quickly. This has profound ramifications, including during a disaster or pandemic, when supplies may be needed without delay.

        
        
          Augmented (AR) and Mixed Reality (MR) The power of AR and MR is an ability to add, manipulate and combine the virtual and physical worlds. In the consumer space, smartphone apps use AR to enhance photos, let people try on clothing virtually, and plays games. In the business world, various glasses and goggles aid in tasks ranging from training to engineering. The IoT makes these things happen by grabbing the right data and delivering it to a device, where a rendering engine generates the text and images.

        
        
          Virtual Reality (VR) Immersive, 3D computer generated simulations require an IoT infrastructure to achieve their full potential. For example, today’s telepresence systems are evolving into virtual reality spaces, where people from all over the world can join a meeting, sit in on a webinar, or attend a virtual conference, either through a 2D screen such a laptop or smartphone or via a dedicated headset. VR makes it possible to assemble elements from different physical places within a single virtual space. The IoT connects everyone and everything.

        
        
          Blockchain The distributed ledger technology, originally associated with the digital cryptocurrency Bitcoin, has an important role to play in the IoT.11 It can track and verify data as it travels across devices, databases, and microservices. Thus, it can aid in automation and detect tampering and other violations. This is especially useful in a highly decentralized IoT environment, where data constantly crosses companies, servers, and systems. An example of Blockchain used with the IoT is a drinking water app developed by researchers at Zhejiang University in China for schools. Connected water filters, the IoT, clouds, and blockchain use encrypted algorithms and encrypted data in a blockchain to authenticate and automate data processing across 39 schools in the Shangcheng District of Hangzhou. The system encompasses 326 IoT meters that benefit more than 40,000 students.12

        
      
      
        Things Get Social

        The IoT is rewiring interactions and transactions in other ways. Social media data—mined from phones all over the globe—offers intriguing insights into what’s hot, what’s not, and how consumer sentiment is trending at any given moment. It’s also possible to combine social data with other types of data—say weather, sports results, or news events—to better understand behavior, trends, and attitudes in areas as diverse as politics, entertainment, fashion, and consumption. These social listening techniques expose patterns that would have previously flown under the radar.

        For example, Twitter now shapes media coverage of news events by determining what is trending at any given moment. As people tweet and retweet, the site measures the volume of posts and the time it takes to create the volume. This means that if users steadily tweet on a topic and the total volume builds up over time—say a month—it may escape detection by Twitter, while the same volume over a three-day period may hoist the topic to the top of the charts. This has advantages and disadvantages, but, regardless, it fundamentally changes the way media outlets cover news events. At the same time, politicians and celebrities have turned to Twitter not only to communicate with the public but also try to sway public sentiment, including press coverage.

        Yelp, TripAdvisor, and many other apps have also changed the way people behave—and served as data collection tools. Today, social media analytics applications use IoT sensor data from timestamps, check-ins, and geolocation to better understand how consumers shop, dine, travel, and behave. Combined with the number of hits or visits at a site or page, the number of unique visitors, the tone of comments, search engine rankings, click-through data, online discussion shares, and the number of influential friends or followers a person has, a business can classify customers and prospective customers. At that point, it can use predictive analytics to send more targeted marketing messages and promotional offers and provide different sales and support levels based on how much money a customer spends or their value to the business. The company can also adjust pricing dynamically to maximize sales, and it can understand how and when products come to the end of their lifespan.

        Facebook, for better or worse, has built an entire business around monetizing social data that sits atop IoT data. The words a person types, the links he or she clicks, and the behavioral patterns people display in the app determines the posts they view, the ads they see, and the data marketers receive. Combined with data from many other sources—both online and offline—Facebook is able to assemble a fairly complete picture of who any given person is as well as his or her sensibilities. Of course, the platform also has become a place to buy and sell used goods—using photos, text, and GPS data to hyperlocalize the process. It also has become a way for people to meet others, and even use a built-in data app to find a mate. All of these things add more data to the pot.

      
      
        Following the Crowd

        Crowdsourcing is another technology that has undergone a radical transformation thanks to the IoT. The idea of was first introduced in 2006 by Jeff Howe in a story for Wired magazine.13 Crowdsourcing pulls data from many people—hence the word “crowd”—to produce a more comprehensive snapshot of thinking and behavior. It assembles groups who can collaborate on a result or perform a task. In the physical world, understanding how, say, an infection spreads and how people behave is highly variable and, at times, wildly unpredictable. Assembling data based on conventional reporting methods is slow and often inaccurate. The lag time from recording a case to slotting the data into a usable database or report may be hours, days, even weeks or months.

        The IoT and crowdsourcing slice through the tedium, bureaucracy, and latency. During the novel coronavirus outbreak of 2020, for instance, researchers at Harvard University Medical School (HMS) tapped the IoT to create a snapshot of COVID-19 infections across the United States. Using a software program called HealthMap, developed in 2006 by John Brownstein, a professor of biomedical informatics in the Blavatnik Institute at HMS and chief innovation officer at Boston Children’s Hospital, they collected data anonymously.14 Participants reported symptoms with only their zip code as an identifier.15 The same research team also developed Flu Near You, a crowdsourcing app that has helped people gauge influenza activity in their community while aiding experts with early detection and local forecasting.16

        But as the IoT advances, devices themselves do the direct reporting. At the forefront of this technology innovation is a company called Kinsa. Its thermal thermometers—there are more than 1 million now used in the United States alone—report to the company when a person takes his or her temperature. Kinsa generates interactive maps that not only depict where flu and other virus outbreaks are taking place and where they are subsiding, but also show how they are likely to spread. Since the product was introduced, the company’s predictions have proved remarkably accurate. What’s more, Kinsa’s data has been available faster than government sources, such as the Centers for Disease Control.17 Company founder Inder Singh calls thermometer data “an early warning system for illness spreading.” During the early stages of the COVID-19 pandemic, the system also delivered some insight into infections, something that had otherwise been impossible due to a dearth of testing kits.

        Crowdsourcing and the IoT have the potential to reach into a vast array of areas and touch people’s lives in profound and different ways—whether people are using Waze, a Kinsa thermometer, or the next big connected thing. For example, city governments now rely on apps that allow citizens to report potholes and other problems via their smartphone. Relief agencies use crowdsourcing to better understand how to focus aid and resources during an earthquake or hurricane. Environmental organizations use sensors and crowdsourcing to track endangered animals, plant species, and insects. And data scientists are learning more about how people and objects move about on a daily basis. The result is sophisticated mashups with real-time visualizations, geospatial representations, and sophisticated crowd-mapping features.18

        These connected capabilities are advancing at a furious rate. Cities now use IoT technology and crowdsourcing to better manage everything from waste collection to guiding motorists to open parking spots. Many of these capabilities weren’t even possible a few years ago. However, if any crude form of crowdsourcing did exist, the system would typically require paper, telephone calls or physical mail, and months of tabulation to gain any meaningful insight. IoT technology has condensed this process to minutes or seconds—and results adjust dynamically as conditions or behaviors change.

      
      
        Beyond the Device

        Today’s smartwatches and smartphones can already “see,” “hear,” and “feel” at a basic level. They possess built-in microphones, cameras, GPS chips, accelerometers, gyroscopes, and touch sensors that react to a wide range of environmental factors and conditions. Together, these sensors introduce greater intelligence in the device and transform it from a watch, phone, or even basic computer into a multifunction powerhouse that serves as an entry point to the IoT and the remarkable features it delivers.

        In many cases, phones, watches, and other devices work together to extend and expand the features of any one device. By creating a connected personal area network (PAN) or wireless personal area network (WPAN) and transferring data over them, they can share features and do things that are beyond the reach of any single device (we’ll take a closer look at PANs in the next chapter). This allows a fitness app or sleep tracker to record movement and other data on a watch or band but then display far more detailed information, such as a detailed workout map, along with pace, temperature, humidity, elevation gain, and heart rate on a phone app. It also allows someone to answer a phone call on, say, an Apple Watch but then transfer the call seamlessly to an iPhone or AirPods connected to an iPhone. Apps on the phone can also push data, alerts, news, and information to the watch. This might be an alert when an Uber driver is about to arrive or a notification showing which carousel your luggage will arrive at after you step off a plane at an airport.

        At the same time, AI is helping personal devices become smarter about their surroundings and a person’s behavior. Smartphones predict what app a person is likely to use or what activity he or she is likely to engage in next, based on past actions, GPS data, or other factors. AI can automatically mark where a person parked and later guide the person to the vehicle in a huge parking facility. It can also digitally improve a photo using special algorithms and learn what types of news stories or videos are most appealing to a person, based on past selections and other data. Researchers and engineers are also looking for ways to augment human senses, such as sensing bad breath, detecting too much alcohol to drive, and sniffing out rancid food that humans cannot detect. While a phone can’t yet handle these tasks on its own, it can pull data from another device via a Bluetooth connection or over Wi-Fi, send it to the cloud for processing, and display results almost instantly in an app.

        AI is driving other changes. We are rapidly moving into an era where natural language interfaces, image recognition, gestures, and virtual immersion—including augmented reality (AR) and virtual reality (VR)—redefine the way we interact with devices and with the world around us. It’s possible to snap a photo on a smartphone, say an unusual bird, and search by image at sites such as Google and Bing to learn what it is. Similarly, Amazon lets smartphone users hold the camera up to a product and view pricing and availability information from the online retailer. Of course, Amazon’s Echo smart speaker and Alexa voice interface can also accommodate questions about products and add items to the retailer’s shopping cart—without even picking up a smartphone.

        IoT features and capabilities continue to mature. Retailers are adding AR to online and in-store sales. UK eyewear retailer Specsavers, for example, has introduced AR technology called FrameStyler that lets customers in physical stores see what they look like with different frames and glasses. Home users can also use a scaled-down version of the technology. After conducting a facial scan, a shopper receives suggestions about glasses based on age, gender, and facial features—and he or she can compare numerous designs quickly. Other retailers have introduced full-length smart mirrors and AR apps that let shoppers try on cosmetics and clothes virtually. A person simply selects the desired style, chooses a color or patterns, and the mirror or apps does the rest.

        Wearable technology—smartwatches and bands, smart glasses, and smart clothing will further shape the future of the IoT. By adding billions more data and interaction points, these devices will continue to extend and enhance the Internet of Things. Combined with sensors in farm fields, houses, factories, vehicles, and roadways, an even more hyperconnected world will follow. As AI promotes smarter systems and greater automation, further adoption of connected technologies will take place, advancing digital transformation further. In the coming years, emerging digital tools and technologies, including things like VR, AR, drones, robotics, and 3D printing, will coalesce to revolutionize our homes and businesses even more. We’ll examine these developments and other emerging IoT technologies in the forthcoming chapters. For now, suffice it to say that a connected world is here and it is becoming part of everyday life.
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        How the IoT Works

      
      
        The IoT Meets the Real World

        As far more sophisticated sensors, microchips, and data analytics capabilities take shape, there’s a growing ability to observe environments and understand complex relationships between objects and living things. These IoT systems—ranging from basic monitoring devices and data streams to complex sensing devices that exist within bodies, pipes, crevices, river bottoms, and otherwise impossible to reach locations—are dramatically redefining how machines interact with the world around us and how humans interact with each other.

        From an information technology perspective, there’s a lot involved in connecting the digital dots between and among all these “things”—and maintaining reliable and persistent connections. It’s critical to ensure that devices transmit data as needed, that hardware failures are detected, software bugs are squashed, data integrity is verified, and data sharing is managed in a dependable yet secure way. All of this must take place across disparate IT systems and IoT frameworks, consisting of a nearly endless combination of manufacturers and products. Of course, there’s also the challenge of patching and upgrading systems without causing disruption.

        Building out IT systems and countless end points that generate and capture reliable data is an enormous challenge. There are many possible directions to take in regard to platforms, standards, and IoT network designs. Several hundred companies offer products and platforms for the IoT. How these systems interact with clouds, databases, AI tools, and other IT systems at least partly determines their usefulness and value. How governments, businesses, and individuals approach the Internet of Things ultimately defines how they will use these systems in daily life and at work, and whether they will extract value from them.

      
      
        IoT: The Basics

        Connecting devices and ensuring that they communicate correctly requires a clear framework. In the case of the IoT, however, it requires many frameworks. What makes the task so difficult for the IoT is that it must function with an array of legacy and modern systems and protocols—and it must bridge many technologies and standards. A starting point is to understand that the IoT isn’t a monolithic entity. It’s a vague and often confusing confederation of vendors, platforms, systems, technologies, software, and tools.

        
          Building out IT systems and countless end points that generate and capture reliable data is an enormous challenge.

        

        The IoT relies on the Open Systems Interconnection (OSI) model to bring disparate entities together. Under this model, there are four primary groupings that encompass seven operational layers. These include a physical layer, data links, a network, a transport mechanism, a session layer, a presentation layer, and a software application. Here’s a brief technical overview of the plumbing and electrical wiring for the IoT:

        
          	•	The physical and data link layers govern how devices connect to the IoT. For instance, a system might use cables, Bluetooth, or Wi-Fi—or some combination of these technologies—to communicate with the outside world. Today, devices typically rely on Universal Plug and Play (UPnP) to discover each other’s presence on the network and establish functional network services for data sharing, communications, and entertainment.

          	•	The data link layer identifies connected devices using a media access control (MAC) address. The protocols at this level focus on how various switches deliver frames and data to all the different devices on the network.

          	•	The network layer, also referred to as the Internet layer, requires protocols and standards to route packets of data to an Internet Protocol (IP) address. Today, many Internet devices rely on IPv6, which offers advanced network identification and controls.

          	•	The transport layer addresses the need for end-to-end communication. It delivers features that aid in reliability, alleviating congestion, and guaranteeing that packets arrive intact and in the correct order. The session, presentation, and application layers address cross-application messaging and the exchange of data.

        

        Various IoT protocols address the specific needs of each of these layers. For example, the network and physical access layer may incorporate IEEE 802.15.4 for personal area networks, Wi-Fi (802.11 a/b/g/n), and Ethernet and cellular technologies such as GSM, CDMA, LTE and 5G. These are the technologies that move IoT data, based on the specific situation and needs of a connected framework. At a network level and on the public Internet, technologies such as IPv6, 6LoWPAN, and RPL are used to identify devices and connect them to one another. Transport protocols such as UDP and TCP allow systems to connect to one another, and to other computing systems. The application level uses HTTPS, XMPP, CoAP, MQTT, and AMQP to create common protocols for the exchange of data within specific environments and situations.
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          Figure 2 The IoT Open Systems Interconnection (OSI) model is composed of seven major layers.

        
      
      
        The Network is the Thing

        Moving data from one device and system to another is at the heart of the connected technology and the IoT. There are four primary network types that address different requirements.

        
          [image: ]

          Figure 3 The TCP-IP framework is crucial for IoT communication and data exchange.

        
        
          Personal Area Network (PAN) These devices transmit data over a few meters, often using Bluetooth Low Energy (BLE). Fitness trackers, smartwatches, AirPods, car navigation and infotainment systems, and health care technology such as digital thermometers are a few examples of devices that typically use a PAN.

        
        
          Local Area Networks (LAN) The technology supports short–to medium range communication. It is best suited to environments where dozens or hundreds of sensors are connected in the same space, typically at a distance of no more than a few hundred meters. This might include a house or small factory. A gateway device allows wired devices to operate with wireless devices within a LAN.

        
        
          Metropolitan Area Network (MAN) This long-range communications framework operates at a city-scale level, typically up to a few kilometers. It’s frequently used to operate smart traffic grids, transit payment systems, and smart parking meter systems.

        
        
          Wide Area Network (WAN) Connecting devices at a city-wide level or beyond requires connectivity measured in many kilometers. These networks, which may incorporate all the above networking frameworks, support large farms, factories, and campuses.

          

          Not surprisingly, there are a number of considerations that factor into network design. These include bandwidth requirements, energy requirements, latency tolerance, interoperability with other protocols and networks, whether persistent connectivity is required, and security needs.

          Let’s take a brief look at eight key networking and communications frameworks that move data within the IoT.

        
        
          Low Power Wide Area Network (LPWAN) This technology delivers a low-power, long-range wireless communication framework. It is valuable for large and widespread deployments of wireless sensors, such as those used in smart city initiatives. Several IoT specific LPWAN technologies exist, including LongRange physical layer protocol (LoRa), Haystack, SigFox, LTE-M, and Narrowband IoT (NB-IoT).

        
        
          Cellular Wireless networks include legacy 2G (GSM) and 3G (GSM and CDMA), as well as 4G and increasingly common 5G. In addition, two standards exist for using IoT devices over LPWANs. NB-IoT and LTE-M introduce more robust and flexible frameworks for transporting data across cellular devices and services because they were designed specifically for the IoT.

        
        
          Wi-Fi The wireless networking standard has evolved considerably since its introduction in the late 1990s. IEEE 802.11 a/b/g/n offers varying levels of speed and connectivity. The 8.2.11n standard delivers the highest data throughput among various wireless technologies, but it comes at a cost: high power consumption. Although Wi-Fi is ideal for connecting smartphones, smartwatches, and many other IoT devices, it draws too much power to make it suitable for battery-powered sensors.

        
        
          Bluetooth Low Energy (BLE) Bluetooth connectivity has emerged as a foundation for the IoT. It supports PANs and accommodate short-range exchange of data (approximately 100 meters). BLE works across layer 1 (physical) and layer 2 (MAC address). It is ideal for devices that transmit limited volumes of data, typically in bursts. BLE works with a growing array of devices, including fitness trackers, smartwatches, and digital thermometers.

        
        
          Near Field Communication (NFC) This wireless technology is ideal for digital payment systems such as Apple Pay or Android Pay. It operates at very close range, up to about 4 centimeters, or 1 ½ inches, using an NFC chip located in a device or on a card. This makes it relatively secure. The technology is also used for smart cards at hotels and smart labels used for asset tracking.

        
        
          ZigBee The 2.4-gigahertz wireless chip technology is slightly slower than Bluetooth BLE (250 kbps throughput compared to 270 kbps) and it reaches approximately 30 meters. However, Zigbee is a mesh network, which makes it highly suited to smart homes and smart office buildings that require device-to-device communication. A similar protocol, Z-Wave, which operates at 908 megahertz (meaning it has a better range than ZigBee but can’t transmit as much data at any given moment), was recently released into the public domain. Both operate on the IEEE 802.11.15.4 standard.

        
        
          Radio Frequency Identification (RFID) RFID is widely used to track physical objects and assets, including industrial environments and supply chains. These tags, chips, or printed circuits, are attached to objects. They offer a range of about one meter. Once an object is tagged, an RFID reader can pinpoint it. Tags can be both passive and active. The former works without batteries. This means that tags are read when they pass a reader. Active tags periodically broadcast their location, making them more trackable. A newer RFID protocol called Dash7 offers an open standard for bidirectional data exchange at up to 500 meters.1 It operates in the subgigahertz spectrum and offers low latency, making it ideal for sensors, alarms, and other connected industrial systems.

        
        
          Ethernet In some cases, where it’s possible to connect devices to a wired network, Ethernet is the technology of choice. This might include sensors or devices like security cameras located within a building. The IEEE 802.3 standard was introduced in 1980 and formalized in 1983. Today, it transports data at a rate of approximately 400 gigabytes per second and it interworks fully with Wi-Fi.

        
      
      
        Building a Better Sensor

        Sensors are the eyes, ears, nose, and fingers of the IoT. Over the last quarter century, tiny sensors, electronics, and nanotechnology have redefined a vast array of consumer and business systems. Most of these tiny devices, also referred to as transducers, use metal–oxide–semiconductor field-effect transistor technology, or MOS transistor technology, known as MOSFET. It was developed in Bell Labs in 1959 and has evolved into the foundation of smartphones, computers, smart TVs, and industrial machinery. The technology allows engineers to design small, powerful and energy efficient sensors.

        
          Sensors are the eyes, ears, nose, and fingers of the IoT.

        

        Thousands of different types of sensors now exist, detecting light, sound, temperature, magnetic fields, motion, moisture, tactile pressure, gravity, electrical fields, chemicals, and much more. There’s also a growing use of Lab-on-a-Chip designs for diagnostics. These devices can detect toxic gasses, radiation, and the presence of biological and chemical compounds.2 They’ve been used for a variety of purposes, including detecting early and advanced breast cancer.3

        Today’s sensing devices can detect and measure minute concentrations of pollution or toxic substances in the atmosphere or water supply. They can spot incredibly tiny changes in structures, such as bridges and tunnels, by measuring vibration. Image sensors, relying on Light Detecting and Ranging (LiDAR), allow cars to park themselves and detect when another vehicle on the road is too close—or approaching too quickly. Meanwhile motion sensors in security and video systems provide alerts when an event or change takes place. This automation allows a person to view an event immediately when there’s a valid reason to do so.

        In the past, many sensors used analog and low-tech methods to gauge conditions in the surrounding world. For instance, for centuries people relied on thermometers with glass tubes containing mercury to measure the expansion and contraction of a liquid within a calibrated device. Today, thermocouples and resistance temperature detectors exist to detect conditions far more accurately, whether it’s inside a storage tank or a computer, or being used to operate industrial machinery. Likewise, barometers, humidity gauges, and other devices once used pressure, vacuum, and other means to detect changes in the weather.

        In fact, today’s microelectronics not only measure many more things, they measure them far more accurately than even the most sophisticated analog and mechanical devices from the past. They can incorporate multiple functions on a single microchip, and they rely on application programming interfaces (APIs)—essentially, small pieces of software code that link applications—to transmit and receive data in real time across a vast array of devices and systems that span architectures and manufacturers. Connecting sensors or building them into machines, including robotic devices, provides deep insights into the interrelationships of different factors and systems in the physical world.

        Many IoT sensors use microelectromechanical systems (MEMS) technology, which dates back to the early 1960s. These circuits, which are produced using a standard silicon fabrication process, are actually small mechanical systems (typically between 1 micrometer by 1 millimeter) that can stretch, bend, spin, and change form based on environmental conditions and other factors. MEMS generate an electrical signal that translates into data about how a system is moving or reacting to conditions. Thus, a fitness tracker, smartwatch, or smartphone can measure activity and movement, and with the use of GPS and other input, translate this data into steps and distance traveled using algorithm.

        What makes MEMS so powerful is that they draw very little power, they have a tiny form factor, and they are inexpensive to produce via a process called photolithography. Thus, they can be used for a wide range of IoT devices and across a wide range of circumstances and conditions. Among the MEMS in a typical smartphone: light, temperature, pressure, and humidity sensors that monitor the environment the phone is used in; RFID, Bluetooth, and Wi-Fi sensors to manage connectivity; and accelerometer, gyroscope, magnetometer and GPS to gauge movement. There’s also a microphone sensor that translates vibrations into voice signals, a biometric sensor to authenticate, LiDAR to gauge spaces in the physical environment, a radar sensor for facial recognition, and a proximity sensor that detects when a person’s ear is on the phone.

        Sensors continue to advance. Researchers are now developing devices that can smell, taste, and perform other human functions. This will revolutionize many industries—from food manufacturing and restaurants to detecting diseases in the early stages. One particularly intriguing development is sensors that detect spoiled food. Researchers at Imperial College London have engineered paper-based electrical gas sensors (PEGS) that cost about 2 cents each and can detect spoilage gases like ammonia and trimethylamine in meat and fish products. The same sensors could be used for a variety of other purposes, including identifying chemicals in agriculture, air quality, and even human breath that may indicate kidney disease.4

        Other researchers are attempting to extend the sense of smell and taste to the surrounding world. Tapping sensors and receptors that convert chemical substances—sugars, fats, sodium, pH levels, and other substances and properties—into tangible profiles, researchers are able to take machine taste to a new level of understanding. A group of scientists at McDevitt Lab at New York University (NYU) has developed a programmable sensing platform that includes microelectromechanical systems (MEMS) chips that can digitize biological components and essentially check them for specific qualities and markers. A cloud-connected device is able to perform tests using single push of button process. The identification of biomarker-based fingerprints could advance fields such as dentistry, oncology, and pharmacology.5

        All of this could also one day lead to augmented reality and virtual reality platforms that allow a person to smell a lavender field in Provence or sample the taste of food from a restaurant without actually being there.

      
      
        It’s in the Chips

        As the IoT has advanced and evolved, so have chipsets used in sensors, devices, and machines. Microchips are increasingly optimized for specific IoT functions while maximizing connectivity. For instance, they’re able to tap cellular networks in difficult to reach places, including large buildings, while consuming minimal power. Moreover, they can automatically adapt to changes in radio frequency (RF) requirements by using different bands of the spectrum as needed. This makes them suitable for many new IoT applications, and a much wide array of conditions and circumstances.

        A key issue for IoT chips deployed in agricultural fields, storage tanks, tunnels and bridges, smart traffic meters, industrial machines, package tracking devices, and traffic grids is battery life. The need to replace batteries on a regular basis not only drives up costs, it undermines the value of systems. When some sensors within a network don’t work, the entire system can be impacted. As a result, manufacturers are taking direct aim at this issue. They are developing chips that better sense the environment and usage patterns, while ensuring long battery life. An example of this is the Qualcomm 212 LTE IoT Modem chip, announced in April 2020. It reduces power consumption when it isn’t in use. It also supports a wide range of batteries that allow systems to function for 15 years or longer, while conforming with a commonly used protocol for IoT data transmission, NB2.6

        Other advances in semiconductors are moving from the research lab into the physical world. One important development involves chip designs that are specially produced for edge AI running on IoT devices. These chips wake on demand and they are hardwired to respond to only a couple hundred built in commands. Some also perform onboard machine learning. Unlike traditional Von Neumann or stored program chips such as central processing units (CPU) and digital signal processing (DSP), these edge AI chips aren’t burdened with swapping data between the memory and the processor, something that results in latency and diminished performance.

        Consequently, these chips are faster and far more energy efficient than conventional designs—while offering new ways to promote data privacy. For example, instead of using an Amazon Echo or Google Home Smart Speaker to transmit a command to the cloud and back—something that typically takes 10 milliseconds to 70 milliseconds—the process can occur onboard instantaneously.

        A limited vocabulary is perfectly adequate for a microwave oven or coffee maker. A person instructs the microwave oven to reheat food and it does so. The chip, because it doesn’t have to reach out to the Internet, stops Amazon or Google from listening in on conversations or gaining access to any sensitive data. “The device becomes more responsive and delivers better privacy because you don’t have to deal with the roundtrip of the cloud,” says Ken Busch, CEO and cofounder of Syntiant Corp., a company developing Edge AI chips.7

        These types of chips—especially when combined with ad hoc or personal clouds, could profoundly reshape the IoT in the coming years. Amit Lal, professor of electrical engineering at Cornell University, is studying ways to produce chips that further transform the IoT. As part of a team that oversaw the NZERO program for DARPA between 2017 and 2019, he and others explored ultra-low-power or zero-power nanomechanical learning chips that could harness acoustical signals or other forms of ambient energy and wake as needed. This research could lead to vehicles and other machines, such as robots and drones, that can be detected by a unique acoustical signature. The security ramifications are enormous. “You would verify the identity of the vehicle or other device before it gets close and poses a threat,” he explains.8

        As AI and the IoT take shape, researchers are also exploring other advanced chip designs. For instance, neuromorphic chips—modeled after the way the brain works—could revolutionize autonomous vehicles, speech recognition, and much more. Although the idea isn’t new—it originated from California Institute of Technology professor Carver Mead in the late 1980s—producing artificial neurons and synapses on chips would allow devices to learn on their own, much like the human brain.

        This means that a drone could “relearn” and “reprogram” itself to fly autonomously under different conditions—say a forest versus a city filled with high-rise buildings. A robot could learn to adjust its grip based on the object it is picking up, but also learn how to grip different items with different sensitivities. Adam Stieg, associate director of the California NanoSystems Institute at the University of California at Los Angeles (UCLA) offered some perspective: “The ability to perform computation and learning on the device itself combined with ultra-low energy consumption could dramatically change the landscape of modern computing technology.”9

      
      
        A Clearer View through Clouds

        Over a few short years, cloud computing has drifted into everyday business and life. Many describe clouds as utility computing because it’s possible to switch on and off services at a moment’s notice. What’s more, users can dial up or down bandwidth dynamically and in real time. But cloud computing also makes it possible to process, route, and synchronize data far more efficiently. It would be virtually impossible for any single organization or government to build a data storage infrastructure capable of supporting the IoT. In addition, through the use of APIs it’s possible to build a far more flexible and automated environment. APIs allow different devices and systems to speak with each other—even when they rely on entirely different standards or protocols.

        Although the term “cloud” is used broadly and in a different context for different situations, the important thing to focus on in regard to the IoT is that it delivers a distributed computing environment that operates over an extended network, such as the Internet. This collection of computers creates a platform or service for users, including businesses developing IoT devices and apps, and those who use them. The cloud makes it possible to take advantage of software, hardware, and various services, including data storage, that are delivered via the Internet or a private network as virtualized services. While the concept isn’t new—the idea of hosted or managed services extends back to the 1950s through the concept then referred to as time sharing—radical advances in processing power, bandwidth, and software development have redefined the space over the last few years, and put clouds at the center of a connected world.

        Clouds are crucial for the IoT because, among other things, they provide a highly scalable environment for data storage. Not surprisingly, large numbers of connected devices generate huge volumes of data, ranging from machine-generated data to videos. Some of this data comes in the form of large files while other data is stored in small file formats, such as sensor data and logs. Yet, while the files may be tiny, millions or even billions of these files must be available anytime, anywhere on the network. A conventional data center requires all systems to access servers in a specific location. However, a cloud framework using object-oriented storage (which, as the name implies, treats data as easier-to-find objects rather than file blocks) and all-flash arrays (which replace hard drives with solid-state storage) can move the data closer to the point where it’s required, trim the time required for analytics processing or machine learning, and adapt to changing traffic flows.

        A practical example of how the Internet of Things and clouds have reshaped things is how they have helped people get in better shape. For years, runners, walkers, cyclists, and other fitness buffs who wanted to track their progress had to either log their performance data with pencil and paper or purchase an expensive and often clunky device that could capture steps and distance traveled but not necessarily transfer it off the device. Even when exporting the data was possible, it required logging into a computer, connecting a cable and using proprietary software. Not surprisingly, there were a lot of things that could go wrong, including the ability of the human brain to forget the task.

        Today, smartwatches, fitness devices, and smartphone apps that connect to the cloud have elevated athletic performance—and tracking—to an entirely different level. They also have become more accurate and dependable. Apple Watches, Fitbit wristbands, and apps like MyFitnessPal track steps, calories, heart rate, floors climbed, and active minutes via built-in sensors and electronics, including an accelerometer and an altimeter. Some devices also track nighttime sleep patterns. Using an associated app on a phone or computer, it’s possible to view progress, trends, and performance. Moreover, as data flows to the device and the cloud, it’s analyzed, and the user receives insights in the form of charts, graphs, and other data visible in a mobile app or at a website. A user can also connect to friends all over the world and hold competitions, complete with badges and awards.

        Yet the power of these devices and apps extends beyond a dashboard. For one thing, the software integrates with other apps and sends data to them. This makes it possible to plug in data from Internet connected treadmills, exercise bikes, and other equipment at gyms. It’s also possible to use heart rate monitors, other smartphone apps that track walking and running routes, and apps that monitor food and calorie intake. With a user’s consent, Apple’s Health app now combines all this data with a person’s medical record. The app offers an incredibly comprehensive view into an individual’s health, and it can help spot possible problems early.

        What’s remarkable about these capabilities isn’t just the technology that measures and records activity in such a detailed and comprehensive way. It’s the ecosystem of services and apps that connect to data and information in a broader way. The result is a reasonably accurate motion picture of personal activity and health taking place during the entire day—every day—from movement to eating habits and nutrition to sleep. Without mobile technology, cloud computing and connected systems, all this wouldn’t be possible. An individual would be left with islands of data that provide limited insights.

        Clouds are continuing to advance. Mahadev Satyanarayanan, Carnegie Group Professor of Computer Science at Carnegie Mellon University, believes that cloudlets, essentially powerful and personal microclouds, could transform homes, businesses, and vehicles. These systems would essentially serve as a data-center-in-a-box. “The same Xeon hardware that now occupies a football field–sized building would be adapted to a small box or rack to fit the environment. These hyperconverged clouds would bring compute closer to the user. You wind up with high bandwidth and low latency,” he explains.10

        Cloudlets would likely prove revolutionary because current clouds produce a high level of latency. Although the 70 milliseconds or more to complete the data round trip required for a computing or IoT device is fine for using Google Docs or asking Alexa to add something to a shopping list, it’s less than ideal—and sometimes woefully inadequate—for many IoT devices. This includes drones, robots, autonomous vehicles, and many other connected systems that require onboard processing, local machine learning, and split-second decision making.

        These cloudlets, when combined with new chips optimized for edge AI, could also unleash a new wave of IoT devices and functions that wake on command, operate more efficiently, and keep data on premises rather than in a cloud or a company’s database. Within this scenario, an individual could use simple voice commands to instruct a microwave oven to defrost a bagel or reheat the leftover mac and cheese. Equipped with sensors, the microwave could defrost or heat the food to perfection (or at least as close to perfection as one can get with a microwave and leftovers!).

        At the center of cloudlets and edge AI is a simple but basic truth. A microwave oven, coffee maker, or a washing machine doesn’t require the vast repertoire of language and processing that Alexa or Siri does. A few hundred choice words or phrases will do. What’s more, specialized edge AI chips and cloudlets could provide a secondary benefit. They could fundamentally redraw the boundaries for data privacy by preventing companies from “listening in” via a smart TV, smart speaker, or video doorbell.11 A user has far greater control over what data, including video, streams to the public cloud and ultimately winds up in manufacturers’ databases.

      
      
        Location Awareness Adds Direction

        Today’s IoT tracks movements and motion through cameras, sensors, satellites, GPS, and other systems. Digital cameras record geolocation stamps with photos, cellular towers time stamp the exact moment a user passes by with a mobile phone, card readers and transponder systems, such as E-ZPass, record when drivers travel past a tollbooth, and social media apps such as Facebook, Twitter, and Yelp record when and where a person posts a status line update or a check-in. Meanwhile, GPS chips and satellites identify exactly where planes, trains, and vehicles are located at any given moment.

        While the Global Positioning System has been in place for more than two decades—the idea for a series of satellites orbiting the earth was envisioned back in the 1950s—it now represents only a piece of the overall location awareness puzzle. Other key components include: computing devices with unique identification numbers (UINs); IP addresses that track a device’s location on a network such as the Internet; an Ethernet address that indicates a device’s location on a local area network (LAN); and Wi-Fi, Bluetooth, and RFID tags, which can deliver granular insight into the location of a device or object.

        Within this new IoT order, smartphones represent the last mile in geolocation. They enable data collection on an ongoing and constant basis through the use of GPS chips, cell tower triangulation, and, when these signals are too weak or unavailable because of a building or obstruction, local Wi-Fi data or Assisted GPS (A-GPS) technology. These rely on a variety of network resources to identify a user along with the person’s location in order to communicate with the device.

      
      
        Actuators and Controllers Make Things Happen

        Transducers may generate data, microchips may process it, and clouds may move all the data, but actuators, which also fall into the category of transducers, are essential for reading sensor data and making things actually happen. These devices serve as the opposite of a sensor by converting data into a physical action or event. Examples of actuators are security systems, connected door locks, and electric motors. Various sensors in a device or a network provide the data that triggers the desired physical event, whether it’s a video camera tracking motion or a door locking itself. Since the IoT is all about automation, it requires a control system to handle basic functions and power computation in a resource limited environment. Platforms such as Raspberry Pi and Arduino serve this function. They deliver computing power and control various peripherals and switches using a single-board computer and software. The credit card–sized Raspberry PI is widely used for IoT devices.

      
      
        Gateways Matter

        Optimizing performance over the IoT is no simple task. Highly distributed devices and systems—often operating under different technology and communications platforms—require specialized communications, processing, and storage. One way to do this is to add edge or fog storage and processing (which we will discuss later in the book). These systems, also referred to as “smart gateways,” use local storage and processing to minimize the need to send data back and forth across clouds and other systems. This reduces bandwidth, latency, and potential interruption points. It moves the IoT toward real-time processing.

        Not surprisingly, smart gateways can’t handle every situation or scenario. An IoT network may require device gateways, typically established through protocols like Bluetooth LE, Z-wave or Zigbee, which serve as translators between specific data formats and the Internet. However, smart gateways aren’t the only way to facilitate communication across the IoT. A smartphone can act as a gateway between a device and the Internet. A direct connection via wireless technologies may be desirable, and even direct device-to-device communication through a mesh topology may be required. When an API framework is used it may reduce or eliminate the need for other types of shared gateways.

      
      
        Messaging Middleware and Application Protocols Facilitate Connections

        Just as traffic signals help manage the flow of traffic in a city, IoT systems require messaging middleware to connect and communicate effectively. Among other things, a middleware platform registers devices, oversees data storage requirements, helps devices connect to one another, and delivers visibility into the total IoT framework. Messaging middleware isn’t anything unique to the IoT—it is used to manage numerous tasks on the Internet and more—but IoT systems require different processes to take place. For example, a device may only hold data for a fraction of a second, and the volume of the data it accommodates may be tiny or large. The messaging middleware must address the specific needs of the IoT device and the people using it. Often, this component is used as a service through a cloud provider.

        Another vital piece of the IoT is application protocols, which, as the name implies, handle application-specific messages. These protocols, which sit atop the TCP layer, include several variations, designed to handle different types of conditions. Among them: MQ Telemetry Transport (MQTT), which addresses machine-to-machine communication; Constrained Application Protocol (CoAP), which handles machine-to-machine communication in resource thin environments; Advanced Messaging Queuing Protocol, which addresses transactional processing; and WebSocket, a protocol that maintains a persistent connection using a client–server model. Several other tools—including open source frameworks—also exist, including protocols designed specifically for smart cites and industrial automation.

      
      
        5G Changes the IoT

        The Internet of Things also intersects directly with 5th Generation mobile networks. 5G offers opportunities to significantly advance smart city initiatives, supply chains, robotics, military systems, and myriad other frameworks. That’s because 5G delivers speed increases ranging from 10x to 20x over current 4G cellular networks. That puts download performance in the neighborhood of 100–200 MB per second.

        But speed isn’t the entire story. 5G signals can travel farther and better than previous generations of cellular technology. In fact, one thing that makes 5G so powerful is that it handles data transmission very differently than 4G. Instead of transmitting signals in multiple directions simultaneously, it transmits data from panels that are lower and point in a single direction. The result is reduced latency (as great as 90 percent), energy savings (again, up to 90 percent), cost savings, and increased system and network capacity.12

        5G makes it possible to use approximately 1,000 more devices per meter than current 4G networks. The net result is less network congestion and crowding from smartphones and other mobile devices but also an ability to use IoT devices and sensors in entirely different ways. In other words, 5G creates new and better pathways for data to flow across IoT devices. It promises to radically transform the way we think about the IoT and use it to achieve various tasks.

      
      
        A Need for Standards

        Although the foundation for the Internet of Things is already in place—ubiquitous and pervasive communications networks, sensors that can detect activities and events in the surrounding environment, and numerous devices to accomplish various tasks—there’s the challenge of ensuring compatibility and facilitating data exchange. We’ll take a closer look at many of the specific standards that define the IoT in the next chapter. However, for now, it’s important to understand why standards matter. The ability to connect myriad “things” through protocols and application programming interfaces (APIs) is what makes the IoT so powerful.

        Consider what life would be like if every automobile manufacturer relied on a different set of components and controls for products. Imagine if motorists had to use a steering wheel in one car but a joystick or control bar in another. Or if email systems didn’t connect to one another or telephones didn’t function across different service providers and geographic areas (these in fact were a problem in the early days of telephones and email). Imagine if different brands of appliances required entirely different plumbing and electrical hookups. As costs and complexity escalate, sales and adoption plummet.

        In a proprietary IoT world filled with islands of connected devices, it’s impossible for a homeowner to manage a collection of lights, security devices, cameras, a thermostat, lock systems, a garage door, and other machines and gadgets from a central app or control panel. At some point, the sum of individual apps and tools is worse than leaving things disconnected. It’s also far more challenging and expensive for a business to reach a target audience with promotions or interactive content in a mall, cinema, or sports arena—if every venue requires different apps, tools, technologies, and methods to access and process the data.

        Indeed, the real gains from connected devices do not derive from using a smartphone app to manage one thing, it’s interconnecting things. One of the reasons Google’s Android Auto and Apple’s CarPlay are so popular—and why they are so widely deployed—is that they push beyond the boundaries of a proprietary onboard system and open up a wider world of functionality. Suddenly, a motorist can connect a smartphone, tap on an address from Google or a calendar, and instantly navigate to a place. In the propriety world, the same motorist would have had to spend a few minutes entering the address manually in a dedicated navigation system, perhaps fumbling with a knob and pushing a button to enter each letter.

        These infotainment systems also make it easy to listen to a personal music collection at the tap of a button and place phone calls without having to program in numbers or upload a phone book. Moreover, CarPlay and Android Auto introduce shortcuts, including voice commands, for many previously kludgy and potentially risky tasks (while driving)—all while adding features and functionality that link to a smartphone. Similarly, a smart home platform like Apple HomeKit or Google Home transforms the chaos of managing dozens or hundreds of devices, apps and interfaces into a single app.

        Of course, over time, expectations grow. While it’s fun and exciting to connect a phone to a car and rock out to U2 or Rachmaninoff from a playlist, a motorist may also want to know what that text message that just arrived says. CarPlay can do that. It reads messages out loud and lets a driver dictate back a response in return text. Similarly, a homeowner may start out with a single connected lamp or light switch—marvel at the ability to tell Alexa or Siri to turn it on and off, and even dim it to 25 percent—but the focus soon moves to connecting groups of lights and other systems and creating entire house scenes. An app and standards are required for this to happen.

        The business world has recognized the value of standards, platforms, and frameworks in the IoT arena. These standards—established by a diverse array of groups, including the Institute of Electrical and Electronics Engineers Standards Association (IEEE), Internet Engineering Task Force (IETF) International Society of Automation (ISA), and International Organization of Standardization (ISO)—encompass a broad swath of areas, including infrastructure, device identification, communications and data transport, data protocols, discovery methods, device management, and semantic and multilayer frameworks. Technical standards address everything from how devices authenticate to the programming languages used to manage sensors and data. What’s more, robust device management systems have emerged. These allow IoT system administrators to view and manage myriad devices while managing access and security functions.

        Because different sensor and devices must communicate in different places and environments—and under entirely different conditions—multiple wireless protocols, and frequently more than one protocol on the same device, is necessary. A cellular connection may transmit signals at a range of several miles but power consumption is typically high and the technology isn’t optimized for communication across hundreds or thousands of sensors, or a building. This may necessitate a different or complementary protocol, such as Z-Wave or ZigBee, which consumes minimal power and operates at a low latency. All of this flexibility must be designed into an IoT network. What’s more, devices must be able to authenticate and abide by security standards.13

      
      
        Reliability Is Paramount

        The IoT is more than a collection of smart houses, factories, and connected activity trackers. Developing resilient systems—particularly in fields such as transportation and health care—is critical. The convergence of different digital technologies unlocks possibilities, but it also tosses out many more variables, challenges, and dangers. At the heart of the Internet of Things is persistent and dependable communication between machines and people. At the very least, a failure is an inconvenience. In a worst-case scenario, it can prove fatal.

        In order for the IoT to deliver dependable and predictable results, it’s critical to build pathways that allow data to flow like a series of roads within an urban area—all while keeping critical data encrypted and secure. When one system or communications protocol isn’t functioning or isn’t available, vehicles—or in this case data—can detour or bypass the blockage point and continue to the destination. In some cases, this means embedding multiple communications systems within devices, caching data locally on a device until a connection is available, and incorporating peer-to-peer device capabilities that allow data to flow even when an Internet connection isn’t available.

        Consider that GPS won’t help a motorist find a car parked in a garage because the satellite signal cannot pass through the concrete and steel of the structure. As a result, the task requires a secondary technology, such as cellular or a beacon and finder. Similarly, some systems now incorporate Bluetooth technology that allows data to flow across a series of unconnected or disconnected devices—such as a smartphone or tablet—until it finds an Internet connection. At that point the data travel to the target application or database and are incorporated into the IoT.

      
      
        Data = Results

        Various chips and sensors, along with human input from a smartphone or other device, generate vast amounts of data. Combined with existing sources of data—many organizations have legacy databases and records extending back decades—a new frontier of data exploration exists. According to a 2019 report from cloud software firm DOMO, Americans alone consume 4,416,720 GB of internet data including 188,000,000 emails, 18,100,000 texts and 4,497,420 Google searches every single minute of every single day. Moreover, more than 1.4 million Tinder swipes occur every minute, and more than 9,770 Uber rides take place.14

        Connected sensors and devices deliver a far more precise view of actions, movements, events, behaviors, and conditions. As all this data is sliced, diced, crunched, and analyzed, practical information results. Case in point: the IoT has improved the accuracy of weather forecasting models by tapping millions of sensors and weather stations, sometimes on a block-by-block level and sometimes from drones and connected vehicles. Today’s five-day forecasts are considered as accurate as a one-day forecast in 1980.15 Moreover, warnings and early alerts about tornadoes, hail, flash floods, blizzards, and extreme heat allow people to stay out of harm’s way. Scientists are also able to better model long-term climate patterns and understand ocean currents and changes in the upper atmosphere due to climate change.

        The IoT has also helped businesses develop far more agile and innovative manufacturing models by providing deep visibility into a supply chain. It has allowed epidemiologists to better understand how viruses spread and where to focus resources for maximum results. Today, data streams in from sensors, devices, and machines that reside in everything from airplanes to mines. Cisco Systems has estimated that the average Boeing 787 aircraft generates 40 terabytes of data per flight, while the average mine produces 2.4 terabytes of data every minute.16 All the while, data continues to accumulate from wearables, smart homes, cars, utility meters, gaming consoles, and sensors in roads.

      
      
        Putting Data into Context

        As the digital age advances, data analytics, machine learning, and other forms of AI have grabbed the spotlight. It’s easy to understand why. Sensors, devices, and IT systems generate massive amounts of actionable data. Social media, message streams, audio, video, and a rapidly expanding universe of documents add to the mix—and boost the possibilities for insight. Ultimately, the combination of tools, technologies, and functions produces a sum of data greater than what all the individual devices generate. Simply put, it’s possible to combine and recombine data in exponentially more ways.

        Continued advances in microelectronics will further expand data collection over the coming years. The biggest challenge associated with incorporating sensors into the IoT isn’t so much engineering new capabilities—from breathalyzers in smartphones to sensors that can detect rancid food or detect minute concentrations of explosives in public places—it’s building data and analytics systems that can find, collect and sort through the data, find the right data, and instantly validate results—in the specific context or situation.

        Much of the data generated from the IoT—or used to keep systems operating—requires a highly distributed framework that delivers scalability, flexibility, and high availability. Clouds make this possible but additional infrastructure and systems play a role. For example, IoT designers and developers typically use NoSQL databases along with a schema that handles processing at high speeds and under different circumstances. These systems must also accommodate structured and unstructured data. Oftentimes, the end result is a time series database that can adapt to changing requirements and conditions dynamically. This could include things like how fast a vehicle is traveling or whether a connected door lock is engaged or ajar.

        The raw data that arrives from sensors, devices, machines, and other IoT components typically passes through an analytics platform layer. It parses data elements and, based on rules and programming, delivers information and actions to various devices. Today’s IoT systems accommodate real-time stream processing that relies on the IoT messaging middleware layer to sort through all the data. This includes tools such as Apache Spark Stream processing, which handles complex and interactive batch queries and accommodates handoffs with numerous applications and services.

        There’s also a growing use of machine learning and deep learning systems to generate new and better algorithms capable of making sense of all the data. This may include supervised learning, which involves human labeling of data to produce and improve algorithms; unsupervised learning, which lets algorithms seek out answers on its own; and reinforced learning, which allows systems to learn by interacting with the world around it. All of these systems aim to automate highly complex processes and deliver clarity from IoT data. Consider: it’s highly undesirable for an airport to issue a bomb alert that turns out to be a false positive. The ensuring panic and possible injuries as officials attempt to evacuate public areas would be unacceptable. Of course, an unexpected explosion would almost certainly be worse. Similarly, no one wants to believe he or she is suffering from a misdiagnosed medical problem or false positive from a smoke alarm that thinks it is detecting carbon monoxide.

        Understanding context is a key to building connected systems that work in the real world. It’s an inoculation against false alarms and errors. In order to develop truly smart buildings, transportation infrastructure, security systems, and smart cities—each with millions or billions of objects, IP addresses, and data generation points—it’s essential to approach IoT data management entirely differently than with conventional databases. When billions or trillions of devices stream data to computers—with different processing taking place at various points along the way—the concept of data capture, collection, storage, and analysis changes drastically. Within such a scenario, traditional business intelligence and analytics tools simply cannot accommodate datasets of such large, distributed, and complex proportions.

        As the IoT grows, integrated clouds and distributed computing models provide part of the solution. By tackling data processing and analytics at various points along the value chain, it’s possible to scale resources and use them at the point where they’re needed at any given instant. Many cloud and software vendors now offer highly elastic computing capacity (the ability to dial up and dial down computing resources as required through the cloud) along with specialized machine learning and analytics tools for transforming IoT data into information and knowledge. Open source groups have also introduced tools and resources to aid in processing growing volumes of data.

        Yet, even with more sophisticated computing and data management models in place, the path to smart houses, buildings and cities is paved with other obstacles. Among them: questions revolving around who owns data, how organizations verify the accuracy of data, how much organizations charge to use the data, how long they can keep data, and how data are formatted for use among multiple consumers across a spectrum of industries. Consumers might also have a say in regard to data privacy. APIs and other tools that connect data raise underlying questions about ownership and interoperability.

        Context-aware sensing capabilities—driven by the next generation of chips, software, and algorithms—will further change the way machines operate and people view and use personal devices. For example, a smartphone could recognize when it is stowed in a purse or pocket—or when a person is running to catch a flight or in a business meeting—and adjust its settings, including ring tone level and do-not-disturb functions, automatically. Similarly, sensors woven into clothing, shoes, and physical objects could determine—by measuring heart rate, perspiration, calorie burn, and other factors—when a runner or cyclist needs to drink water or consume an energy bar to maintain peak performance levels.

        However, the IoT and the data it generates are already making their presence felt. A 2019 Forbes Insights survey of 700 executives found that 60 percent of enterprises are using IoT initiatives to expand or transform new lines of business, while 36 percent are considering potential new business directions. In addition, 63 percent are already delivering new or updated services directly to customers thanks to their IoT capabilities. Real time information is helping companies gain insights into productivity and performance like never before, while peering deeper into consumer behavior and experiences.17

      
      
        The IoT: An Open Frontier

        Like the Internet before it, the IoT is coalescing from a patchwork of technologies, tools, systems and platforms into a more seamless and mature framework. Over the last few years, huge advances in microchips, clouds, communications, and software have helped the IoT transform work and daily life. Devices and systems have become more affordable, easier to setup and manage, and more flexible and powerful. At this point the question isn’t whether the Internet of Things will impact consumers and businesses; it’s how big the impact will be and what direction “things” will take.
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        Consumer Devices Get Smart

      
      
        A World without Wires

        It’s easy to overlook how dependent we are on electronic devices. A typical house in the United States now has somewhere around 70 electrical outlets.1 Take a look at these receptacles—and count both the devices that are hardwired to electrical systems and the machines we plug in periodically—and you’re likely to find dozens of devices scattered about. These range from ovens and central heating units to vacuum cleaners, lamps, laptops, printers, toasters, paper shredders, and battery rechargers. By now, it’s obvious that countless machines power our daily lives.

        At some point in the past, every device represented a cutting-edge breakthrough. Each beckoned with the promise of a better or more convenient future. Free standing mechanical clocks eliminated the need for church bells or a clock tower at a town square. Washing machines removed the manual drudgery of pounding clothes on rocks or rubbing them with sand and toasters made it easy to brown bread without lighting a fire or starting an oven. Radios and televisions made it possible to hear and see news and information in minutes rather than the next day in a newspaper, and the Internet introduced an always on and always connected world.

        We take these devices—and many others—for granted. They’re simply part of our daily life. Of course, over the years many of these machines have become far more sophisticated, and infinitely better. We have clocks on our ovens and phones. Washing machines and other appliances use circuit boards to clean better, automate tasks, and save energy. Lamps provide dimmers to adjust the brightness. Toasters provide automatic settings and even sensors to detect when a bagel is just how we want it. Radio and television stations are available through the Internet.

        The rise of consumer technology has been nothing short of breathtaking—even if we don’t always recognize it. What’s more, the introduction of consumer electronics—and in recent years powerful computational capabilities built into devices—has profoundly changed the way we watch movies and television, communicate, shop for goods, gather information, and navigate a dizzying array of other tasks. It’s fair to say that the world is a much better place as a result of technology innovation. It has delivered leisure time and helped drive societal gains. It has made our machines and cars safer, our medicine better, and created comforts that past generations could only fantasize about.

        
          The rise of consumer technology has been nothing short of breathtaking—even if we don’t always recognize it.

        

        The growing emphasis on information and services rather than the mere consumption and use of goods is profoundly changing the world. Uber and Lyft are as much data companies as they are services that transport people—and sometimes food—to places. Google and Facebook are businesses that glean data through apps, browsers, devices, and systems, in order to advertise products and services in a more targeted and effective way. Often overlooked is the fact that Google is the world’s largest advertising firm. A search engine or a social media stream is merely the honeypot to mine data. As more and more devices are connected—smartphones, electronic readers, smart TVs, appliances, video doorbells, medical thermometers, and other devices—insights grow exponentially. In the United States, 66 percent of homes had a network connected device in place in 2019 and many households have anywhere from a half dozen to a dozen or more IoT devices. By 2030, projections run as high as 15 connected devices per person.2

        These devices can be categorized into four loose groups: established IoT tech, current trends, emerging trends, and niche IoT devices. The first group comprises devices and systems that are already widely connected, including smartphones, wearables, and televisions. The second group, current trends, is represented by digital assistants, smart speakers, robots, and energy management systems such as smart thermostats. The third group, emerging trends, incorporates connected devices that are gaining momentum, such as smart lighting, security, and connected appliances. The final group, niche IoT, includes things like electric vehicle charging systems and connected gardening controllers and systems. This last group is likely to see further adoption but not necessarily become dominant.

        A combination of factors is driving the widespread adoption of consumer IoT. The chips and sensors used in devices are becoming less expensive, communications networks have become ubiquitous, network designs incorporating edge and fog computing have made IoT devices and applications more responsive, and software and artificial intelligence have advanced by an order of magnitude. More advanced and inexpensive hardware and actuators, such as Raspberry Pi, have also made it possible to handle data input and output more effectively.

        Consider how a Rachio garden irrigation system works. You simply replace an existing controller, tell a smartphone app what types of soil and plants you have in different zones, and it figures out when and how much to water based on forecasts and your garden. It won’t switch on when it rains, and it automatically adjusts watering for zones based on current conditions. You can even add connected soil sensors if you want to boost the precision level. Once you have the system set up it’s essentially a zero-interaction interface; the algorithm does all the work. An added benefit is that Rachio can slash watering bills by hundreds of dollars a year.

        
          A combination of factors is driving the widespread adoption of consumer IoT.

        

        Connected devices change the way we think about products and tasks. They drive enormous changes in behavior as well. A quarter century ago, the primary way to view a movie was to head to the local theater or Cineplex and plunk down several dollars for a ticket. VCRs and later DVDs made it possible to watch movies at home, but that typically required a trip to a video store to rent a film. At its peak, Blockbuster Video had 9,000 stores globally and annual revenues of $5.9 billion.3 And it was just one chain among a vast sea of video stores that no longer exist. Today we purchase or rent movies from streaming media devices attached to television sets or watch them wirelessly through tablets, smartphones, and gaming consoles. We view movies on airplanes and in coffee shops. In many cases, films completely bypass movie theaters and wind up on Netflix or Amazon Prime, which have become content creators themselves.

        
          [image: ]

          Figure 4 Raspberry Pi is a single-board computer that’s about the size of a credit card. It is widely used to control IoT devices and functions.

        
        Connected devices also translate into connected people—along with entirely different relationships among groups of people. Yet these human connections, however important and profound, are only a piece of the overall IoT puzzle. The multiplier effect occurs as more and more sensors, devices and people are connected and interconnected. For instance, a light switch that’s Internet enabled not only allows a homeowner to program on and off times through a smartphone and manually control functions from an app, it can connect to software that analyzes electrical consumption across all lights in the house and, by offering recommendations, save money. Scaling up further it can become part of a smart utility grid that allows a utility to better understand consumption patterns and establish rates and incentives that drive more efficient usage patterns across a customer base. This is true across many industries, including transportation, health care, and financial services.

        Of course, a greater number of connected devices translate into more data intersection points—and far more impressive possibilities. Realistically we’ve only begun to enter the era of connected devices. What’s more, the pace of innovation is accelerating as digital technologies mature and create new opportunities and possibilities within the IoT. As more robust data platforms take hold, analytics advances, clouds streamline data movement, mobile applications grow in power and sophistication, and prices for chips and sensors plummet, the framework for the Internet of Things expands.

      
      
        High Tech, Low Touch

        The idea of connecting devices to add to their value is nothing new. For decades, it’s been possible to place a timer between a lamp and an electrical outlet and control when the lights turn on and off. It’s also been possible to use remote controls to manage groups of connected electronic devices that have typically been connected with cables, such as a TV, a DVD player, and audio components. In the PC era, serial ports and later USB ports simplified the once complex process of attaching peripherals—including external hard drives, digital cameras, digital audio recorders, headsets and microphones, printers, musical instruments, and scores of other devices.

        Connecting consumer IoT devices is fairly easy. Typically, the software app running on a smartphone or tablet finds the device on a network or pairs with it through Bluetooth. The app creates a stable and secure connection to the device. Once the product is “discovered” and connected it’s possible to adjust settings with the tap of a button or the flick of a finger. In addition, some devices can find other devices that have already been installed and pull settings and preferences from them. At that point, an app displays all the lamps or smoke alarms that reside in the house—at least from that manufacturer.

        APIs allow apps from different manufacturers to work with a broader ecosystem of devices and apps. This makes it possible, for example, to open a garage door with a smartphone from almost any place on planet earth, but it also lets a homeowner grant and revoke privileges. A practical example of this is Amazon’s secure home and garage delivery services, Key by Amazon. A delivery person uses a handheld scanner to drop off a package securely (he or she doesn’t have access to the actual key code). The homeowner receives live notifications as the process takes place.

        Indeed, connected devices and systems have become far more sophisticated over the last few years. Thanks to better user interfaces, improved software, easy remote access, improved technology standards, and consumers who are savvier and more comfortable about using devices, a framework for connectedness and interactivity has emerged. These technology gains—along with faster semiconductors, GPS, accelerometers, and other sensors—have eliminated the need to deal with physical layers of hardware and underlying computer code. That in turn has driven down prices and further fueled demand for connected devices.

        Smart TVs are a good example of how connected devices have evolved. Not long ago, consumers accumulated a remote control with the purchase of every electronic device. Trying to use a group of devices together was often frustrating, and sometimes impossible. That led to universal remotes that consolidated functionality for multiple machines in a single remote. Yet manually programming the codes for a TV, DVD player, radio tuner, media streaming unit, and speakers into a single remote proved tedious—and frequently torturous. All of this, in turn, morphed into smart remotes that could be programmed from laptop using a USB connection. You visited a website, selected the appropriate device using model numbers and the system installed the right codes and controls on the remote from its database. When you completed the task the remote could switch all the components without the need to tap several buttons. Some of these smart remotes also managed electronics through a software app residing on a smartphone.

        Today, however, a smart TV has all of this functionality built in. You plug in a device or component using an HDMI cable and the television instantly knows what device it is and installs it. Special buttons on the TVs remote display different devices and services. Many TVs also offer voice search for features, services, and content that the IoT enables. What’s more, a smart TV typically incorporates a wide array of devices and content providers, such as Amazon Prime, Netflix and Apple TV, as well as Web TV channels. Once you’re logged into an account switching between components and services is drop dead simple. One remote does it all.

        Smarter software and systems—along with wireless technology and more sophisticated algorithms—have not only produced tools that dramatically reduce the number of steps required to set up or use a device, they’ve also introduced entirely new features, services, and ways to do things. Uber and Lyft are available at the tap of a button. At the end of the ride you tap a couple more buttons to rate a driver and leave a tip. Airbnb lets you book affordable accommodations almost anywhere in the world within minutes by tying together databases, computers, and smartphones. And banks apps scan checks and deposit checks instantly through a smartphone. All of these things would have been unimaginable a decade ago.

        Today, thanks in part to the Internet of Things, consumer behavior and consumption patterns are changing markedly. Consumers have already tossed CDs for digital music downloads and streaming music services. Many have already shut the book on hardcover and paperback books as they adopt Kindles and Nooks. If you want to view a movie you simply click a button and watch it on a device. A phone snaps a seemingly endless number of photos and captures video, there’s no need for film or tape. And tickets for shows, sporting events, and flights may reside on a smartphone or smartwatch.

        Today’s hyperconnected world is driving a level of disruption that is unparalleled in history. Suddenly it’s possible to operate a washing machine or garage door using a smartphone, issue a temporary key code for a visitor or repair technician with a connected door lock and smartphone, and wave a smartwatch past a reader and step on a subway train with an electronic ticket. There’s no need for a booth, ticketing machine and paper tickets.

      
      
        The Rise of IoT Platforms

        For years home automation was mostly limited to timer boxes and hobbyist kits. Installing systems to control lights and appliances required a great deal of time and a willingness to tweak, tinker and adjust settings. Getting things to work together harmoniously was next to impossible. The birth of home automation is typically attributed to a Scottish company named Pico Electronics. It developed one of the earliest standards, X10, in 1975.4 The company introduced controls for lights and appliances, along with various modules that could control electric devices like lamps. All relied on existing wiring in the house to operate. Later, the firm adapted the X10 interface to operate with personal computers. Although X10 demonstrated what was possible on the home automation front, it never took off in a major way and, over the years, has drifted into relative obscurity.

        Z-Wave, ZigBee, and Insteon chips have radically changed things. For instance, the Z-Wave wireless communications platform uses low-power radio frequency waves in the sub 1 gigahertz range to connect a wide array of electronic devices, including lighting, access controls, thermostats, security devices, smoke alarms, and appliances. Each non-battery device in a network becomes a signal repeater. As a result, the more devices a person adds to a home the stronger the signal and the better the performance for all the devices. This mesh topology is optimized for low latency and high reliability. The signals can travel through walls and floors up to 100 meters and establish dependable and persistent connections between devices. In addition, it exchanges small data packets at rates as high as 100 kilobytes per second. As a result, it is not subject to interference from surrounding Wi-Fi and Bluetooth systems. More than 2,100 certified Z-Wave products are now available.5

        ZigBee also focuses on low-cost, low-speed communication between devices. The platform, which uses 128-bit encryption to protect data, can transmit signals through intermediate ZigBee devices to reach more distant devices. This mesh network, using an 802.15.4 radio, is ideal for applications that use low data rates and require only intermittent transmissions. Thus, ZigBee is now widely used for wireless ad hoc networks incorporating light switches, thermostats, electrical meters, health monitoring devices, and a variety of commercial and industrial systems. The ZigBee Alliance boasts more than 3,500 certified products and over 300 million installations globally.6

        The Insteon platform relies on radio frequency (RF) through power lines and over the air transmission to manage light switches, lightbulbs, thermostats, motion sensors, surveillance cameras, and other devices. This makes it possible to bypass obstructions and interference that results from steel, concrete, and other objects that often block radio waves. Rather than adopting a command-and-control approach to managing devices, Insteon, which can transmit at a relatively fast rate of 38,400 bits per second, uses a dual-mesh topology to create a peer-to-peer network. Within the device network, each non-battery device serves as a two-way repeater, meaning that the system can find the fastest available route to exchange data within the network. Insteon claims that its technology has been deployed in more than one million nodes worldwide.7

        Although Z-Wave, ZigBee, and Insteon are all relatively mature platforms and widely used for consumer devices, they’re not the only protocols and platforms manufacturers rely on. What’s more, depending on how manufacturers design and engineer their products—and the APIs they use—devices may or may not work together harmoniously. The result is a fractured IoT environment that allows certain devices to work only on certain platforms, such as Amazon Alexa, Google Home, and Apple HomeKit. In many cases, homeowners are limited in their product choices because devices aren’t compatible with the smart-home platform they’ve chosen. In other words, it’s possible to use the product within the manufacturer’s app but it won’t work or interact with other products in a home.

      
      
        Home Automation Gets Real

        The allure of home automation is the promise of greater convenience, improved security, and more energy efficient systems. In addition to connected lighting, garage door openers, and smart locks, an array of other products are shaping the IoT. For example, connected smoke detectors can alert emergency responders when a fire breaks out. Some systems also let users silence chirps with a smartphone when there’s a need for new batteries. Instead, the person receives notifications. Cleaning robots have become a common sight in houses and some businesses. Meanwhile smart thermostats—besides being easy to program and adjust—optimize performance and reduce energy bills by as much as 23 percent.8 Some systems, such as Ecobee, can adjust the temperature in different parts of a house based on sensors in rooms.

        In the future, these systems—with embedded sensors scattered throughout homes—will learn the movements and living patterns of occupants along with the unique characteristics of a house. Using machine learning and deep learning technologies, they will adjust their algorithms automatically and adapt to seasonal and other changes. This could have a profound impact on energy consumption and global climate change. The US National Telecommunications and Information Administration estimates that a typical 20 to 30 percent energy reduction would result in savings of 100 billion kilowatts and $15 billion annually in the United States alone.9

        It’s already possible to control almost every electronic device in a home—and even manage a growing array of nonelectronic devices. Smart security systems and monitoring devices, such as the Amazon Ring doorbell, have become wildly popular. Add on light sockets from brands like iDevices and Wemo transform any plug or lamp into a connected device. With Alexa or HomeKit, a homeowner can set up schedules for lights and other devices, have lamps switch on upon entry or exit, and they can command all of these devices remotely. A tap of a button in a smartphone app or on a smartwatch—or voice commands directed to a device—can switch on or off all the lights in a house or set a specific scene, such as “home theater” or “romantic.”

        One of the hottest areas for the IoT and home automation is in the kitchen. For example, the AmazonBasics microwave oven responds to simple voice commands using Alexa. The Instant Pot Smart WiFi responds to commands via a smartphone app. There are also connected kitchen scales, air fryers, and cooking thermometers that send an alert when food reaches the desired temperature. Major appliance manufactures are also introducing ovens, microwaves, dishwashers, and washing machines that respond to natural language commands. For instance, the KitchenAid Smart Oven+ lets a home chef control the oven remotely, but it also includes connected sensors that interact with a smartphone and respond to voice commands through Alexa or Google Assistant.

        To be sure, the day has arrived when individuals can use natural language commands, smartphone controls, and connected devices to generate shopping lists, find recipes, and cook food. Over the coming years, the confusing array of buttons, dials and controls on appliances will largely disappear. Instead, a hungry human will simply say, “defrost my frozen bagel” or “reheat my pizza.” What’s more, with built in Edge AI, their vocabulary and capabilities will continue to expand.

        The IoT is also transforming physical security in the smart home. Doorbell cameras, home security cameras, and Internet connected security systems offer remote monitoring, remote arming, and disarming features, and many of these systems can send a notification or text alert when the system detects motion or an event that matches preset rules. In the future, security systems might recognize inhabitants through permanent or temporary authorization tokens on a smartphone, or a microchip embedded in a body, while using facial recognition and other sensors to determine when someone has gained unauthorized entry.

      
      
        A Healthy Outlook

        Few topics offer a more compelling argument for the Internet of Things than health and wellness. Nike+ FuelBands, Fitbit wristbands, and Jawbone fitness trackers represented the first wave of connected fitness devices. They counted steps and distance and offered feedback about physical activity. The second wave of devices has completely revolutionized fitness—and extended the reach of the IoT into the realm of health care and medicine. The Apple Watch is perhaps the single most advanced connected health care device today. Not only does it include a sophisticated activity tracker that records steps, distance, and exercise, it includes a medical grade electrocardiogram (ECG) that has been approved by the FDA. It takes only a quick search of the Internet to view stories about people who discovered they had cardiac arrhythmia and were at risk of a potentially fatal heart problem.

        The ramifications are profound. The cost of an ECG at a clinic or hospital averages about $192.10 What’s more, to obtain an ECG the traditional way, it’s necessary to make an appointment and visit a clinic or hospital. On the other hand, the Apple Watch alerts a user when it detects an unusual and potentially dangerous heartbeat. While the device may not supplant the need for ECGs, it does provide an early warning system that otherwise wouldn’t exist. And that saves lives.

        However, the health benefits don’t stop there. The Apple Watch detects falls and it can call emergency responders. It also can monitor sleep, measure blood oxygen level, help track menstrual cycles, and alert users when they are exposed to sound levels that can damage their hearing. New features appear every year. In addition, it’s easy to add Bluetooth connected blood pressure devices, glucose monitoring, oximeters, thermometers, body scales, and much more and view data through an app on a smartphone or a smartwatch.

        Yet another benefit of the Apple Watch is the ability to collect massive amounts of anonymous health data about users. For instance, the Apple Research App culls data from hundreds of thousands of participants, channels it to researchers who, adhering to strict ethical and legal guidelines, use analytics and machine learning to find patterns and trends that were previously beyond the scope of medical studies.11 One study conducted by researchers at Harvard University has looked at women’s menstrual cycles and their relationship to various health conditions, including infertility and menopause.12 Another study at the American Heart Association and Brigham and Women’s Hospital has examined how activity and habits impact heart health.13 Still another research project from the World Health Organization (WHO) and the University of Michigan has studied sound exposure and how sound levels impact hearing over time.14

        An array of other connected health care and medical apps are making their impact felt as well. An app called Bloomlife allows pregnant women to track and record contraction frequency, duration, and patterns.15 This information is relayed to users in real time, giving them a picture of their body’s natural rhythms so they can better detect critical changes and know when it’s time to go to the maternity ward. Another app from Pilleve relies on smart medicine bottles and an app to alert health care providers in real time when patients are in pain and take opioid medications. The app tracks pill intake and alerts health care specialists so they can intervene, if necessary.16

        Personal fitness, health care, and medicine are only one step toward a more connected future, however. Medical devices that once cost hundreds or thousands of dollars are becoming part of the IoT. Frequently, these consumer or prosumer devices are available at a fraction of the cost of a conventional medical device. Researchers are also exploring connected microsensors and nanobots that would be inserted inside our bodies. These devices would monitor organs and tissue and identify when a dose of medicine is required—and then dispense an optimal dose. They would relay detailed information back to clinicians.

        All of this is revolutionizing medicine and health care. Instead of visiting a doctor once a year for a checkup that lasts only a few minutes or a nurse calling high-risk patients constantly to monitor their condition, sensors deliver continuous monitoring and data 24/7/365. Software and sophisticated algorithms analyze streams of detailed data and identify potential problems and trigger points early—so that doctors and other practitioners can adopt a more proactive and enlightened stance. Along with telemedicine tools such as video appointments, a trend accelerated by the COVID-19 pandemic, the IoT is making it unnecessary to drive to the doctor’s office for many less serious issues.

        At the same time, 3D printers are reshaping dentistry and medicine. Today, dentists routinely create crowns using the technology. Health care professionals fabricate medical equipment such as splints, syringes, and braces using 3D printing. In the years ahead, medical professionals will use 3D printing to produce replacement tissue such as skin and various internal organs. In fact, researchers at several universities have already successfully demonstrated so-called bioprinting. For example, Wake Forest Institute for Regenerative Medicine, part of the Wake Forest School of Medicine, has successfully engineered replacement tissues and organs, including skin, urethras, cartilage, bladders, muscle, kidney, and vaginal tissue.17 A firm named Organovo Holdings is developing replacement livers and other organs and human tissue using 3D bioprinting.18

      
      
        Money Matters

        Today people bank and pay bills, trade stocks and other securities, and handle various other financial tasks at websites or within smartphone apps. These mobile apps also allow customers to capture a check image with the phone’s camera and deposit the check without visiting the bank or an ATM. Essentially the phone becomes the bank branch. In addition, smartphone-based digital wallets let consumers deposit money in parking meters, pay for sodas at vending machines, and purchase goods at a store. Increasingly, these wallets are linked to loyalty programs. When a consumer makes a purchase, he or she also receives a credit that can be used for future discounts and purchases. It’s the old-fashioned punch card digital style, but with no need to remember to pull the card out of the wallet.

        Like other connected technologies, digital wallets continue to evolve. In Portland, Oregon, for instance, commuters using the city’s Metropolitan Area Express (MAX) and trolley cars can purchase a ticket or use their monthly pass by simply waving their smartwatch or phone over an NFC-enabled payment terminal located at the boarding area or on the train or streetcar. A split second later the device displays a green checkmark and sounds a chime.19 The system, Hop Fastpass, tracks a person’s movement through the system and, when used over time, automatically applies the best fare, including the maximum daily rate once a rider reaches that point. The same NFC wireless technology is used for the New York subway system.

        There are also connected vehicle payment systems, which allow a motorist to purchase food and pay for parking tolls directly from a car—without having to reach for a credit card or a smartphone app. An example of this is Honda Dream Drive.20 It relies on the vehicle’s infotainment display to handle payments at gas stations, smart parking lots, and drive-through restaurants. Honda is partnering with Chevron, Phillips 66, and GrubHub. Likewise, General Motors has developed an in-car payment system called Marketplace. It works with Shell, ExxonMobil, Starbucks, and Dunkin’ Donuts. Yet another system from Jaguar uses Apple Pay, AndroidPay, and PayPal. Hyundai, BMW, Volkswagen, and Ford Motor have also announced that they will offer in-car payment technology.

        But the Internet of Things promises to change more than banking and payments. In the insurance industry, for instance, all the innovation and data crunching from devices, sensors, and systems is altering traditional business models. The traditional approach to auto insurance relies on an aggregate model that takes into account general risk factors and expenses. However, more granular data and pay-as-you go models change everything. In the latter case, a small device plugs into a vehicle’s diagnostic port and records trip information and mileage. Using a cellular modem, it transmits data to the insurer. The user then pays a per mile rate based on how far he or she drives.

      
      
        Planes, Trains, and Automobiles

        Sit behind the steering wheel of a growing array of vehicles, and it’s possible to see the future of the automobile—today. Onboard navigation systems and computers are linked to smartphones, which accommodate a growing tangle of functions, including monitoring oil level and tire pressure, entering an address into the navigation system, and even locking and unlocking the doors. These systems use voice commands—Apple’s CarPlay system relies on speech recognition tool Siri, for example—to blend functionality from the phone and vehicle with the Internet. Apple also has introduced CarKey, which allows an iPhone user to lock, unlock, and start a vehicle remotely.

        A growing number of vehicles also support mobile Wi-Fi hotspots and various features that morph driving with computing. These include adaptive cruise control, automated braking, lane departure warnings, heads up displays that show data, and self-parking features that also rely on a variety of sensors. Meanwhile, navigation apps like Waze, Google Maps, and Apple Maps have transformed the way commuters get from Point A to Point B through collections of sensors and crowdsourcing techniques.

        The race to autonomous vehicles will continue as cars gain more sensors. Google’s autonomous (driverless) vehicle fleet, now known as Waymo, is perhaps the most high-profile showcase of autonomous vehicles.21 After logging millions of miles testing the technology on public roads since 2009, Google has introduced Waymo One, a self-driving ride hailing service that it initially began testing in the Phoenix East Valley area of Arizona. Another project, Waymo Via, aims to redefine the trucking industry. Since 2017, the system has been learning to operate large Class 8 trucks.

        At the heart of both of these systems is Google’s Laser Bear Honeycomb LiDAR system.22 LiDAR systems shoot out millions of bursts of light every second. The technology measures how long it takes for the light to bounce back from a building, light post, car, or person. Google’s system has a 95-degree vertical field of view and up to a 360-degree horizontal field of view (FOV). The device has a minimum range of zero—meaning that it can detect objects an extremely close range—and it has programmable features that allow the system to adapt to different needs and conditions. The unit, which is mounted atop a vehicle, works day and night and in any type of weather. So far, it has been tested in self-driving vehicles for more than 2 million hours under actual road conditions.

        Google isn’t the only automaker using cameras, sensors, and the IoT to advance the cause of autonomous vehicles. Tesla, Renault, Audi, Toyota, Nissan, GM, Volvo, and Mercedes-Benz are developing prototypes of fully autonomous test cars. Volvo has gone as far as to announce a production vehicle that handles fully autonomous highway driving.23 In the future, these connected vehicles will read traffic lights, road signs, and navigate highways and byways using sensors, satellites, and data from the Internet. In addition, possibly using specialized edge AI chips and cloudlets, cars will learn as they go and adapt to their environment and the driver. When it’s advantageous, they will share data with other vehicles via the cloud and the IoT.

        Eventually, autonomous vehicles will also likely navigate smart road networks. These systems will let cars follow closer to one another and thus increase the capacity of existing roads. Allowing more vehicles to use existing infrastructure would essentially add lanes to existing roads and freeways without expensive and disruptive construction projects. Autonomous vehicles would also reduce collisions and improve fuel efficiency. Studies show that upwards of 90 percent of all collisions involve human error.24 Additional benefits include allowing older people to stay mobile after they’re no longer able to drive, and overall fuel efficiency gains that could reach 44 percent.25

        The way we think about cars could change dramatically in the years ahead. Self-driving cars might promote a shared mass transit mindset rather than the current ownership model. An individual would order a vehicle through an app and it would drive itself to the location in a matter of minutes. Think of this as Uber or Lyft but without a human driver behind the steering wheel. Once at a destination, the car would drop off passengers and head off to the next user.

        Automated systems in autonomous vehicles will also eliminate the need to manually park a car. A motorist would step out of a car in a passenger loading/unloading zone at an airport, restaurant, or shopping mall and the car would park automatically and later return on command. Sensors in a parking garage would determine where an open spot exists. Today a number of apps have begun to deliver on the promise by finding and reserving spots in participating lots in cities such as Baltimore, Boston, Chicago, New York City, and Milwaukee. Portland International Airport uses a crude version of such as system to help motorists find open parking spaces. A small green light appears above a stall when a spot is open, and it turns red when a car is parked. Signs at the end of entry rows display which spots are open. The next step would be to connect the information to an app that would work with navigation systems and infotainment systems like CarPlay.

        Vehicles are only one piece of a connected infrastructure, however. Smartphone apps now routinely provide travel information for subways and other forms of public transportation. A glance at an app shows when the next bus or train is scheduled to arrive. These systems also generate alerts when a significant delay takes place, or a tram breaks down. If the wait is too long, then you simply pull out your smartphone and order an Uber.

      
      
        A New Era of Shopping Emerges

        The Internet has revolutionized the way we search for products and shop. Phone books and product catalogs have mostly disappeared, researching, and buying an item such as a car or computer can be accomplished from home, and even customer service and support have shifted to online. Virtual assistants and chatbots use artificial intelligence to understand the context of text, deliver answers and, when necessary, route customers to the right human agent.

        Consumers now rely on dedicated apps on their smartphone or tablet to buy things. These mobile tools fundamentally alter the way purchases take place and, in some cases, level the playing field between retailers and consumers. Cameras built into phones serve as barcode readers that allow a shopper to compare prices about products on the spot. It’s possible to scan, say, an espresso machine at a brick-and-mortar store and see the prices for other retailers in the area—as well as online. This practice, referred to as showrooming, has fundamentally rocked the retail industry and unleashed huge changes in the way retailers display products, provide information, and compete with online retailers on pricing and services. Today, many retailers will match the Amazon Prime price for an item. You simply flash your smartphone, verify the price and save.

        Likewise, apps such as Fooducate scan barcodes on product at the grocery store and display details about it. This includes nutritional information and a grade such as A, B, or C. Essentially the smartphone becomes a scanning device, portable database, and meal tracker. Another app, AnyList, imports recipes from the web via a browser extension, parses the ingredients into a shopping list, and displays them as individual food items in the app. Members of a household can share lists, meaning that each can add items and the other can see them when grocery shopping day arrives. There are also apps for evaluating and tracking wines, beers, and many other items. Many of these apps also involve thriving social media communities—where people share ratings, questions, and comments. For example, Vivino lets users scan wine labels in stores and view community ratings and comments. A person can also rate wines and maintain a collection of personal favorites within the app. If you like a particular wine, you can order it online through a network of merchants.

        Not surprisingly, retailers are working to further bridge the gaps between the physical and virtual worlds. QR codes, which have become ubiquitous in recent years, provide more detailed information about food, housewares, electronics, and other items. Meanwhile, retailers tap Bluetooth beacons and geofencing (which identifies when a person enters a specific area) to track the location of customers in a store. When the system spots a shopper with a compatible app running on an iOS or Android device, it may push messages and other information to the device. This makes it possible to send targeted suggestions or promotions to shoppers based on what products they’re looking at or where they’re spending time in the store. A person hovering over the pasta section, for example, might receive a coupon from a manufacturer for $1 off, if it’s used on the spot.

        The same technology can direct shoppers to preordered or prepaid items in store lockers, display a map or augmented reality trail onscreen for seating and concessions at arenas, stadiums and airports, deliver etickets, or sell discounted seat upgrades when a person arrives at a venue. Major retailers such as American Eagle, Duane Reade, Macy’s, Safeway, Tesco, and Walmart use the technology in one form or another. Several major league baseball teams and the NBA’s Golden State Warriors have also used beacon technology to better connect with fans at games.26 Future use of beacons may include billboards that connect to automobile navigation systems and deliver targeted promotions for eateries and other establishments.

        The IoT is also making it possible to build automated grocery stores with no lines and no checkout. Amazon’s automated checkout system, Amazon Go Grocery, launched at a test store in Seattle in 2018, before expanding to more than two dozen stores around the United States. In 2020, Amazon introduced the concept commercially.27 Using cameras, shelf weight sensors, and a variety of other technologies, a shopper scans a QR code upon entering the supermarket, collects grocery items, packs bags as he or she goes through the store, and then walks out with the groceries. Amazon sends a receipt and charges the shopper’s Amazon account. A version of the technology, Amazon Go, is also used at more than more than two dozen food carts, kiosks and restaurants in Chicago, New York, San Francisco, and Seattle.

        The IoT is changing the face of retailing in other ways. It’s simplifying shopping by eliminating the need to find an available associate and then wait for the associate to check whether an item is in stock. Amazon Lockers, for instance, allows shoppers to pick up items at a desired location when it’s convenient, using their phone. In 2018, Nike introduced Speed Shop at its New York City flagship store. The technology framework reserves shoes online. A shopper then heads to the store and goes straight to a locker that opens with a smartphone. Meanwhile, Kroger has introduced smart shelves and digital prices tags as part of an initiative called Kroger EDGE.28 Displays show pricing, promotions, and nutritional information. The system integrates with smartphones and allows users to view pricing, promotions, and more. Shoppers can set up smart shopping lists that integrates with in-store technology to direct shoppers to the location of an item.

        Augmented reality is also harnessing the IoT to give online retailing superpowers. Using the camera and sensors on the smartphone along with AR rendering software, the device pulls product information from a cloud database and transforms it into an image displayed on the device. Ikea introduced one of the first AR apps in September 2017. It lets users preview what furniture looks like in a bedroom or home office. Since then, a growing number of retailers—from furniture stores such as Wayfair to cosmetics companies like Sephora, have introduced apps that take a virtual “try before buy” approach. The Sephora cosmetic app, Virtual Artist, scans a person’s face and lets her see eyelashes, lipsticks and other items as they would really appear.

        One company, MTailor, has pushed the concept of virtual shopping further. The MTailor app uses a smartphone camera and sensors to capture nine upper body measurements and seven lower body measurements. The firm claims that its process is 20 percent more accurate than a human tailor. Using a machine learning algorithm, it produces custom fitting shirts, jeans, blazers, pants, and polos for men. The scan process takes about 30 seconds and the products arrive about four weeks later. For a pair of jeans or chinos, for example, the price ranges from US $99 to $119.29

        Virtual reality is also changing retailing. Immersive apps—viewable through headsets and connected via the Internet and IoT—allow prospective travelers to experience what a city, cruise ship or resort looks like before booking a trip. Combined with footage from drones, it’s possible to gain perspectives—and a real feeling for a place—that isn’t possible with a brochure or web pages. For example, Lufthansa offers 360-degree immersive experiences for Beijing, Hong Kong, Miami, New York, San Francisco, and Tokyo while Carnival Cruise line has tapped VR to showcase its ships, including staterooms, decks and entertainment using Samsung headsets. Renaissance Hotels offers VR tours of its properties through an Android app.

        The IoT also has contributed to the rise of robotics in retailing. During the novel coronavirus pandemic, stores and restaurants began deploying delivery robots to reduce human interaction—and the spread of the virus. Several companies now manufacture robotics that, using GPS, sensors, and wireless technology, navigate to a home or business and deliver an order—with no human intervention or interaction required. These connected robots use sophisticated computer vision and motion sensors to stop at traffic lights; avoid pedestrians, cyclists, and cars; and steer clear of other obstacles.

        Finally, digital technology in general and the IoT specifically are fundamentally changing the design and layout of stores—sometimes radically—as point-of-sale (POS) terminals disappear and new and entirely different store layouts take shape. Apple is among those that pioneered the concept in its Apple Stores. Associates use mobile handheld devices to ring up orders anywhere in the store—and the customer receives a receipt via email. This approach allows a retailer to gain in-store display space. As smart shelves, smart mirrors, and augmented reality apps appear, and automated checkout systems take hold, the way we shop will continue to change. What’s more, the distinction between physical and virtual shopping will disappear.

      
      
        Consumers Mean Business

        As digital technologies mature and IoT connectivity gains traction, consumers are witnessing profound and permanent changes in society and the world. Personal devices such as smartphones, wearables, voice assistants, smart clothing, and VR headsets are placing technology front stage center every moment of the day. Meanwhile, home IoT devices like hubs and controllers, home appliances, smart plugs, lighting systems, thermostats, and entertainment devices are transforming our homes. Not surprisingly, where the consumer travels the business world isn’t far behind. A connected economy—and world—knows no boundaries.
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        The Fourth Industrial Revolution Emerges

      
      
        A New Model Takes Shape

        Consumers aren’t the only ones putting the IoT to work. Businesses are adopting connected technology and systems at a furious rate. A 2019 PwC IoT survey of more than 1,000 US business executives found that an overwhelming 93 percent believe the IoT’s benefits outweigh the risks, 70 percent had IoT projects live or in development, and 59 percent were using the IoT to drive internal efficiency gains.1 Respondents said that a connected business world is helping them break into new markets and, in some cases, completely reinvent their firm through a new business model.

        The IoT and its cousin, sometimes referred to as the Industrial Internet of Things, deliver an infrastructure that supports connected machines and data. The integration of industrial machines with sensors, software, data, and communications systems enables automation and smart systems that radically change the way farming, factories, energy production, health care and the travel industry, just to name a few, operate. When they are used effectively, these connected systems introduce massive productivity and efficiency gains, while lowering costs and improving safety.

        The Fourth Industrial Revolution (4IR) alludes to the fourth wave of disruptive industrial innovation (previous waves encompassed mechanization, mass production, and the introduction of computers and electronics).2 The concept is also described as smart industry or smart manufacturing, and Industry 4.0. Yet, regardless of the name used to describe it, the industrial IoT taps digital technologies such as mobility, smart sensors, robots and drones, GPS, 3D printing, machine learning, deep learning neural networks, AR, VR, and new computing models—all tied together by the IoT. The goal is greater interconnectivity among systems, improved information transparency, and more automated and decentralized decision making. In some cases, highly automated and efficient supply chains also produce greater sustainability.3 Regardless, “We are redefining and reshaping almost every aspect of human life,” observes Murat Sönmez, managing director of the World Economic Forum.4
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          Figure 5 The Internet of Things is driving the Fourth Industrial Revolution, also referred to as IR4. Source: Christoph Roser at AllAboutLean.com

        
        This revolutionary technology framework is further blending the physical and virtual worlds—as well as the distinctions between human and machine. Sensors are at the heart of the Industrial Internet and 4IR. They are the fingers on the pulse of the world. Data input points and connected sensors include geolocation and GPS devices, barcode scanners, thermometers, barometers, humidity gauges, vibration sensors, pressure sensors, gyroscopes, magnetometers, cameras, audio and video monitors, accelerometers, motion sensors, infrared, radar, sonar, and LiDAR. Together, they create unique fingerprints of movements, actions, behaviors, and spatial relationships in the physical world.

        But input is only half the story. While sensors collect data, it also takes computers and analytics software to make sense of everything. Using APIs to direct data to different applications, storage devices, cloud systems, and edge computing components that push data processing through an intermediary layer of computer and communications—typically closer to the point processing is needed—an IoT framework can suddenly tackle complex tasks like data mining, facial recognition, machine learning, and deep learning. It can find patterns in data and identify conditions. For instance, a system can recognize a person’s mood or use her facial expressions to promote items when she steps into a store or, using thermal sensing and an AI algorithm, detect when she’s sick and enters an office or hospital space. In fact, during the COVID-19 pandemic, some office buildings and hospitals began installing systems to detect people who might have a fever and be infected with the virus.

        The end result is embedded intelligence in machines, which now handle many tasks far more efficiently than humans. These systems are rapidly gaining eyes, ears, and a sense of touch—like humans. The difference, of course, is that the eyes are cameras that when fed through an AI system deliver image recognition; the ears are sound sensors that, along with an algorithm can identify noises and translate speech; and touch is a result of pressure sensors that allow a machine to “feel” and respond appropriately to objects around it.

      
      
        A Smarter Enterprise Emerges

        The first wave of the Industrial Internet revolved heavily around smart utility meters, vehicle and asset tracking, and optimizing the performance of plants, facilities, and machines. But the concept of the connected enterprise is expanding. As digital technologies intertwine and intersect, an even more sophisticated second wave of the IoT is solidifying. It includes things like digital twins, advanced computer simulations, virtual reality, machine learning and deep learning. In every case, the IoT is helping enterprises combine and recombine technologies to create entirely new digital loops.

        Digital twins create a near-exact replica of a real-world machine or system inside a computer. This allows designers, engineers, scientists, and others to build models and simulations that deliver deep insights into how machines operate, when systems fail, and how complex scenarios play out over time. “We have reached a point where it’s possible to have all the information embedded in a physical object reside within a digital representation,” states Michael Grieves, chief scientist for advanced manufacturing at the Florida Institute of Technology and the originator of the concept nearly two decades ago.5 Indeed, the concept is gaining traction in agriculture, engineering, medicine, manufacturing, banking, real estate, retail and insurance. Digital twins are also a core technology for smart utility, transportation, and city initiatives.

        
          As digital technologies intertwine and intersect, an even more sophisticated second wave of the IoT is solidifying. It includes things like digital twins, advanced computer simulations, virtual reality, machine learning and deep learning.

        

        In fact, a growing array of data points—generated from sensors and devices residing within the Internet of Things (IoT) and pushed through machine learning and AI systems—are advancing the sophistication of digital twins at a rapid rate. NASA now uses this approach to better understand how to design, test and build spacecraft.6 The agency is developing a framework that allows it to see when a component or vehicle is operating efficiently and safely in the virtual world before commencing manufacturing in the physical world. GE also has embraced the concept. It operates digital steam turbines and wind farms that are exact representations of all physical assets. The firm has predicted that it can increase production by as much as 20 percent through digital twins.7

        Augmented, virtual and mixed reality are making their mark on business as well. Architects and engineers now use VR to create 3D spaces before they build a structure. They can walk through the design before construction begins. Then, with mixed reality glasses, such as the Microsoft HoloLens, they can view overlays and data of a building, ship, or space vehicle as it is being constructed. With this technology, they can track the progress of a project, check on the status and quality of work, and spot small problems before they become bigger problems. Boeing, Ford Motor Co. and many other firms are now using VR and AR for training, assembly aids, maintenance, quality assurance, and other tasks.8 These technologies are also taking root in other industries, including travel, real estate, law enforcement, and the military.

        Still another IoT powered technology is robotics, which includes aerial and underwater drones equipped with sensors. Over the last decade, autonomous systems have advanced by leaps and bounds. While much of the credit goes to better microprocessors and sensors, the ability to connect to the cloud and other data sources is a game changer. It has introduced things like real-time location visibility and remote video feeds. Drones have revolutionized the way movies and documentaries are filmed and underwater projects, such as laying cable, take place. Firms like Amazon, UPS and FedEx have also experimented with using drones for package deliveries and will likely adopt them for regular use at some point in the future.
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          Figure 6 The Microsoft HoloLens delivers IoT-driven augmented reality. Source: Microsoft

        
        During the COVID-19 pandemic, the value of connected machines became apparent. Robots began handling tasks that improved hospital care while reducing health risks to medical staff. For instance, Wuhan Wuchang Smart Field Hospital in China deployed 14 humanoid robots to treat patients and deliver food in isolation wards.9 Danish firm UVD Robots introduced robots that move around within a medical facility or other space and sanitize the environment using automated UV surface disinfection systems. At any moment, it’s possible to know exactly where the robots have been, where they are at, and what areas still need to be disinfected.

        Finally, there’s industrial 3D printing. Organizations produce a growing array of components using additive processes, including parts for aircraft, vehicles, buildings, and industrial goods ranging from moldings and die castings for machines to tools. In many cases, businesses produce these items faster and cheaper than through conventional methods. What’s more, the IoT makes it possible to print essential supplies, including personal protective equipment (PPE). After novel coronavirus emerged, for example, many hospitals and clinics began printing masks, face shields and other equipment after downloading scripts from open source sites. Some also used 3D printing to produce test kits for detecting novel coronavirus. This approach helped address chronic shortages of test kits and protective gear while better protecting health care workers.

        Clearly, the IoT is a highly disruptive force in manufacturing. It connects disparate digital technologies and ties them together in new and sometimes radically different ways. When IR4 and the industrial IoT are done right, the end result is a mind-bending array of “smart” devices and systems—from oil refineries that can constantly monitor the inside of storage tanks and underground pipelines to hotels that can detect when trays are left in hallways or cooks haven’t washed their hands after using the toilet. There are also smart hard hats10 that can determine if a construction worker’s heartbeat is too high and connected safety vests that transportation workers can wear that warn that a car is approaching too quickly.11 These systems extend human sensing and cognition in ways that would have once been unimaginable.

      
      
        IoT Data Does the Job

        At the most basic level the IoT and Industrial Internet are about data and extracting value from it. Today, thanks to pervasive computing and nearly ubiquitous networking, data bits and bytes travel to nearly every corner of the planet in real time. A growing array of devices—including desktop computers, laptops, tablets, and smartphones—serve as conduits for collecting, sharing, and accessing rapidly growing volumes of IoT data. Of course, connected devices, everything from insulin pumps in hospitals to lighting systems at home, ultimately depend on data to function—or provide feedback for making decisions.

        
          At the most basic level the IoT and Industrial Internet are about data and extracting value from it. Today, thanks to pervasive computing and nearly ubiquitous networking, data bits and bytes travel to nearly every corner of the planet in real time.

        

        Data scientists have coined a term, value of perfect information, which revolves around the ability to align data points, collection, and analysis in a way that delivers deep insights. In the context of the IoT it’s important because there’s no guarantee that data is accurate, complete, and, ultimately, valuable. Achieving this goal is challenging because it’s extraordinarily difficult to gather all the data required for a complete picture and then build an algorithm that takes into account all the variables in exactly the right way. For instance, the ability to forecast weather is dependent on collecting data at a highly detailed and granular level, plugging in the relevant data, and making sense of the data through sophisticated algorithms. But the atmosphere, oceans, and other factors that influence weather are incredibly chaotic, which makes it nearly impossible to achieve 100 percent accurate forecasts.

        At least for now, too many variables and limitations exist to achieve a perfect view of any complex event—whether it revolves around weather, agriculture, manufacturing, health care, transportation, or the stock market. So, instead of looking to build perfect models, data scientists are focused on building the best possible models using data and analytics. This encompasses predictive analytics, which aims to identify or understand an event before it takes place. For example, a bank can know when a customer is likely to start shopping for another institution or when a consumer is in the market for a new car but hasn’t yet begun to shop for it. Predictive analytics also helps organizations understand when a machine part is likely to fail or what products a person will likely buy in a store.

        The data stream from connected machines and objects is growing exponentially. The 40 terabytes or more of data collected from a Boeing 787 flight is a starting point for analysis on a scale never before possible. All these data can be parsed and analyzed to reveal every aspect of the engine’s performance and health. This is no insignificant task if you consider that a jet engine has a price tag somewhere in the neighborhood of US $16 million. What’s more, a transatlantic flight can consume upwards of 36,000 gallons of jet fuel, which can cost more than US $50,000.12

        Manufacturers are on the case. For example, Rolls Royce, which designs and builds many of the jet engines used in the world, developed a predictive maintenance system that takes snapshots of performance during flight, downloads black box data and flight plans, and incorporates third-party weather data. Computers crunch all this data in real time, including specific data from pumps and other components, and determine exactly when engines require specific types of maintenance. In addition, airlines can better understand how flight plans, equipment maintenance, weather, and fuel impact overall engine performance and fuel efficiency.

        To be sure, datasets have become a valuable economic asset. Information technology consulting firm Gartner in fact predicts that information assets and data will appear on the balance sheets of corporations in the future.13 The emergence of data as a currency could impact stock valuations, merger and acquisition activity, and much more. By no accident, half of the top 10 companies in the world are now data-based platforms, including Amazon, Google, Facebook and Alibaba.14 The ability of analytics software and machine learning to pore over huge numbers of data points can also spot quality or service gaps, trim operating costs, and fundamentally change the way organizations view investments in machinery and people.

        How does all of this play out on the front lines of business and the IoT? As humans digitize anything and everything that intersects with our lives, the volume of data—and complexity of interactions—will skyrocket. IT consulting firm IDC predicts that the total volume of data in the “datasphere” will swell from 33 Zettabytes in 2018 to 175 by 2025. Half of all this data will be stored in public clouds.15 More telling is the fact that each connected person will have at least one data interaction every 18 seconds. This means that the average person will interact with a connected device nearly 4,800 times a day, according to the same report.

        The ability to use this data effectively will have profound repercussions for organizations of every shape and size. For a large global airline, even a 1 percent reduction in fuel costs or a similar improvement in capital expenditures of system inefficiency can generate hundreds of millions of dollars in savings. In fact, airlines have already used connected IoT systems to trim billions of dollars of fuel costs annually. By better understanding weather, mechanical conditions of equipment, and load factors, they can fly at the optimal altitude and take the optimal route. In other industries, from consumer goods to energy, the story is much the same.

        As organizations learn how to tap into data that the Internet of Things generates, real-time decision making is becoming the gold standard of business. As networks of devices interact with one another—sometimes with the number of devices or data points running into the hundreds of thousands or millions—remarkable insights may follow. The combination of ubiquitous connectivity, low-cost sensors, and easy to deploy microelectronics now make it possible to connect just about anything and everything to the Internet. Suddenly milk cartons, roads, bridges, bicycles, trees, pipes, and power systems become data points.

      
      
        The Role of GPS

        Another key factor in developing useful IoT systems is knowing where an object, device, or even a cow is at any given moment. In IR4, real-time location systems (RTLS) are critical for managing production, along with the flow of information. There are a few different tracking tools and technologies that support location analytics and AI systems:

        
          Device Tracking Navigation systems based on GPS as well as cellular technology. These technologies are widely used apart and together for tracking trucks, ships, trains, and airplanes as they move from one place to another.

        
        
          Fleet Tracking These systems—which typically place a GPS device in every vehicle to track all of them in real time—allow logistics and transport firms to optimize routing, analyze driver efficiency, track speed and vehicle location, and better understand fuel and maintenance costs. They can also assist in locating a vehicle in an emergency.

        
        
          Inventory and Asset Tracking Technology RFID allows businesses to identify physical assets and follow them through a supply chain. In the past, retailers used these systems at the pallet or case level to identify the location of goods in transit. Today, companies are using RFID to track at item level. This makes it possible to build far more robust inventory systems and introduce entirely new features and capabilities, such as identifying where a shipment is located at any moment or whether food items in transit have spoiled.

        
        
          Personnel Tracking and Authentication RFID-enabled badges, smartphone apps using GPS and location aware services, and other tools, make it possible to track a person’s location. This technology is widely used in secure facilities and labs, including government offices and military bases with strict authorization limits or access controls.

          A good example of RTLS and its role in the Internet of Things is visible at hospitals and other medical facilities. Medical centers now tag assets ranging from infusion pumps to crutches so that they are easy to locate. In addition, staff can track performance data related to the device. This approach not only saves time that would otherwise be spent hunting down equipment, it helps ensure that devices are in working order, and it lets staff know when a device requires service or a software update. Some institutions also tag patients and clinicians to better understand where they spend time, how they move around within a facility, and how long patients wait in a room before a clinician arrives. These sometimes controversial time motion studies, when analyzed by machine learning, can yield insights into where to optimally position nurses stations or supplies.

          Technologies such as Apple’s iBeacon, which uses Bluetooth Low Energy (BLE) introduce even more robust capabilities that can alter the way people shop, attend concerts and cheer on their teams at sporting events. It’s possible to track a person’s route through a store or stadium and identify when and where he or she is hovering or passing something of interest—say souvenirs or food. It can then generate a highly targeted message or promotion. The aggregate data collected from thousands or tens of thousands of shoppers can also yield clues about how to better design a store or optimize the layout of shelves and products to boost sales. The analytics software, usually at the direction of human data scientists, spots trends and relationships that would likely escape the human eye—and mind.

        
      
      
        Enhanced Situational Awareness

        Another way to use sensors is to embed them in the physical environment, including roadways, buildings, soil, plants, and the ocean. When hundreds or thousands of sensors connect to one another, it’s possible to view data at a much higher resolution and understand relationships and patterns in a far more detailed way. Within a city a smart transportation network, for example, systems route traffic with maximum efficiency and optimize traffic lights for maximum flow. This speeds commutes but also allows more vehicles to share the road at any moment.

        But situational awareness also yields benefits in areas a diverse as agriculture and weather forecasting. Today farmers use sensors embedded in machinery and fields to dispense fertilizers and pesticides at more precise—and environmentally friendly—levels. Sensors monitor the moisture level of fields and switch on irrigation systems based on soil moisture and weather forecasts. Several companies have introduced solutions that gauge light, soil moisture, soil tension, pH levels, and optimal fertilization patterns. Precision farming is also extending to animals. Cows, pigs, and other livestock are getting connected. IoT applications track the location of the animals and identify when they require medication or have become sick. In fact, one firm offers a device that tracks pregnant cows and, when the animal’s water breaks, sends a notification.16

        The IoT is transforming other processes from low tech to high tech, from wastewater treatment to trash collection. In every instance, additional sensors, and sometimes crowdsourcing techniques, create new opportunities to view data and events at a higher resolution. For example, temperature, precipitation, humidity, and other weather data—when combined with past sales data—offer insights into historical buying patterns. With the right data and the right data points it’s suddenly possible to generate more accurate sales and consumption models. In the case of an ice cream shop, this may mean swapping flavors based on seasonal preferences or even tweaking inventory different days of the week. It might also involve sending the right coupons to people when they are most likely to visit the shop and buy a cone.

        The data derived from connected physical infrastructure extends to public safety. With connected bridges, tunnels, and roadways it’s suddenly possible to understand when a structure is approaching a state of failure and take action before a problem turns into a disaster. This approach also makes it easier to prioritize risks—and repairs. With the right software and a dashboard in place, city officials and engineers can view data and assets across an entire physical infrastructure. In other words, an agency or organization could clearly determine—based on structural data rather than opinions and politics—the real-world trade-offs, risks, and costs of fixing or delaying a repair.

      
      
        Sensor-Based Decision Analytics

        The Internet of Things also supports longer range, more complex human planning and decision making that is crucial to the business world. With enough computational power, the right sensors, and sufficient storage, enterprises and government agencies can ratchet up data collection by an order of magnitude. For example, extensive sensor networks placed in the earth’s crust produce an entirely new level of observation and insight for drilling companies but also help detect earthquakes. One system called ShakeAlert detects seismic activity through a network of sensors and, when the algorithm detects strong motion, it generates real-time alerts across the West Coast of the United States using the Wireless Emergency Alerts (WEA) system and smartphone apps. The system filters out false alarms such as trucks, aircraft, and even faraway earthquakes. It delivers up to 10 seconds of warning, which is enough time to take cover and shut down industrial systems.17

        IoT capabilities continue to advance, particularly when they are combined with other IR4 digital tools. In Italy, legendary auto maker Lamborghini has built a smart factory specifically for its sport utility vehicle, Urus. The company studied customers, production processes, and an array of other factors before constructing a plant that uses an unprecedented modular design system with digital sensors and robots. The facility merges the virtual and physical realms by integrating robotics and machine-to-machine collaboration with Lamborghini’s highly skilled production workers. Each vehicle proceeds along the production floor via automatic guided vehicles (AGVs) that autonomously transport each car to the appropriate work island. Real-time electronic monitoring, data collection, and reporting takes place from every corner of the shop floor. Workers control every aspect of production on site, as well as remotely, using tablets. The system has sped production and completely eliminated paper documents.18

        Others are putting data to work to address other challenges. Aggregate data—used by retailers to better understand buying habits, manufacturers to understand equipment, or health care firms to more precisely predict behavior and outcomes—change the equation for one industry after another. Cameras, video, audio, motion data, and other input sources lead to new and improved algorithms, simulations, and modeling methods—while supporting simulations and digital twins. Once environments and people are equipped with sensors, organizations are able to transform data from a snapshot that takes place periodically to a motion picture that allows moment-by-moment adjustments, adaptation, and alterations.

        The net effect is sometimes profound. Sensor-based decision analytics provide immediate feedback about an event or a situation but also deliver a deeper dive into usage and consumption patterns in real time. This in turn creates an opportunity for fee models that adjust dynamically and in real time to waning and waxing demand or other factors. Airlines, hotels, and even some retailers are now using dynamic models fueled by IoT data to better manage inventory and availability.

      
      
        AI Powers Automation and Controls

        Another crucial element to IR4 is the building of systems that use machine intelligence—some prefer to describe this as artificial intelligence—to automate processes and decisions. The ability to take humans out of the loop produces speed and efficiency gains that, at best, radically redefine business, education, and government. This includes machine learning, a subset of AI that allows computers to sift through data and adapt algorithms without being explicitly programmed to do so. Machine learning is ideal for tasks that involve numerous variables but no clear rules for how to apply the results. Its close cousin, deep learning, uses artificial neural networks to simulate the way the human brain thinks. It’s especially useful for fields such as computer vision, natural language processing, audio recognition and social network filtering.

        Machine learning and deep learning are especially beneficial in robotics. During the last few decades, robots have taken over assembly lines and manufacturing. They rivet, spray, and weld their way through a variety of challenging—if not rote and dangerous—tasks. Robots also have moved into medicine, handling everything from surgeries to tending to patients in isolation wards during the pandemic. However, as these systems gain better sensing, including vision and touch, along with a level of artificial intelligence, they’re often able to operate autonomously. In an industrial setting, the Internet of Robotic Things is advancing rapidly. Intelligent devices monitor events, combine their own sensor data with readings from external devices and systems as well as databases, and then, using AI, determine what to do next. They handle calculations onboard using edge AI and ping a cloud or edge database when they need to know what to do next.

        Advanced robotics and machine intelligence are reducing the need for humans in manufacturing and hard labor. They are redefining everything from mining and window washing to road repair and warfare. What’s more, radical advances in machine intelligence will likely lead to robots that constantly analyze performance and learn to correct their own mistakes—as well as errors from other machines and people. As networks of sensors feed waves of data to computers for analysis and algorithms and software become better at understanding and acting on the data in a contextual way, new and sometimes remarkable levels of automation and intelligence result. An industrial system or a robot can automatically adjust the way tools and machinery are used, the way chemicals and ingredients are mixed, or the way a company manages or maintains motors in jet engines or robots used for manufacturing goods.

        In addition, a vast network of sensors can provide immediate feedback about changing conditions. This is particularly valuable for managing limited or scarce resources, such as energy or water. Today smart meters track and display real-time electricity consumption patterns. These meters also provide tools for viewing variable rates and taking advantage of nonpeak pricing. Smart thermostats connected to air-conditioning units in large office and factories determine when to turn systems on and off and how to mix outside and inside air optimally based on the temperature inside and outside the structure. Some even incorporate heat generated from servers. Smart utility grids allow homeowners and businesses, including large data centers that consume vast amounts of electricity, to tap into sophisticated algorithms to optimize usage, save energy, and trim costs.

        The combination of AI and IoT also introduces rapid, real-time sensing of unpredictable conditions along with instantaneous responses guided by automated systems. Today’s automobile and airplane collision avoidance systems—which produce audible alarms and, in some cases, take corrective action on their own—are an example of AI in action. These systems sense when an object is approaching too quickly and when it’s too close and automatically brake or steer to avoid a crash. In the future, these capabilities will allow robots and drones to become smarter as they operate. They will learn based on their environment and localized conditions—and share their wisdom with other machines through the IoT.

        In the coming years, more advanced AI—or perhaps different forms of it—will likely be required in order to address even more sophisticated and intelligence-hungry systems operating within the IoT. Computer science pioneer and futurist Ray Kurzweil has predicted that machine intelligence will reach “singularity” with humans by 2045.19 Today, many connected systems rely on a more basic form of AI to automate processes. However, advanced decision-making capabilities are on the horizon, including systems, such as Blockchain, that help manage complex ecosystems of tools and connection points. Tomorrow’s AI systems will also require more advanced features and capabilities than current frameworks such as Google’s TensorFlow, Microsoft Cognitive Toolkit and Apache MXNet currently deliver.

      
      
        The Network Evolves

        Getting data to the exact place it needs to be, exactly when it needs to be there is at the heart of the Industrial IoT. As IoT devices become more sophisticated—and require decision making on the device—round trips to the cloud don’t suffice. The latency introduced by a cloud connection drastically undermines the performance of AI on the edge. Systems that rely on speech processing, image processing and other computations simply can’t wait tens of milliseconds or more. In fact, in some cases subpar performance could be downright lethal. Imagine if an autonomous vehicle can’t decide whether an object on a roadway is a cardboard cutout that looks like a person or is a real person. It’s not an abstract issue. The lack of ultra-low-latency wireless connections to vehicles is one of the things slowing their development and introduction.

        Edge and fog networks, which place computing power closer to the device, can help boost performance to the level required for a connected enterprise in IR4. A fog network, by connecting IoT devices and data points in a way that resembles a mesh, pushes data processing through an IoT gateway or “fog node.” This node connects to multiple IoT devices and data points simultaneously, usually through edge storage devices. The framework is ideal because processing can take place anywhere on the network, when and where it’s needed at any specific moment.20

        While both edge and fog move beyond a hub-and-spoke approach, there are key differences in topologies. Essentially, the edge relies on one-to-one connectivity between the edge machine and the cloud while fog relies on a variety of methods and tools, depending on the specific need and the particular requirements of the IoT and the protocols devices use. Within a fog network, computing occurs along a continuum of systems and devices, from clouds to things. In some cases, fog might use smaller clouds mixed with fog infrastructure. It can also reach across horizontal domains in order to reach across industrial and vertical industries and domains. The network may encompass networking technologies ranging from MPLS and SD-WANs to cloud services and 5G cellular.

        
          [image: ]

          Figure 7 Edge computing moves processing and storage closer to the IoT device. Source: Alibaba Cloud.

        
        Business cloud providers are also developing faster and more responsive frameworks. Amazon Web Services, Microsoft Azure, and others have introduced network products and services that push performance to approximately 5 milliseconds. As chips emerge that are optimized for edge and fog networks—and algorithms advance to take full advantage of the faster technology framework—performance gains will accelerate. Moreover, energy efficient chips, such as wake-on-demand systems, mean that a business won’t have to replace batteries or chips as often. The end result is an improvement in performance for existing systems but also new features and possibilities for IoT technologies, including some that haven’t yet been imagined or invented.

        Putting all the pieces of the puzzle together also requires systems to oversee IoT business frameworks. This often includes a converged application network that provides deeper visibility and stronger control of systems, and remote monitoring and management (RMM) solutions. These systems manage groups of sensors, mobile devices, kiosks, signage, POS terminals, video surveillance cameras, smart lighting, and Internet enabled locks, along with numerous other devices and systems. RMMs also aid in monitoring diagnostics data and handling security functions. For example, they establish real-time, end-to-end encrypted connections with IoT devices residing in smart buildings, factories, and retail systems. They also help connect clouds and edge or fog frameworks to hundreds of thousands, even millions, of connected devices.

        Researchers are attempting to push the concept of ubiquitous data availability even further. For example, a group of researchers at the University of Magdeburg in Germany is studying how to develop self-organizing migration of services. The concept depends on rethinking basic network design. The project, dubbed Dynamic Runtime for Organically Dis-aggregating IoT Processes (DoRIoT),21 uses a local server infrastructure to abstract data and maintain full sovereignty over it. The advantage of this approach is that it allows users to operate independent of external cloud service providers such as Google, Microsoft, or Amazon. This means that environment isn’t subject to constant changes or unavailability due to updates and changes from outside providers. In the end, smart devices can operate with each other without the need to tap clouds for computing services. Under this model—which has been referred to as extreme edge—an IoT network is more fault-tolerant and autonomous.

      
      
        The Fourth Industrial Revolution Rises

        As an ever-growing number of industrial machines and components become part of the IoT—including a vast segment of legacy systems such as boilers; heating, ventilation, and air conditioning (HVAC); train and boat engines; and electrical systems—the nature, design, and workings of buildings, transportation systems, and factories change significantly. Embedded sensors and continuous connectivity make it possible to monitor crops as they move to market, tires for wear and tear, and roofs for leaks. What’s more, as robotics and nanotechnology intersect with the IoT, entirely new and remarkable capabilities appear, including networked autonomous robots that can handle complicated construction and demolition tasks, and digital twins that can predict a failure in the computer before a real failure in a real system occurs.

        The Industrial Internet and broader Internet of Things deliver deeper insights into a vast array of systems. They also automate many tasks. The impact of connected technology is already apparent. Within enterprise supply chains, sensors provide immediate feedback about the condition and location of goods. End-to-end monitoring creates an entirely different type of digital business that’s more agile and cost efficient. It’s possible to innovate and develop products faster, personalize products, source materials and components optimally, route products to market more efficiently, and provide a much higher level of customer service and support.

        The IoT also supports new pricing models. For example, in the aviation industry, jet engine manufacturers now retain ownership of their products and charge airlines based on the actual engine use measured by thrust. In many cities, scooter, bicycle, and car rentals take place on a pay-as-you-go basis. You authenticate with a credit card—including one residing in a digital wallet on a smartwatch or smartphone—use the device, and drop it off on the other side of town, if you like. Automobile rental service, Zipcar, for example, directs a person with a smartphone to the nearest vehicle. An RFID transponder unlocks the car and a black box inside the car transmits data back to a server via a wireless link (though the company does not track the location of a customer for privacy reasons). The vehicle is also equipped with a kill switch in the event it’s lost or stolen.

        What exactly does this mean for business leaders? From an IT standpoint, organizations must focus on a highly agile and flexible, real-time infrastructure that taps cloud and edge models, APIs, the Internet of Things, mobile technology, open source code and components, DevOps, and data frameworks such as the Hadoop ecosystem. Some experts refer to this brave new world as “architectural arbitrage,” a concept that requires organizations to adopt a modular framework surrounding clouds, open source components, code libraries, and APIs. With a flexible IT framework in place, it’s possible to change directions quickly and tap into the Internet of Things and emerging technologies without large investments in staff time and financial resources.

        Yet, the impact of the IoT is being felt in other ways. Smart energy meters change the way businesses and consumers live and work and create new models for managing energy production and consumption. Smart city initiatives introduce efficiencies that wouldn’t have been possible in the past. For instance, tagged trash bins—already in use in Barcelona, Spain, and London, UK—optimize waste collection and reduce costs for cities and consumers. There are also systems for optimizing everything from snow plowing to bridge maintenance, based on what sensors pick up in the environment.

        Clearly, IR4 represent a giant leap forward for the enterprise and for governments. M2M connectivity is the foundation for the next generation of government and business. When machines talk to each other, and to humans, it takes “things” to an entirely different level. The business framework generates faster and better decision making and more sophisticated automation. It supports digital enterprises as they look to respond to market dynamics faster, incubate and innovate better, develop new features and capabilities for products and services, and, most importantly, deliver greater value to customers.

        Of course, all of the potential gains don’t come without a fair amount of pain. The IoT and the Fourth Industrial Revolution aren’t any different than past events in the sense that they don’t guarantee benefits for all. In order to tap into the full potential of the IoT, businesses must learn how to integrate systems, devices, and data and put them to use amid a backdrop of security risks and privacy concerns. They must also confront a growing spate of government regulations designed to manage data, devices, and privacy—and, in some cases, address moral and ethical concerns related to IoT technology. In other words, success in an IR4 world requires more than simply applying technology to problems. It’s understanding the broader implications and ramifications of the IoT, including legal, moral, and practical issues.
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        Realities and Repercussions

      
      
        The Future Arrives

        The history of technology is filled with optimistic, if not utopian, views of a happier, healthier, and more leisure-oriented future. However, as every new wave of technology arrives, numerous changes occur—some positive, some negative, and many entirely unintended. It’s virtually impossible to anticipate where any particular technology will take society and how it will interact with a vast array of other technologies, social systems, and factors.

        The Internet of Things is no exception. There’s little doubt that connected devices and systems deliver far greater automation, increased convenience, and, in some circumstances, remarkable cost and efficiency gains. The IoT has also introduced better and cheaper products and services, along with improved safety and increased human knowledge. For example, when manufacturers attach sensors to ordinary items—food packages, clothing, household appliances, and medical equipment—a very different, and potentially far better, reality emerges. It’s suddenly possible to identify defects and problems and recall items quickly and efficiently.

        
          The history of technology is filled with optimistic, if not utopian, views of a happier, healthier, and more leisure-oriented future. However, as every new wave of technology arrives, numerous changes occur—some positive, some negative, and many entirely unintended.

        

        But what happens if hackers sabotage a smart utility grid and cause the electrical system to go haywire? What happens if terrorists discover a hack that hijacks autonomous vehicles or causes an entire traffic grid to malfunction? What happens if cybercriminals reprogram IoT sensors to deliver inaccurate data? And what if, due to a bug or malfunction, data streaming in from sensors is inaccurate—and causes a system to act entirely differently than it should? Even a tiny variation in data quality could yield inaccurate results. If researchers are looking at applying this inaccurate data to medicine, for instance, the patient outcome could be grave. Likewise, if a business or a government agency acts on inaccurate or invalid data, the results could be anywhere from problematic to devastating.

        Clearly, the IoT will be used in both good and bad ways. It’s not difficult to imagine criminals and terrorists using commercially available drones to spy or launch attacks. The ability to hack a home video camera and see what a person or family is doing could not only put private lives on public display, it could offer a window into highly personal activities and confidential information. Suddenly, any document sitting on a kitchen counter or a desk is at risk. A person who is partially or fully disrobed can be threatened with public exposure unless he or she pays a ransom to a cybercriminal.

        What’s more, as the IoT and Industry 4.0 go mainstream, we will no doubt see cyber attackers deploy ransomware that encrypts data and locks down systems. When this occurs, the recipient may find a smartwatch, computer or entire factory unable to function without paying a hefty sum to the thieves. The concept isn’t a futuristic threat; it is already here. In June 2020, for example, Honda was forced to halt production at auto factories in the U.S. and Turkey, and motorcycle production plants in India and South America, as a result of a ransomware attack.1 In 2019, Norwegian aluminum manufacturer Norsk Hydro suffered an attack that forced the company to switch some operations to manual mode. The company later reported that total estimated losses from the incident exceeded US $40 million.2

        At the same time, what happens if a government blocks access to an IoT framework or shuts off interconnected components? Suddenly, the flow of data and information changes—or simply becomes unavailable. According to a 2018 report from independent watchdog organization Freedom House, a global decline in Internet freedom is accelerating.3 It found that countries supporting a completely free Internet have dropped from 30 percent to 23 percent since 2012. In addition, 18 countries had increased surveillance over a one-year span leading up to the report. As the Internet and IoT become more intertwined, the risks and dangers grow.

        In November 2019, for example, Iran imposed massive Internet shutdowns in response to political protests. Earlier in the same year, Russia introduced a “Sovereign Internet” law that fundamentally reshapes its network infrastructure. It enables tighter state controls and allows Russia’s Internet to operate even if it’s cut off from the rest of the world by directing traffic through specific servers that can serve as kill switches. While a sovereign Internet could protect the country from cyberattacks, it could also become a tool for shutting down the free flow of data and information. “Governments are using new and more advanced methods to invoke censorship,” observes Roya Ensafi, an assistant professor of computer science and engineering at the University of Michigan who tracks Internet censorship.4

        At the very least the Internet of Things delivers new issues, challenges, and problems surrounding freedom, security, privacy, and how we go about living our digital lives. It creates new points of contention and new issues and disputes among members of society—while raising further questions about the digital haves and the digital have-nots. While all of this takes place, the Internet of Things is prompting legislators and governments to examine and reexamine digital interaction. As a result, countries and states are imposing new laws and regulations defining how data can be stored, transported, used, and retained.

      
      
        Putting Human Factors into Motion

        One of the biggest challenges with all technology is designing systems that deliver a high level of reliability and safety. Although technology often removes human judgment, decision making, and the real-world risk of inattentiveness, it also introduces new hazards and replaces the potential for accidents and breakdowns with larger scale problems. For instance, the 2015 crash of AirAsia flight QZ8501 that killed all 162 onboard was officially due to both computer and human failure. News reports indicated that the Airbus A320 aircraft had a cracked computer controller that caused the system to repeatedly malfunction. The computer generated serious errors four times during the doomed flight. As the pilots struggled to make sense of a jumble of incoming alerts, messages, and warnings, the plane rolled several times before crashing into the Java Sea.5

        The official report from the Malaysian government concluded that everything about the flight had been completely normal until the pilots received a warning message about a minor rudder problem that promoted them to pull a circuit breaker that rebooted the flight computer.6 Doing so went against the advice of the aircraft’s operating manual. At that point, they lost control of the plane and it began descending at 20,000 feet per minute. When the plane entered a prolonged stall condition, the pilots should have been able to recover, according to the report. They simply had to follow their training. Instead, they began battling the plane’s automated fly-by-wire system and as errors began to pile up the fate of the flight became unavoidable. The crash eerily echoed a previous crash of Air France Flight 447, which fell into the Atlantic Ocean while traveling from Rio de Janeiro, Brazil to Paris, France in June 2009.7

        Human factors experts refer to this as the “automation paradox.” As automated systems become more reliable and efficient, the more likely it is that human operators will mentally “switch off” and depend on the automated system. And as the automated system becomes more complex, the odds of an accident or mishap may diminish, but the severity of a failure is often amplified. Don Norman, professor emeritus of engineering and computer science at Northwestern University, cofounder of the Nielsen Norman Group, and author of The Psychology of Everyday Things, notes: “Designers often make assumptions or act on incomplete information. They simply don’t anticipate how systems will be used and how unanticipated events and consequences will occur.”8

        Today there’s no shortage of instances where humans encounter trouble with automated systems. For instance, motorists blindly follow incorrect directions provided by an automobile navigation system, even though a glance at the road would indicate an obvious error exists. In a few instances, motorists have even driven off a cliff or collided with oncoming traffic on a one-way street after following directions rather than using their eyes and minds. What’s more, studies show that many motorists tend to use automation features, such as adaptive cruise control, incorrectly. In some cases, Norman says, these automated systems cause the vehicle to speed up as motorists exit a highway because there’s suddenly no car in front of them. If a driver isn’t paying attention, a collision may ensue.

        Motorists, airplane pilots, and train operators are all prone to becoming overly reliant on automated systems—and growing more complacent about using their skills and alertness to avoid dangerous situations. Worse, designers sometimes rely on a wrong set of assumptions or an incomplete universe of facts to build a system. They may not fully understand the way people use individual devices or tools, or how cultural differences factor into the equation. They may also overlook the way a combination of devices alter performance or behavior, or how people behave differently in stressful situations, like a flight computer malfunctioning. In fact Norman, one of the world’s leading design experts, argues that machine logic doesn’t always jibe with the human brain. “If you look at ‘human error’ it almost always occurs when people are forced to think and act like machines,” he warns.

        The Internet of Things ratchets up the stakes substantially. Dozens, hundreds, or thousands of devices create a multitude of real-world intersection points. Moreover, with devices and algorithms communicating with each other—and different standards and quality control criteria applied by different developers and companies—there’s a real-world risk of building systems that do not deliver a desired level of machine-to-human communication. As Sidney W. A. Dekker, a professor in the school of humanities at Griffith University in Australia and author of the book Behind Human Error, explains: “There is often a great deal of human intuition involved in a process or activity and that’s not something a machine can easily duplicate.”9

        The history of technology is littered with mediocre user interfaces, arcane operating controls, and performance failures. The maturation of any technology takes time, tweaking, adjusting, and fixing. Moreover, as machine learning and deep learning methods are used to further automate systems, errors, biases, and breakdowns often ensue. The resulting artificial ignorance can dramatically impact the way IoT devices behave. For instance, researchers have found systematic racial bias in facial recognition systems. People of color are more commonly misidentified. This has far reaching ramifications when the technology is deployed in public place, such as airports, and used to identify people who represent a security risk.

        In one study conducted by researchers at Princeton University and the UK’s University of Bath, the bias was stunning.10 The researchers used a machine learning version of the Implicit Association Test, a commonly used psychological technique that measures how fast human respondents pair words and concepts, to identify AI biases. As the system parsed through 2.2 billion unique words such as “man, male,” and “female, woman” along with target words like “programmer, engineer, scientist” and “nurse, teacher, librarian,” it found that words such as “female” and “woman” were more closely associated with arts and humanities while “man” and “male” were linked more closely with math, science and engineering. The same research found that people—and possibly machines—view European American names more favorably than African American names.

        The Internet of Things has already reached a critical threshold of usability and practicality. In addition, IoT components have reached a level of design and engineering sophistication that makes them essentially plug and play. Consequently, how systems perform—or how they fail—is critically important. It’s paramount that IoT devices and automated systems deliver a level of dependability, accuracy, and fairness that fosters trust. It’s one thing for a single connected vehicle to malfunction. It’s entirely another for an entire transportation network to fail. The latter would result in massive gridlock and widespread collisions—along with injuries, fatalities, chaos, and severe economic consequences.

        Yet engineering better fail-safe systems for medicine, transportation, and other fields is possible. Despite the outcomes of AirAsia Flight QZ8501 and Air France Flight 447, commercial airline crashes have become extraordinarily rare. Redundant systems and training are critical components, of course. But the ability to use massive amounts of data—and create computer simulations and models—has aided engineers in better understanding stresses on planes and how weather and other conditions affect structures over time. The same story is true for automobiles, boats, and industrial machines. Sensors in connected systems can spot problems before they become failures. They can measure vibration and stresses and thus detect metal or concrete fatigue before a serious and life-threatening issue surfaces.

        The end goal is to produce IoT systems that deliver clear benefits for governments, businesses, and consumers—without creating any clear losers. In order to achieve this outcome connected devices and IoT frameworks must deliver the right data and information in the right context at the right time—without compromising security and trampling on privacy.

      
      
        Smart Systems, Dumb People?

        One basic concern is whether smart devices are making humans less enlightened—or changing our intelligence. Today smartphones store tens of thousands of contacts, GPS devices lead us to a destination without the need to follow a route, and wristbands with apps track our calories and fitness level in a way that nobody could have imagined only a decade ago. The downside? People cannot remember important phone numbers, they get lost when they are forced to revert to a paper map, and despite unparalleled access to fitness tools, obesity and lifestyle-related diseases are a chronic problem. There’s a paradox: the more tasks all the devices do for us, the less in touch we are with our natural environment and rhythms—and the less we exercise our bodies and brains. We may gain certain skills, but others atrophy or disappear entirely.

        Psychologist and author Douglas Lisle refers to the “pleasure trap.” Human brains, he argues, naturally gravitate toward the simplest and most pleasing way of doing things. But the simplest way isn’t always the best way. In Nicholas Carr’s book, The Shallows: What the Internet Is Doing to Our Brains, he questions the instant information culture of the Internet—something that has clearly accelerated with the Internet of Things and all the additional data, information, apps and controls it delivers. “My mind now expects to take in information the way the Net distributes it: in a swiftly moving stream of particles. Once I was a scuba diver in the sea of words. Now I zip along the surface like a guy on a Jet Ski.”
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        IoT and the Digital Divide

        As the Internet took shape during the 1990s, one of the biggest concerns centered on digital haves and have-nots. The so-called digital divide focuses on the potential for economic and social inequality. At a most basic level: those who have access to data, information, and knowledge are prone to benefit. Those lacking digital tools, including the Internet, are likely to further lack opportunities in education, work, and other aspects of life. As the thinking goes, the Internet magnifies these differences.

        In a hyperconnected world, the stakes are ratcheted up further. While smart refrigerators that autogenerate shopping lists or sensor-based lighting systems probably won’t make or break anyone’s life, technology advances may leave nonconnected individuals and businesses further behind the technology curve, and at a distinct disadvantage. Some could miss out on basic tools and functions for navigating life—or they will have to work harder to get through a day or earn a decent wage. Think of it as the digital equivalent of farming with a hoe compared to a combine.

        The repercussions can be significant. For example, in the health care arena, those with access to connected heart rate monitors, blood pressure cuffs, oximeters and blood sugar detectors—as well as wearable devices on the wrist, such as an Apple Watch, can track their health and fitness and detect a potential health problem. During the COVID-19 pandemic, the Apple Watch identified when people potentially had the virus by detecting an elevated heat rate. While the technology isn’t a diagnosis, and it certainly doesn’t replace doctors and nurses, it does serve as an early warning system.11

        Smartwatches are steadily morphing into medical devices. News stories also document cases of the Apple Watch detecting irregular heartbeat—atrial fibrillation (Afib)—and potentially saving lives.12 Health sensors increase the odds that an individual gets help before a medical emergency occurs. Obviously those who aren’t connected to these systems—and people who reside in countries where the technology isn’t available—won’t benefit. They may have to rely on visiting a doctor only after a problem has occurred.

        A similar set of challenges exists in education. At present, schools and educators are only beginning to wade into the IoT. Yet connected devices and tagged objects open the door to a slew of new capabilities, including more sophisticated research and lab environments, augmented reality tools, and far more robust learning and training capabilities using sensor-equipped tablets and connected devices. Will the digitally wealthy thrive at the expense of the digitally poor? Will children who attend schools that are technology rich have an on-ramp to better universities and careers? Some—such as futurist and author Marcel Bullinga—believe that the IoT could accelerate a trend toward “de-skilling.” He predicts “children will learn less and achieve more.” There will be less need to know facts since they will be available in real time.13

        There’s are now concerns that the IoT will magnify social and class differences and widen the digital divide. A 2019 study conducted by Pew Research found that nearly three in 10 adult households with incomes below $30,000 a year in the United States don’t own a smartphone and 46 percent of these households lack a broadband connection. Conversely, among households where annual income is $100,000 or higher 97 percent have a smartphone and 94 percent are connected by broadband.14

      
      
        A Path to Downward Mobility?

        One of the challenges of integrating new technologies into society is the continual displacement of jobs and workers. The concept isn’t anything new. In the past, elevator operators, switchboard operators, film projectionists, bowling alley pinsetters and print typesetters were displaced and replaced through automation. Yet, it’s clear that over the last decade, the trend has accelerated. Meter readers, cashiers, warehouse workers, and customer support representatives have all faced diminishing job prospects. According to a 2019 report from Brookings Institute, automation threatens 25 percent of the jobs in the United States. The disruption will be felt most severely by those with less education and those working at the lower end of the wage scale in tasks that can be automated. Some of the most vulnerable jobs include office administration, production, transportation, and food preparation. The report pointed out that these 70 percent of these “high risk” tasks can be automated.15

        The Brookings report wasn’t all negative. It also pointed out that technology and automation complement many jobs and, in some cases, they create new jobs—especially in areas such as computer coding. Yet, the issue remains that advances in technology, in many cases now driven by the IoT, are putting enormous pressures on the average worker to learn new skills and even completely retrain, and many people feel as though they are being left behind. Although a lot of the same challenges surfaced in the past, the pace of change is now dizzying. As self-serve technologies accelerate, automation takes hold, robots advance, and nanotechnology moves from the realm of science fiction to actual science, it’s apparent that society is approaching a tipping point where humans are engineering our own obsolescence in a great many areas.

        The day has already arrived when robot chefs can completely operate a fast food restaurant. In a kitchen in Pasadena, California, a robot named Flippy now grills patties and assembles burgers; cooks chicken fingers and French fries to golden brown perfection.16 Flippy is equipped with an array of sophisticated sensors and features, including computer vision and temperature readers, that allow it to crank out hundreds of burgers per hour. In addition, it can seamlessly work beside humans. Produced by Miso Robotics, the unit costs restaurant owners US $2,000 per month on a subscription basis. That typically works out to about US $3 per hour. Flippy never calls in sick and never complains about the heat and working conditions. A properly disinfected Flippy is highly unlikely to infect diners with COVID-19, hepatitis, or any other infectious disease. In an industry that has hundreds of thousands of unfilled positions and high turnover, it’s obvious that Flippy and fellow robotic cousins will be replacing humans very soon.

        In fact, it’s not difficult to envision a day where fast food establishments—and many restaurants—are brimming with robot chefs and waiters and equipped with contactless digital payment systems that connect to smartphones and smartwatches. Likewise, grab-and-go automated payments systems, like the one Amazon has designed, will be arriving at supermarkets. In addition, automated cars and carts will deliver food from restaurants, and robots will take inventory and restock shelves in grocery stores, clothing outlets, and other retail spaces. Already, a robot named Tally, produced by Simbe Robotics, is used by more than a dozen retailers in six countries. The 6-foot-tall and 18-inch-wide robot scans inventory using more than a dozen onboard cameras and other sensors that conduct 2D and 3D scans and read RFID tags from items on shelves. Tally operates during normal store hours and has no problem yielding to people and shopping carts, thanks to LiDAR and a differential drive base that lets it spin and view the surrounding environment.17
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          Figure 8 The “Flippy” robot cooks burgers, fries, and other food items with no human oversight. Source: Miso Robotics
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          Figure 9 The Tally robot manages inventory for retailers by incorporating several IoT technologies. Source: Simbe

        
        Efficiency gains and cost savings resulting from the IoT and digital technology may seem appealing, but there are also broader questions about how technology is tilting the economy. There are growing questions about the distribution of wealth, and the concentration of wealth among fewer people. In fact, there’s a growing belief that technology isn’t reducing inequality, it’s actually fueling greater disparities in society. The World Bank noted that the digital revolution has produced far-reaching gains but that many of the benefits have been concentrated among fewer and fewer people. It reported that 60 percent of the world’s population remains offline.18 What’s more, as highly trained professionals and large companies profit from these technologies, society as a whole seems to be falling behind. All of this has prompted to some to promote the idea of a universal basic income, which would ensure that everyone receives a minimum sum of money every year.

      
      
        The Threat of Digital Distraction

        Electronic devices such as smartphones have emerged as a hub for communication. Yet there’s growing concern over the use of devices in automobiles, restaurants, and plenty of other situations and spaces. Clearly, they change the nature of social interaction—and many argue for the worse. Sherry Turkle, Abby Rockefeller Mauzé Professor of the Social Studies of Science and Technology at MIT and author of Alone Together: Why We Expect More from Technology and Less from Each Other, believes that there’s significant cause for concern. “New technologies are not coy about their aspiration to substitute relationships with technology for relationships with people,” she says.19

        The fallout may not be entirely advantageous for humans. Studies show that attention spans are growing shorter and today’s hyperlinked world is fueling an instant gratification mindset and culture. For instance, a Pew Research Internet Project found that 87 percent of teachers believe that while digital tools have had a “mostly positive” impact on learning, these technologies are creating an “easily distracted generation with short attention spans.”20 Moreover 64 percent say today’s digital technologies “do more to distract students than to help them academically.” Other research shows that, within the workplace, many individuals spend a considerable portion of their workday browsing Facebook and Twitter.

        Critical thinking skills may also be on the decline. Patricia Greenfield, UCLA distinguished professor of psychology and director of the Children’s Digital Media Center in Los Angeles, found that college students who watched “CNN Headline News” with just the news anchor on screen and without the “news crawl” across the bottom of the screen remembered significantly more facts from the televised broadcast than those who watched it with the distraction of the crawling text and with additional stock market and weather information on the screen.21 Studies in fact show that multitasking “prevents people from getting a deeper understanding of information,” Greenfield states.

        Not surprisingly, the concerns grow with automobiles and pedestrians. About one-third of all collisions occur as a result of driver distraction or inattention—often due to calling or texting. Adding more and more IoT data points and features to informatics systems further taxes concentration. Motorists peer down to tap forward to the next song or call a friend. A fraction of a second can prove fatal. Voice controls in vehicles can help mitigate this problem but the question remains: will designers and engineers design telematics systems to seamlessly integrate and manage an array of potentially complex processes or will these systems lead to further distraction?

      
      
        Security and Privacy Concerns Grow

        Over the course of the last decade, technology has generated mounting concerns about security and privacy. Data breaches are a daily occurrence, and the constant spillage of private information has led to a tangle of real-world consequences, including a huge spike in identity theft. Government and corporations are at growing risk of cyberattacks and data theft. For example, a 2020 study found that 60 percent of Americans had been victims of identity theft and 20 percent admitted giving scammers personal information.22

        These are no small concerns. The Internet wasn’t designed with security in mind and, in today’s world, security experts play a continual game of cat and mouse with cybercrooks and hackers. As every new threat or breach occurs, security teams scramble to plug the dike. This has led to a mélange of tools, approaches, and techniques—none of which solves the problem alone. Today it’s necessary to deploy firewalls, malware detection, endpoint security, encryption, password management systems, network mapping and monitoring, and much more.

        In some respects, the IoT makes security protections easier to deploy. For example, multifactor authentication, which typically uses a smartphone as a way to verify a person’s identity, adds a formidable barrier against hackers and attackers trying to gain access to an account, even if they have discovered the password. On the other hand, the dizzying array of hardware, software, operating systems, protocols and communications methods creates gaps and potential entry points. Hackers have broken into connected baby monitors, they’ve commandeered their way into refrigerators and television sets, and cracked the security for automobiles and medical devices. It’s not difficult to imagine how serious things could be if a hacker disables the brakes on a car or instructs a medical device to stop working.

        Today, IoT security focuses on three primary areas: authentication, encryption, and port protection. Device authentication typically revolves around digital certificates, such as X.509, that verify devices, gateways, users, services, and applications. The X.509 cryptographic standard uses self-signed or authority-signed public key certificates that validate identities over a network. Encryption includes the Wireless Protection Access 2 (WPA2) standard of network encryption. Port protection techniques revolve around disabling ports that aren’t required to operate an IoT device or ensuring that they are protected by a firewall.

        However, more advanced security is needed. Traditional tools offer limited effectiveness in a hyperconnected world. IoT devices and systems require more than airtight operating systems and firmware. It’s simply impossible to lock down every application and device—especially when data constantly flows among and across all these systems. There’s a need for a zero-trust framework that harnesses a combination of tools and technologies, including encryption, analytics, and AI, to spot hazards and attacks. Security must also address social engineering techniques—often supported by the IoT—that trick people into revealing usernames and passwords, credit card numbers, and even Social Security numbers.

        Privacy risks also escalate as systems, devices, and data become more connected and interconnected. The complexity of the IoT—and the tangle of data that resides within it—means that there are many possible points where data can spill or leak. Risks include unwanted public exposure of personal information or images, eavesdropping conducted by businesses and government, and an inability to know where data is going or how it is being used or abused.

        In some places, government entities have begun to acknowledge and address these concerns. The most prominent example is the European Union’s General Data Protection Regulation (GDPR), which took effect in 2018. It introduced strict rules, regulations and penalties for organizations handling data that touches European citizens.23 In 2020, California introduced the California Consumer Privacy Act (CCPA), which took direct aim at IoT security and privacy.24 The California law requires manufacturers to include “reasonable” security features in IoT devices, standards for companies doing business in California, and penalties for violations and data breaches. A major violation could result in fines of US $2,500 to US $7,500 per violation as well as action from the California attorney general’s office.25

        Still, as the volume, variety and velocity of data grow—frequently fed by new data sources from sensors, machines, cameras, storage, and data processing systems, the risks of negligence or abuse grow. As a result, organizations collecting and holding data must address key issues, including data personalization; data deidentification and reidentification; and data persistence, including how it is stored and retained. In addition, employees require training about how to keep data secure and what constitutes a violation.

        The risks aren’t abstract. A person wearing a smartwatch that tracks movement, heart rate and other factors may, with the right algorithm, display signs of a health problem. If an employer or insurance provider somehow sees this data, the company might deny the person a job or revoke insurance coverage. This gets to the heart of today’s digital world, and especially the IoT. While data transmitted from a specific endpoint or device may be innocuous and represent little or no concern for privacy, the data gathered from multiple endpoints and sources can deliver deep insights and yield sensitive information about a person.

        When beacons, sensors, cameras, and smart glasses are ubiquitous and the data they collect stream into a networked world, it’s suddenly possible to identify where a person is and what they are doing at any given moment. Social media check-ins can add to the mix. Behavior and consumption patterns—for everything from food to entertainment—can become public knowledge. Moreover, as computing advances and algorithms improve further, systems will become better at deciphering and even anticipating behavior. A steady drip of analytics capabilities might make almost everything we do public information. A new dystopia might emerge.

        Today, facial images are collected by IoT connected cameras everywhere. These images are being used for all sorts of purposes—ranging from law enforcement to marketing. Facebook, Flickr and other social media sites routinely use facial recognition software to identify people, tech firms such as Amazon, Google, and IBM tap the technology to train algorithms, and law enforcement agencies and other government entities dump a seemingly endless stream of images into databases. Although much of this activity revolves around monetization of data, there’s also the risk of surveillance. All of which as lead to a growing backlash against the use of facial recognition. In 2019, federal researchers found evidence of racial bias in more than 200 algorithms, highlighting the potential for misuse and abuse.26

        In China, police now use augmented reality glasses manufactured by Beijing-based LLVision Technology Co. to spot individuals using fake travel documents as well as those on watch or wanted lists.27 The system relies on a camera built into the glasses to capture facial images and transmit them to a database via a smartphone and cellular connection. This entire process takes place within 100 milliseconds. The officer is notified if someone matches established criteria and he or she can then take action. In the United States and the United Kingdom, law enforcement agencies have used facial recognition at airports and sports stadiums to spot people who are on watch lists or who have outstanding arrests warrants.

        But AR glasses that tie into the IoT are simply a starting point for a possible surveillance state. The Chinese government has also introduced a social credit system that tracks behavior and activities of the nation’s 1.4 billion citizens as well as businesses.28 It rates how well they are abiding by standards the government has established. Among other things, the social credit system ranks citizens based on financial responsibility, if they’ve violated traffic laws, littering, producing excessive noise, eating on transit trains, and making reservations at hotels and not showing up. When a person hits a certain score, he or she can be banned from using trains, flights, hotels, and certain business activities. As of June 2019, 26.82 million air tickets and 5.96 million high-speed rail tickets had been denied to citizens who were deemed “untrustworthy.” Another 4.37 million “untrustworthy” people had fulfilled their duties as required by the law.29

        For companies building products and systems designed to operate within the framework of the IoT, there’s a critical need to understand when personal data are required and when it’s necessary to strip out personal identifiers. While the task seems straightforward enough, it is complicated by a growing body of digital data that makes it possible to know who someone is—even when the primary identification data are missing. For instance, a product may avoid using a static IP address, and as a result personal data may seem secure. But by plugging in information from various logs and calling records; text messages; timestamps from cell towers, tollbooths and computers; credit card transactions; and other electronic records, the individual’s identity is suddenly exposed.

        As data stream in from drones, surveillance cameras, geolocation monitors, wearable devices, connected vehicles, smart appliances, sensors, and apps in mobile phones and tablets, social media, and device logs, there’s a threat of society becoming “technology frogs sitting in a slowly warming pot where we will soon be boiled by our own data,” according to author and consultant Rebecca Herold. She added, lawmakers have typically addressed problems after they occur and only after “bad things have happened.”30

      
      
        Cracking Down on Crime and Terrorism

        Today news headlines are rife with stories of cybercrime. Data breaches, fraud, cyberattacks, and cyberespionage have emerged as growing menaces, threatening everything from individuals and corporations to the security of entire nations. The ability to connect countless sensors, devices, and systems changes and amplifies the challenge of protecting data and people.

        For example, 3D printers allow individuals to bypass legal controls and manufacture guns and other weapons. These plastic devices—even if capable of firing only a single shot—can elude metal detectors and other security devices at airports, stadiums, and other places. A handful of organizations have stated openly that they are dedicated to defying, if not outwardly ignoring, laws about 3D weapons. One man who produced an illegal assault rifle and created a “hit list” of political leaders was sentenced to prison in 2019.31 Yet illicit guns are only part of the problem. 3D printing makes it possible to produce homemade grenades and on-demand rocket launchers that can shoot down commercial aircraft. The technology also introduces quick and easy production methods for fake merchandise and even counterfeit drugs.32

        Another risk is commercially available drones. Unmanned air vehicles are now available for a few hundred dollars. It’s estimated that there are now more than 1.6 million registered unmanned aircraft systems, a.k.a. drones, filling the skies in the United States alone.33 While plenty of legitimate uses exist in areas as diverse as entertainment, agriculture, mining, environmental monitoring, industrial security, weather forecasting, package delivery, and commercial photography, there’s also the danger of drones being used for less noble purposes such as spying on celebrities or political leaders, stealing objects, and dropping highly targeted bombs or payloads, such as anthrax, synthetic viruses, and other bioweapons. A quick Google search reveals that there are numerous examples of drones interfering with commercial flights and emergency responders at fires and other disasters.

        Likewise, swarms of insect-sized microbots and nearly invisible nanobots could handle dangerous construction and demolition tasks, find survivors after a disaster, participate in high-resolution weather and climate mapping, pollinate crops, and fight military battles.34 Researchers at Carnegie Mellon University, led by Howie Choset, a professor of robotics at the university, have developed a robot snake that can slither underneath wreckage and find people who are still alive. The snake has 16 degrees of freedom, meaning that it can move in almost any direction, and has thermal sensors to detect survivors. The device was successfully used during the Mexico City earthquake of 2017.35

        Harvard University researchers have been engaged in the task of developing so-called robobees.36 A number of private firms are also developing spiders, snakes, dragonflies, and butterflies that can fly, crawl, and hop into caves, cracks, crevices, and behind enemy lines. These tiny devices could be equipped with a variety of sensors that exceed human senses such as sight, hearing, touch, taste, and smell. Swarm robotics could accomplish many difficult and dangerous tasks by communicating with each other rather than—or in some cases, in addition to—a central authority that issues a single command.

        But, like more conventional robots and drones, these emerging technologies could be used for crime, murder, spying, assassinations, and terrorism. Marc Goodman, a former police officer who heads the Future Crimes Institute, a think tank and clearinghouse that studies security and risks related to emerging technologies, says that many of today’s tools are nothing short of “awesome.” He believes that they could “bring about great change for our world. But in the hands of suicide bombers the future can look quite different. . . . We consistently underestimate what criminals and terrorists can do. . . . Every time a new technology is introduced criminals are there to exploit it.”37

      
      
        A New Legal Framework Emerges

        The Internet and digital technology have ushered in massive changes to legal systems worldwide. There’s a growing and often contentious focus on rights, responsibilities, and resources in areas as diverse as intellectual property, copyright and trademarks, defamation, crime, and cyberespionage. As a result, the legal system is struggling to keep up with today’s technology, including the IoT. At the heart of this challenge is a fundamental issue: there’s really no such thing as international law. There are bilateral treaties, conventions and agreements in place that attempt to create order from all the chaos. But these laws are only as good as the quality of information used to make legal decisions and how effectively they are enforced.

        One huge obstacle is what’s legal in one country may be illegal in another. This, of course, makes it difficult, if not impossible, to sort out issues relating to jurisdictions and enforcement. Moreover, these challenges and problems grow exponentially as data move across servers, clouds, and devices residing in different jurisdictions. Attempting to understand where data reside and who has claim over data is a next to impossible task. Some go so far as to say that modern computers and communications have pushed the law far beyond what it was ever intended to address.

        The Internet of Things heaps additional layers of complexity onto an already complex computing environment. Attempting to understand where data originate and how data are altered or changed along an electronic pathway creates huge challenges. Technologies such as blockchain may help—it offers an immutable digital ledger for tracking data, money and documents through electronic systems—but it is only part of the trust equation, and it can’t make the larger challenge go away. Certainly, questions emerge: Who exactly is responsible for a problem, breakdown, or outage, particularly if it results in damage, injuries, or deaths? What happens when a country or jurisdiction won’t cooperate with the rest of the international community? And what happens when deeply personal or private information goes public due to a series of unfortunate events—none of which is specifically the cause?

        Perhaps only one thing is certain: as a globalized and interconnected IoT world takes shape, society and legal systems will feel the stress. The ultimate challenge for many societies is balancing risks and protections with basic rights and freedoms.

      
      
        A Digital Military Takes Flight

        The IoT also serves as the foundation for an entirely different military and radically different form of warfare. In recent years, military drones have altered the face of combat and the way governments stalk terrorists. The United States, for example, has deployed unmanned air vehicles (UAV) in Afghanistan, Pakistan, Iran, Somalia, and other locales. Part of the appeal is the ability to remove the risk of injury or death for a pilot. In some cases, drones also cost considerably less than a state-of-the-art fighter jet.

        An operator, sitting at a remote location—often thousands of miles away and connected through the Internet or a private network—operates the plane and pulls the trigger on gunfire, missiles, and bombs in a scenario that resembles a video game. But stand-alone drones are only one face of a more connected military. Vehicles, transport equipment, medical devices, goggles, helmets, and other gear are getting connected. In addition, eyeglasses and goggles may incorporate augmented reality—the overlay of data and computer-generated information with actual events—to enhance everything from aircraft and tank controls to weapons systems.

        Far more advanced capabilities are on the drawing board. The US Defense Advanced Research Projects Agency, or DARPA, is exploring the use of robot armies—including insects—that would crawl, slither, slink, and fly behind enemy lines to accomplish the desired mission. This might include autonomous killing—something the United Nations and other groups have condemned. These systems change warfare, but they also alter the way we think about armed conflicts, along with the ethics and morality surrounding them. “Machines that make automated decisions in warfare have been around for some time. But when the decisions involve human life the ethical and moral concerns are magnified,” states Peter Asaro, an associate professor at the New School, an affiliate scholar at Stanford University’s Center for Internet and Society and cofounder of the International Committee for Robot Arms Control.38

        Many of these weapons, which rely on sensors and connected systems, raise incredible philosophical and moral questions. As Moshe Vardi, professor of computer science at Rice University, explains: “The question . . . isn’t whether we should use AI and automation on the battlefield, it’s how, when and where we should we use it. We really need to understand what autonomous means. If the initial order came from a human but the attack is carried out by a machine, what separation of time makes it autonomous? Five minutes, fifty minutes, five days? Right now, the concept is incredibly vague.”39

      
      
        Future Tense

        If there’s a single takeaway from all of this, it’s that the IoT giveth and taketh. It solves some problems but also introduces new issues and concerns—including a greater weaponization of data. It generates new efficiencies but also burdens us with new practical, technical, and moral challenges. There’s no question that legal and social systems will struggle to catch up, just as they did during the Industrial Revolution. Some observers believe that one way to address the challenge is by tossing out problems and challenges to the public or groups of experts—essentially turning ethics and security into an open source project. This might yield new ideas, and, ultimately, enormous benefits. It also might put the public in charge of designing next generation laws and frameworks.

        At the same time, there’s a need to peer beyond how the IoT changes moral, ethical, and legal frameworks, and how these, in turn, impact businesses, educational institutions, researchers, and ordinary citizens. It’s also critical to think about consumption, convenience, and personal boundaries at a level never before considered: How much technology do we really want in our lives? How do we want the IoT and all its systems to shape our day? How much privacy are we willing to forego in pursuit of fun, cool devices and features that give us more time . . . to play with fun, cool devices, and features?
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        A Connected Future Takes Shape

      
      
        A Smarter Framework Appears

        As the Internet of Things becomes entangled and entrenched in our lives, an always connected lifestyle has emerged. We use our voice to control light switches, connected digital thermometers to detect and track viruses, and apps that create virtual dressing rooms on our phone. Bank branches, even ATMs, are becoming quaint as digital finance and banking become the norm.

        During the COVID-19 pandemic, connected business became a necessity—and a widespread reality. Zoom and Skype calls flourished—ushering in huge changes for everyone. Call center agents and customer support staff worked from home. Dropbox and Google Drive became necessities. Meanwhile, connected factories and warehouses now operate with minimal and sometimes no human interaction. Machines talk to each other and figure out what to do based on constantly changing criteria and conditions. Humans intervene only when something goes astray.

        IoT systems are creeping into all parts of our lives. Using connected sensors, scientists are gaining insight into air pollution patterns on a block by block level. BreezoMeter, an Israeli firm, produces maps that display current air quality along with pollen levels in 93 countries with accuracy to 5 meters.1 Apple Watches show air pollution levels along with the current UV index on a person’s wrist. At the same time, Audi and BMW have introduced systems that use computer vision to analyze a driver’s eyes and face, lane monitoring, steering wheel monitoring and other sensors to determine when a person might need rest. If it detects that a driver is drowsy or inattentive, it issues an alert.2

        These capabilities continue to advance—and even accelerate. The World Health Organization reports that nearly 1.24 million road traffic deaths occur each year.3 Scores of safety devices on vehicles reduce injuries and deaths, and systems that detect drowsiness and inattentiveness can help. However, autonomous vehicles could nearly eliminate injuries and deaths. In addition, self-driving cars functioning within a vast network of synchronized traffic signals and routing systems could also usher in unprecedented cost savings and environmental benefits.

        Our lives are improving in other ways. Over the last few years, connected health care has become a reality—ushering in huge changes for doctors, nurses, and patients. Thanks to IoT devices, 24/7 medical monitoring now takes place from home and medical professionals use 3D printing to produce equipment and supplies. For instance, at Oregon Health Sciences University (OHSU), a multidisciplinary team, directed by trauma surgeon Albert Chi, has developed 3D printed prosthetic devices and myoelectric exoskeletons for patients with upper extremity dysfunction. During the novel coronavirus outbreak, the group developed a design that allows a user to print all the necessary components for a ventilator for about $10 in materials. The cost of a ventilator manufactured using conventional methods can cost upwards of US $25,000.4

        In fact, 3D printing is poised to revolutionize just about every business in every industry across the world. It helps groups collaborate, perfect designs, and share them through online communities. The approach introduces speed and agility to manufacturing, but it also cuts costs and promotes decentralized manufacturing. For instance, as COVID-19 emerged, a network of medical experts and volunteers in Spain and France, working with printer firm BCN3D, used open source scripts to print more than 4,200 face shields. The 3D fabricated protective gear was distributed among more than 70 hospitals and health centers. The ability to share designs sped production and clearly saved lives.5

        In the future, more sophisticated wearables—able to detect more conditions and problems—will introduce a more tangible way for individuals to track their health and wellness. They will also collect more holistic data about individuals, and people in general, that will be used to create new insights and algorithms. The US Centers for Disease Control estimates that type 2 diabetes could affect one in three Americans by 2050.6 Today, 1 in 4 deaths in the United States result from heart disease.7 Most of these deaths are entirely preventable through better diet and exercise. In many cases, the key to success is detecting conditions earlier and then tracking and monitoring people.

        Within industry, connected machines already allow manufacturers to generate real-time updates about order status and shipping. Systems can peer into a factory or entire supply chain, find a component or item and report on its exact location. This makes it possible to notify a customer about exactly when an order will arrive. It’s not far-fetched to think that within a few years direct-to-consumer brands that specialize in customization will go mainstream. A person may open an app on a smartphone, scan their body, select a style and design, and receive a new pair of shoes or blouse the next day—all as a result of sensors, the IoT,  and the manufacturing capabilities it will unleash.

      
      
        Proceed with Caution

        On the other hand, automation involves risks. Not only can it contribute to inattentiveness and human errors, as the Air France and AirAsia jet crashes illustrate, it creates dependencies on systems that don’t always produce positive results. In fact, there’s often a paradox associated with technology—and the Internet of Things accelerates this trend. The more connected we get the less in touch with the physical world we become. For better or for worse—and it can sometimes be both simultaneously—technology adds an abstraction layer between a natural event and a person. The Polynesians and Vikings sailed across entire oceans in small boats without GPS or maps. Now, most people can’t read a map and many have trouble following road signs without digital assistance. Likewise, native societies knew which foods to cultivate, forage, and eat. Now, most of us can survive only with a pantry stocked full of boxes and canned goods hunted and gathered from the supermarket.

        Activity trackers tell us when we have hit our daily activity and calorie goals, timers and automated cooking systems alert us when our food is done, and computers do our calculations—and increasingly our thinking—for us. The irony? We’re not necessarily better runners, drivers, sailors and chefs—and, at an aggregate level, we’re certainly not any fitter or healthier than our grandparents. In fact, all evidence points to the opposite. Unfortunately, we often depend on data points instead of senses and perceptions to define what is going on around us, among us, and inside us. Within this framework, a greater number of data points often translate into a lack of knowledge and greater confusion.

        The ultimate question is whether trillions of connected devices that can peer into every nook, cranny, and space—and see in the dimensions that extend beyond human sight—will actually create greater insight and knowledge or further disassociate humans from their planet—and possibly each other. At a certain point, when smart devices and machines are assigned tasks that humans handle, we are at risk of losing knowledge about the most basic things: how to grow food, how to travel from Point A to Point B without a nav system, and how to build shelter and keep ourselves warm. As long as we have machines at our beck and call, we’re fine. But if they go away, even for a short while, we could be in serious trouble as a species.

        Amid all the possibilities and opportunities introduced by the IoT, one fact stands out. The Internet of Things is changing our perspective of the world while introducing entirely new ways to interact with the world around us. Yet, despite the remarkable advances in technology that we have witnessed in recent years, the IoT remains an emerging technology framework. In the coming years, life and work will change dramatically as connections between people and things expand.

        
          The ultimate question is whether trillions of connected devices that can peer into every nook, cranny, and space—and see in the dimensions that extend beyond human sight—will actually create greater insight and knowledge or further disassociate humans from their planet—and possibly each other.

        

      
      
        Forward Thinking

        The Internet of Things has created an invisible computing framework that spans the globe. Today, much of the IoT infrastructure appears as islands of AI and automation. Connecting these islands—and enhancing them with other digital technologies—will further rewire and reinvent the way society functions and how people interact with machines as well as each other. In the coming years, physical and digital boundaries will continue to blur. Augmented reality will transpose real world input with virtual data in a growing number of situations. Voice assistants like Siri and Alexa will take on ever more sophisticated tasks as they grow smarter. There will also be massive tagging of physical objects to capture data that once escaped our senses.

        David Clark, a senior research scientist at MIT’s Computer Science and Artificial Intelligence Laboratory, believes that devices will increasingly have their own patterns of communication, their own “social networks,” which they use to share and aggregate information, and undertake automatic control and activation. “More and more, humans will be in a world in which decisions are being made by an active set of cooperating devices. The Internet (and computer-mediated communication in general) will become more pervasive but less explicit and visible. It will, to some extent, blend into the background of all we do.”8

        A 2019 report from the Ericsson Consumer Lab, Hot Consumer Trends 2030—The Internet of Senses, takes the concept a step further.9 It predicts a more sensor-centric future facilitated by a combination of digital technologies, including artificial intelligence, virtual reality, augmented reality, 5G, and automation. By 2030, Ericsson predicts, screen-based experiences will compete with multisensory experiences that will be almost inseparable from reality. This ultraconnected world will tap a person’s brain as an interface, create artificial flavors and synthetic touch, and produce “merged reality” in video games and other environments.

        All of this will lead to new types of apps and devices along with new categories and interaction points for technology. For example, a touch screen smartphone may simulate the feel of a jacket at an online retailer or what it’s like to pet an alpaca or an elephant. Future AirPods may translate languages in real time at the speed of conversation. And connected digital systems may allow a person to smell and taste a pizza from Naples, Italy, through a travel brochure. Along the way, digital objects are more likely to become part of physical reality and physical objects are more likely to appear in digital devices and environments. In fact, virtual spaces and mixed reality environments may appear as realistic as physical reality.

        Virtual reality may become completely immersive in this hyperconnected world. VR headsets combined with haptic feedback gloves—perhaps even full body suits—would simulate the feel of rainfall or heat in the Amazon rainforest, and the smell and taste of street food in Mumbai or Mexico City. In the business world, today’s videoconferencing tools will likely seem like a quint relic of the past, perhaps akin to the corded rotary dial telephone. Virtual worlds that interact with physical elements are already here.

        Companies like Sine Wave Entertainment and Spatial System Inc. have already created virtual spaces that allow users to wander through virtual rooms and interact with different people and objects in a real-world way—even if they are half a world apart. As a person’s avatar moves in Sine Wave’s Breakroom, the voices and sounds ebb and flow based on distance. A facilitator can request for attendees to head into an auditorium, board room or breakout rooms, where they can view presentations or training videos, and have discussions. It’s possible to share content, clap, display emotions, and initiate discreet chat or voice conversations.

        Many of today’s tasks are likely to change, too. Just as Google Maps and Apple Maps have nearly eliminated the need for bulky and difficult to fold paper maps, next generation connected devices will likely take navigation a step further. Rather than constantly staring down at a smartphone while walking, augmented reality glasses will show us which way to walk, using subtle arrows or other clues. It may even be possible to interact with the map through a brain interface within a decade or so. Say you’re walking down a street in Buenos Aires, Argentina and you suddenly decide to grab an empanada. The glasses would point you in the direction of nearby top-rated vendors.

        Advances in computing and communications will drive the performance and bandwidth required for these next generation IoT systems. More advanced microprocessors and new types of wireless technologies will take hold. While 5G is now moving into the mainstream, researchers are exploring 6G cellular and wireless technologies, including terahertz data networks. The latter technology, also known as submillimeter radiation, would transport data at speeds up to 1,000 times faster than Ethernet but also introduce remarkable capabilities, such as highly sophisticated sensing. The technology would reduce latency for autonomous vehicles, robots, and other machines but also allow them to detect the movements of everything around them in real time. It could also be used in routers, smartphones, and virtual reality environments. The result would be much smarter and more coordinated IoT devices and machines that would operate in a smart city grid and reinvent factories, along with highly immersive VR spaces that would accommodate vast numbers of people and tie together IoT objects and ecosystems.

        Nishant Shah, director of research and outreach and professor of Aesthetics and Cultures of Technology at the ArtEZ University of the Arts, The Netherlands, believes that the changes unleashed by the IoT will be profound:

        
          It is going to systemically change our understandings of being human, being social, and being political. It is not merely a tool of enforcing existing systems; it is a structural change in the systems that we are used to. And this means that we are truly going through a paradigm shift—which is celebratory for what it brings, but it also produces great precariousness because existing structures lose meaning and valence, and hence, a new world order needs to be produced in order to accommodate for these new modes of being and operation. The greatest impact of the Internet is what we are already witnessing, but it is going to accelerate.10

        

        Within this emerging IoT framework, a dizzying array of issues, questions, and challenges arise. One of the biggest concerns revolves around living in a world where almost everything is monitored, recorded, and analyzed. China’s social credit system may just be the beginning of debate about whether we desire a safer and more orderly life through constant monitoring and social controls or seek a more free and open society. Jonathan Grudin, a leading expert on human–digital interaction, points out that a hyperconnected world will expose the gap “between the way we think people behave, the way we think they ought to behave, and the laws and regulations and policies and processes and conventions we have developed to guide behavior—and the way they really behave.” Throughout history, it’s been possible to ignore many inconsequential violations. But in a highly connected world, that may no longer be possible. “The violations are visible, selective enforcement is visible, yet formulating more nuanced rules would leave us with little time to do anything else.”11

        Author and MIT professor Sherry Turkle argues that the intersection of digital technology and human interaction will play out in other ways, including how we raise children, how we deal with the aged and elderly, and how we form relationships. Connections between people on smartphones, over teleconferencing services, and in virtual spaces aren’t the same as face-to-face interaction, she argues. Even the most empathetic robots aren’t humans. “While devices give us the appearance of being close to one another, they in the end push us further apart.” The irony is that we embrace technology such as the Internet and the IoT to make our lives simpler and easier, but the result is exactly the opposite. “We turn to technology to help us find time. But we end up spending more time with technology and less with each other. And there, again, is the vicious circle.”12

        Make no mistake, finding ways to connect and interact in a human way will emerge as a challenge over the next decade and beyond. A growing body of research shows that rising levels of depression and dissatisfaction in society can at least partially be attributed to diminished human contact and connections. As we embrace more technology and a greater number and array of connected and automated systems, the challenge will be to balance our desire for new and better things with our basic emotional and practical needs. After all, in the end, no matter how many devices and machines we have and how connected we are—we remain human beings.

      
      
        2030: A Day in the Life

        Although the IoT has already begun to shape our lives, the journey into a connected world is only beginning. Here’s a brief look at how the day of a typical family might unfold in 2030:

        At 7 a.m. on a Monday morning, Mary Smith wakes up after her pajamas send a mild sensory alert to her skin. A few minutes later, she climbs out of bed and steps into the shower, which is equipped with a sensor that automatically switches on the water to the exact temperature she desires. If she decides to change the temperature during the shower, she simply says “warmer” or “cooler” and it adjusts accordingly. The shower is connected to a smart water heater that has learned the family’s bathing patterns and adjusts the temperature based on who is using it. As Mary walks from one room to another, lights turn on and off automatically. The combination of motion sensors in the room and software beacons on her smartphone and in her clothing react to her presence and anticipate her movements. Old-fashioned light switches are also available, if she needs to use them.

        After getting dressed, Mary heads downstairs, where the coffee machine has already brewed a hot latte. The sensors in the house have fed data to a cloudlet that taps AI to identify her daily pattern and start preparing the coffee at the right time. The sensor network also adjusts the temperature of the kitchen and other rooms based on whether someone is present. What’s more, the system has learned to optimize heating and cooling for the house through machine learning algorithms.

        Mary grabs a container of yogurt from the refrigerator, which automatically adds the item to her shopping list. After breakfast, she says goodbye to her husband, John, and her two children, James and Michael, as she heads off to the office. John prefers to instruct the coffee maker to brew a cappuccino using a voice command. John then tells the household robot, Alexander, to cook scrambled eggs and hash browns for himself and the boys. The robot assembles the ingredients from the smart fridge and pantry, cracks the eggs into a bowl, grates fresh potatoes, and cooks the meal to perfection. Afterwards, the family robot clears the dishes, washes them, and puts them away.

        Mary, a physician, enjoys an uneventful commute to work. She steps into her self-driving electric car and instructs it to take her to the medical center. Although it has a steering wheel for rare situations where it’s necessary to drive manually, the autonomous vehicle is equipped to take her to work along the best route that day, by detecting all the other vehicles on the road. She reads for a few minutes and then tells the system to play some calming music while she closes her eyes and thinks about her day.

        A few minutes later, she decides to stop for breakfast along the way. Mary orders a toasted bagel with cream cheese using the natural language interface built into the vehicle. The car’s built-in payment system settles the bill, and she simply picks up the food. Thanks to the smart city grid, Mary arrives to work in half the time it took back in the days she drove. It’s hard to believe that was only five years ago. Now there’s far less traffic and collisions are almost a thing of the past. What’s more, when the car requires maintenance, it can drive itself to the dealer for servicing while she works.

        At the hospital, Mary leaves her car at a curbside check-in area. The car parks itself in an adjacent structure. She steps through the entrance and her RFID-enabled badge signals to the receptionist that it’s time to begin prepping the first patient. Once in her office, Mary grabs a tablet PC that displays the patient’s chart—along with a dashboard showing scores for vitals, diet, fitness, compliance, and other areas. The data—including blood sugar level, heart rate, blood pressure, cholesterol level, and body temperature—stream in from sensors embedded in clothing and a smartwatch/health monitor worn on the patient’s wrist. Mary can tap on any topic on the screen to drill down and view far more detailed information—including live epidemiological data tracking a current flu outbreak.

        At the hospital, patients wear smart bands on their wrist to track their movements and ensure that they receive the right therapies, medicines, and meals. If a nurse begins administering the wrong medication, the system generates a visual and auditory alert. Patients use their smart glasses, smartwatches, smartphones, or hospital-issued tablet PCs to request nurses, change channels on the television, and order meals. Nurses, therapists, and technicians view medical data and information—including X-rays, ultrasounds, and pharmaceutical information—on mixed reality eyeglasses.

        It’s virtually impossible to find a piece of paper anywhere in the medical facility. Doctors transfer all files and information to pharmacies and patients electronically. What’s more, devices and medical equipment are always visible on the network, making them easy to find. The system also tracks blood supplies, 3D-bioprinted organs, prosthetics, and other essential items in real time and it can anticipate when there’s a need to place an order. For example, if a patient requires a prosthetic finger or a replacement rib, medical specialists can print them on demand.

        All the data lets administrators and medical teams better understand patient demand, usage patterns, and treatment modalities. Nowadays, the health care system provides devices—and discounts for smart wearables and clothing—that continuously monitor patients. Mary can track her patients from a central dashboard, which alerts her when any of them show signs of being sick or experiencing a medical problem. What’s more, the analytics system digests an ongoing feed of data, including data from other facilities, to determine when and how to treat patients and, based on the particulars, what approach or therapy is advisable. AI reviews procedures and offers suggestions to doctors if something seems even slightly amiss.

        At lunch, Mary uses natural voice commands on her augmented reality glasses to order food. She can review the order visually and then instruct the smart glasses to pay for the food. She heads to the cafeteria and picks up her meal. During her lunch break, she decides to buy some new workout attire. She pulls out her smartphone, heads to a favorite clothing retailer, and asks to see jogging tops and shorts. The system displays various styles and colors. She requests red Nike tops and black shorts, and the styles that match her criteria appear instantly. She uses a haptic feature on the phone to feel the fabrics. Then she uses a magic mirror feature in the phone—one that incorporates augmented reality—to see what she looks like in the outfit. It measures her body and sends the exact dimensions to the manufacturer. Once she makes a selection, she says “buy” and the system generates her order for custom clothing. She selects overnight delivery so that the order will arrive tomorrow.

        As Mary finishes her lunch, she receives a message from her nephew Dylan, who will be visiting town for a few days. Mary issues a digital key for the house through her phone. In a couple of days, when Dylan arrives from the airport using an autonomous ride sharing car, he will simply approach the door with his smartphone to gain entry to the house. The smart lock can also track his entry and exits while he is there. A few days later, when he heads home, the key will be revoked, and he won’t be able to enter unless Mary or John issue a new digital key.

        At the end of the workday, Mary finishes entering data about patients and heads home. She stops at the grocery store to buy a few items. Her eyeglasses send a token to a reader at the front door and the system authenticates her. She is then able to view her shopping list and interact with smart shelves using her glasses. As Mary pulls items from shelves, she drops them into a reusable grocery bag. When she has everything she needs, she simply leaves the grocery store. The automated system tallies the total and processes the payment. She immediately receives an email receipt.

        John’s day has taken a different, but equally connected, direction. After the kids headed off to school in autonomous ride-share vehicles, he started work. As a marketing executive for a large consumer products company, John works at home most days. A tiny chip embedded under the skin between his thumb and forefinger logs him into his PC and lets him access sites and pay for items without a password. Messages and files that he worked on from a tablet PC the previous night appear in the exact state he left them on that machine. In fact, he can move from one device to another and see the exact same screen. Everything is synced through a local cloudlet in real time.

        These days, John only occasionally heads out for appointments. Video calls are mostly a thing of the past. Usually he relies on a virtual reality headset to conduct conference calls in collaborative meeting spaces. They offer a realistic feel of actually sitting in a room with business associates. If he needs to head out, as he will today, he uses a shared autonomous vehicle. He subscribes to a service that guarantees delivery of an available car within ten minutes. He pays for the car based on time and mileage.

        John’s marketing job has also changed considerably over the last decade. He’s now essentially a pilot at the helm of a fully automated enterprise. From his PC or within a smartphone app, he is able to view a real-time feed of marketing and sales metrics. He can watch AI systems automatically adjust and adapt pricing based on live sales and product availability at any given store location. When John receives an alert or notices a sales decline, he can instruct the system to send out a promotional code or coupon—but only to those who are in stores or likely to buy based on advanced AI and predictive analytics. John can also view aggregate data through the company’s loyalty program and generate a new promotion on the fly.

        While John is working, a fleet of small robotic devices make the beds, tidy the rooms, clean the counters, vacuum the floors, and water plants inside the house. At noon, John tells Alexander to make a tuna salad sandwich, slice an apple, and brew a glass of iced tea. Ten minutes later the robot sends him a message that his lunch is ready. He eats and heads back to his home office. The robots also serve as a security system, monitoring the house for unknown and unauthorized events. Each is equipped with a camera and audio sensor to provide John and Mary eyes and ears when they are not around. They also serve as smoke detectors.

        When Mary arrives home, Alexander suggests a menu based on what she just brought home and what else is already in the pantry. They decide on Mexican food—cheese enchiladas with black beans and rice—and Alexander whips up the meal. After dinner, John and Mary watch an interactive romantic comedy on their smart TV—the movie changes based on their emotions—while the boys go to the gaming room. Using haptic gloves and VR headsets to visit a virtual zoo, they can feed a giraffe and feel its tongue, pet a lion, and touch a giant tortoise. The sensations feel completely authentic.

        Later, after the children are sleep, John checks out a new restaurant by sampling the scent and flavors using a small device that connects to his VR system. He books a reservation for Friday night using a voice assistant feature. Afterward, he views an alert that a rain gutter is clogged. The system has automatically notified a company to come out and clear it at a previously agreed-upon price. The couple read ebooks for a few minutes and, after growing weary, switch off the lights using a voice command. Sensors in the bed and in their clothing track their sleep patterns, and when morning comes, the system begins to slowly adjust the lighting to aid them in waking up.

        Obviously this scenario can’t encompass every possible aspect of the Internet of Things. John and Mary are likely to encounter numerous other connected systems during the course of a day and into the evening. They will also have to deal with annoyances and problems, such as devices that stop working correctly, privacy settings, and security threats. But one thing is entirely clear: their lives will be far different than ours today. Digital technology and the IoT will be more deeply and broadly woven into their daily existence.

      
      
        Left to Our Devices

        Although it’s impossible to predict exactly how the future will unfold—history has taught us this lesson quite eloquently—it’s clear that the IoT is a powerful force in connecting, shaping and unleashing digital technologies. The ongoing advance of technology and the overlap of a number of fields—mobility, robotics, sensors, augmented reality, virtual reality, machine learning, computer vision, natural speech interfaces, machine-to-machine communication, and more—has introduced a highly connected and interconnected world.

        In a best-case scenario, the Internet of Things will enrich and improve our lives. Connected devices and machine intelligence will further automate scores of mundane and sometimes dangerous activities. They will help us live healthier, sleep better, manage our weight and exercise, and receive medical attention when and where we need it. Wearables, including sensors embedded in clothing or positioned inside the body will detect an impending heart attack or stroke before it occurs and help doctors take action proactively rather than after the damage is done. Connected devices will also lead to safer and better vehicles, industrial machines, and perhaps even an ability to predict natural disasters and other events. Likewise, far more energy-efficient and environmentally sound practices will take shape in our homes and businesses. Sustainability will become more feasible thanks to the IoT.

        In a more utopian vision of the future, smart machines will continually learn and refine their algorithms and coding in order to engineer solutions for many of the same problems that technology creates. For example, if a hacker breaches a system, it might detect the anomaly and go out to the connected world to find the data it needs fix it. Once the device succeeds at this task, it adapts its programming to block future hacks and attacks and shares the solution with other connected machines. Within this new machine order, robots and other devices might also gain an emotional spectrum similar to human capacity. At the very least, it’s real enough to be convincing.

        Yet, there’s also a distinct possibility that the IoT will unveil a far more dystopian future. This might include technology that’s unmanageable and uncontrollable, systems that facilitate cybercrime and cyberwarfare, a world without any sense of privacy, and greater political and social discord due to the manipulation of technology and information. Authoritarian surveillance has crept into society. Today, bots operate autonomously on social media sites and help spread false news, deepfake videos, and absurd conspiracy websites. Studies show that these bots often appear remarkably real. One study showed that 30 percent of users are fooled by bots to the point that they believe the bot is human.13

        
          The IoT will make things easier in some ways but more difficult and challenging in others. Like the transition to the industrial age, it will displace growing numbers of workers and make some jobs obsolete while introducing new high-skill careers.

        

        In reality, the IoT will likely land somewhere between dystopia and utopia.14 It will introduce plenty of frivolous and useless devices that quickly vanish, but also deliver systems and solutions that improve the quality of life and keep people safe. The IoT will make things easier in some ways but more difficult and challenging in others. Like the transition to the industrial age, it will displace growing numbers of workers and make some jobs obsolete while introducing new high-skill careers. A hyperconnected world with “smart systems” will generate enormous stress for some members of society—particularly those who are older or disadvantaged—but energize and excite others.

        The era of intelligent machines and networks is upon us. The IoT—fueled by sensors and artificial intelligence—has reached a level of “smart” that in many cases equals or exceeds human capabilities and cognition. Like the introduction of any and all technology—the printing press, the cotton gin, the telephone, the automobile, the computer, and the smartphone—there will ultimately be winners and losers. Only time will eventually reveal whether a hyperconnected world really equals a better world.
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        3D printing

        These devices manufacture physical objects using additive materials and computer software. They frequently rely on computer-aided design (CAD) software to produce functional three-dimensional objects.

        5G

        Fifth-generation telecommunications technology for cellular networks. The standard, introduced in 2019, is faster and delivers more bandwidth than previous cellular technologies. 5G offers advantages for M2M communication and the broader IoT.

        6LoWPAN

        An acronym that stands for IPv6 over Low Power Wireless Personal Area Networks. It serves as an adaption layer for IPv6 over IEEE 802.15.4 links. The protocol operates only in the 2.4 GHz frequency range with 250 kbps transfer rate.

        Application programming interface (API)

        Protocols, formats, standards, tools, and other resources used by developers to build interoperability across programs running in the same environment.

        ARPAnet

        An early packet-switching network that served as the foundation for the modern Internet. The network was initially funded by the US Advanced Research Projects Agency (ARPA), the precursor to today’s Defense Advanced Research Projects Agency (DARPA).

        Algorithm

        A highly structured set of instructions or specific procedure designed to perform a specific operation or task within a finite set of steps.

        Artificial intelligence

        Software that uses algorithms and an elaborate rules-based structure to boost computational decision making that approximates or exceeds human capabilities.

        Assisted GPS (A-GPS)

        A-GPS uses cell towers to augment and assist with satellite-based positioning systems. This approach speeds and enhances performance, particularly in urban areas and locations where satellite signals are weak.

        Augmented reality (AR)

        The use of technology to enhance physical reality by displaying a text or pictorial overlay on an image displayed on a smartphone, smart glasses, or other device.

        Autonomous vehicles

        A computer-controlled car equipped with sensors, processors, and other technology that allows the robot vehicle to drive itself—with no human assistance.

        Big data

        The use of large and broad data sets along with analytics to understand events, trends, and activities in much deeper and useful ways.

        Blockchain

        A distributed digital ledger system that tracks and verifies the integrity of data as it passes through and across different devices, systems, and networks.

        Bluetooth

        An open standard for wireless digital communication over short distances—roughly 10 meters. The radio frequency technology allows devices to transfer digital audio, video, text, and signals, such as from a wireless keyboard to a tablet device and create a personal area network (PAN). The version often used for the IoT is Bluetooth Low Energy (BLE), which significantly reduces power consumption.

        Cloud computing

        The use of remote servers, storage devices, and other computational tools to provide services, including software-as-a-service and infrastructure-as-a-service.

        Computer vision

        A technology that uses sensors, artificial intelligence, and computer processing to capture and understand the physical world in much the same way humans see it. Computer vision is used in camera systems and for autonomous machines, including vehicles and robots.

        Connected devices

        Various industrial machines and personal devices that connect to one another through a network, such as the Internet.

        Contextual awareness

        The ability of a machine or device to recognize environmental factors, user behavior, and other data to determine how to operate in a given situation or moment. For example, a smartphone might adjust the microphone or lighting to fit the noise or illumination in a particular situation.

        Crowdsourcing

        A system that allows input from large groups of people. It can be used for numerous purposes, including charting trends, mining ideas, developing products, voting, microtasking, and collecting funding.

        Deep learning

        This AI methodology uses deep artificial neural nets that approximate the way the human brain functions to solve complex computing problems.

        DevOps

        A set of practices that combines software development (Dev) and IT operations (Ops) in order to shorten development life cycles and provide continuous and agile delivery with high software quality.

        Digital assistant

        A service, such as Amazon’s Alexa or Apple’s Siri, that serves as a speech interface for computer and IoT functionality. The system uses artificial intelligence to accommodate natural language processing.

        Digital twin

        A computer-generated replica of a physical world system often generated from IoT data. The digital representation is used to understand how a device or machine operates across its lifecycle.

        Edge AI

        An approach that pushes processing and other computing functions to devices outside the traditional datacenter or cloud platform. Edge AI allows IoT devices to operate smarter and faster.

        Edge network

        A network located on the periphery of a centralized network. The edge network connects to IoT devices residing outside the central, or core, network.

        Encryption

        The scrambling of sensitive data or information so that it is unreadable to anyone other than the sender and the intended recipient. Encryption software uses a series of mathematical formulas to lock and unlock text and other data.

        Ethernet

        A group of computer networking protocols that allows data to travel over cables, usually over a local area network (LAN). The technology is based on the 802.3 standard.

        Fog network

        An architecture that uses one or more end-user clients or near-user edge devices to manage storage (rather than storing data primarily in a cloud data center).

        Fourth Industrial Revolution (IR4)

        A concept created by Klaus Schwab, the executive chairman of the World Economic Forum, in 2015. It refers to four key periods of technology development, culminating in the current convergence of digital systems, biological frameworks, and the IoT.

        Geolocation

        The use of specific coordinates to identify the specific location of an object. Geolocation uses satellites, cellular technology, Wi-Fi, and other systems to provide specific or general information.

        Global positioning system (GPS)

        A system that uses satellites in space to pinpoint the location of objects on the earth’s surface, including vehicles, smartphones, and other computing devices.

        Home automation

        A framework that supports connected systems such as appliances, entertainment systems, lighting, and climate controls and security. Typically, a system has a control center, hub, or gateway and uses an interface such as Apple HomeKit or Amazon Echo/Alexa.

        Human-to-machine communication (H2M)

        The interaction between humans and computing devices, typically using keyboards, a mouse, a touch screen, and speech controls.

        Industrial Internet of Things (IIoT)

        A term that refers to the use of connected machines, software, data, and analytics and wireless technology to introduce communication among machines and humans in an industrial or business setting.

        Insteon

        A home automation technology that uses an integrated dual-mesh network to combine wireless radio frequency (RF) and a building’s existing electrical wiring.

        Internet

        An infrastructure used to connect computers and other devices to each other over a common network. Today the Internet is a global network that uses the TCP/IP protocols suite and the domain name system (DNS) to provide each device with a unique address.

        Internet of Everything (IoE)

        A term coined by Cisco Systems to describe the sum of all connected systems, including the Internet of Things.

        Internet Protocol (IP)

        A communication protocol used as a networking standard for the Internet. It allows computers to handle packet switching, routing, addressing, and other functions.

        IPv6

        The latest version of the Internet Protocol (IP), which serves as an identification and location system for digital systems and devices so that they can communicate across the Internet.

        Light detection and ranging (LiDAR)

        LiDAR systems bounce millions of bursts of light off surrounding objects to sense the relationship with the surrounding space. The technology is widely used in robots and autonomous vehicles.

        Local area network (LAN)

        A group of connected devices in a location, including computers and peripherals such as scanners and printers, that communicates in real time over cable or wireless systems using a common protocol.

        Low-power wide-area network (LPWAN)

        A technology that establishes a framework for low power long range wireless communication among sensors and devices.

        Machine learning (ML)

        Machine learning uses computer algorithms built on mathematical models that continue to improve results over time through the use of “sample” or “training” data. ML is a subset of artificial intelligence.

        Machine-to-machine communication (M2M)

        A system that allows computing devices and other machines to exchange information and perform actions using software—without the involvement of humans.

        Multimedia Messaging Service (MMS)

        A messaging standard that allows senders to exchange messages greater than 160 characters. The format accommodates text as well as photos, video, and other images.

        Nanotechnology

        Systems that manipulate and manage processes on atomic, molecular, and supermolecular scales.

        Natural language processing (NLP)

        NLP allows computers to recognize human language and act upon it. The field incorporate linguistics, computer science and artificial intelligence. Smart assistants such as Alexa and Siri use NLP as their interface.

        NB2

        A wireless cellular low-power wide-area connectivity protocol for IoT machine communications across various technologies and platforms

        Near-field communication (NFC)

        A wireless communications technology that allows objects and computing devices with NFC chips to exchange data with little or no human intervention over a maximum distance of 4 centimeters (1 ½ inches).

        Open Systems Interconnection (OSI)

        A framework for conceptual and logical layout of devices and systems so that they can interconnect with one another. The model incorporates seven functional layers.

        Personal area network (PAN)

        A network designed to connect and interconnect multiple electronic devices within a person’s space. A PAN can incorporate several technologies.

        Personal digital assistant (PDA)

        A handheld computing device that allows a user to enter text, drawings, and other data, including through a camera or barcode reader. In the past this included devices such as the PalmPilot, which have been rendered largely obsolete due to the widespread adoption of smartphones.

        Personal area network (PAN)

        An interconnection of various devices used by a single person within a restricted area, typically about 10 meters.

        Predictive Analytics

        Software, including systems that use machine learning, to analyze data and make predictions about further behavior and actions.

        Quick Response (QR) codes

        A 2D barcode that smartphones and other devices can read to direct a user to an app or website for more information about a product or service.

        Radio frequency identification (RFID)

        A wireless technology that uses either passive (nonpowered) or active (powered) tags (integrated circuits) and readers with antennas to identify objects and transmit data about their condition or position to computers. RFID tags carry data that range from simple information to complex instructions.

        Real-time location systems (RTLS)

        A system that uses radio frequency (RF) tags to automate tracking on a continuous basis. By contrast, RFID tags are read only as they pass by a fixed point with a reader.

        Sensor

        A device that detects changes and variations in the surrounding environment, also referred to as a transducer. Sensors are added or able to communicate with smartphones and other computers.

        Smartphone

        A mobile phone that incorporates sophisticated sensors and a variety of digital computing capabilities, including a camera, GPS, and electronic data exchange.

        Short Message Service (SMS)

        A messaging protocol that allows mobile phones to send text-based messages up to 160 characters to each other. The standard was finalized in 1985 and introduced in 1992.

        Tablet computer

        A multimedia computing device, such as Apple’s iPad, that features an LCD touch screen and Internet connectivity through wireless, cellular, or both.

        Telemetry

        The ability of machines to communicate with one another (M2M) and exchange data with computers and other systems through advanced telecommunications features.

        Terahertz networking

        The communications technology, also referred to as submillimeter radiation, transfers data in the 0.3 to 3 terahertz (THz) spectrum range. This is about 1,000 times the speed of today’s wireless frameworks and adds sophisticated sensing capabilities. It is currently used for satellites and backhaul television broadcasts, but it will eventually become part of the Internet and IoT.

        Unique Identification Number (UIN)

        A unique number assigned to a device in order to identify it over the Internet of Things. This is also referred to as universally unique identifier (UUID), a 128-bit number used to identify computing devices.

        Unmanned air vehicles (UAV)

        An aerial vehicle that operates without an onboard crew; usually a human operates the plane remotely. These machines, typically referred to as drones, are now used for combat as well as business applications and among hobbyists.

        Universal Plug and Play (UPnP)

        A set of networking protocols managed by the Open Connectivity Foundation that permit networked devices to discover each other’s presence on the network and establish functional network services for data sharing, communications, and entertainment.

        Wearable computing

        The use of wearable computing devices, including glasses or goggles, clothing, wrist bands and watches, shoes, and other items. These objects use built-in sensors and communications systems to exchange data with smartphones and other computers.

        Wi-Fi

        A group of wireless networking technologies based on the IEEE 802.11 set of standards. Wi-Fi is widely used by businesses and consumers. It interconnects with Ethernet.

        Wireless personal area network (WPAN)

        A computer network that interconnects electronic devices such as smartphones, tablets, wearables, and other devices within a limited area, such as a workspace.

        Wireless Protection Access 2 (WPA2)

        A network security technology commonly used on Wi-Fi wireless networks to encrypt data. It was designed as a replacement for the older and less secure Wireless Equivalent Privacy (WEP) protocol.

        ZigBee

        A widely used 2.4-gigahertz wireless chip technology that supports device-to-device mesh communication for up to 30 meters.

        Z-Wave

        A 908-megahertz wireless chip technology in the United States (868.42 megahertz in the European Union) that’s widely used for home automation. It supports device-to-device mesh communication for up to 100 meters.
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