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Introduction

his book collects slides and notes from the lectures given during the 2017 Seasonal School

Enabling Technologies for the Internet-of-Things.

Supported by IEEE CAS Society and by INTEL funding, the Seasonal School was held at
University of Pisa, Italy, from 17th to 28th July 2017 [1], see Fig. 1. The school, organized by
Sergio Saponara, Full Professor of Electronics at University of Pisa, and Giuliano Manara, Full
Professor of Electromagnetism at University of Pisa, involved in two weeks lecturers from aca-
demia (e.q. Universities of Pisa in Italy, University of Kiel in Germany, Rovira i Virgili University
of Tarragona in Spain, University of Grenoble-Alpes in France) and industry (e.qg. Intel). More-
over, the school hosted two special events, chaired by Prof. S. Saponara, the “2nd Workshop
loT Industry Day” [2] and the “1st Workshop INTEL Functional Safety Day” [3], with the par-
ticipation of about 70 people per event. As social event, a dinner was held in a typical Italian
restaurant with all students (coming from 17 different countries from Europe, Asia, Africa and
South America).

Lecturers discussed new trends in Internet-of-Things (loT) technologies, considering techno-
logical and training aspects, with special focus on electronic and electromagnetic circuits and
systems. loT involves research and design activities both in analog and in digital circuit/signal
domains, with issues to be solved for sensors interfacing and conditioning, energy harvesting,
low-power signal processing, wireless connectivity, and networking. The Summer School is
recognized as an official exam from University of Pisa. A written exam was held by students
at the end of the Summer School.

As special lecturers, we had also the honor to host Prof. Franco Maloberti, IEEE CASS Presi-
dent, see Fig. 1, and Dr. Federico Faggin, the “father” of the microprocessor, and Dr. Riccardo
Mariani, INTEL Senior Research Fellow, see Fig. 2. Functional Safety will be one of the key
issue in emerging loT applications in safety critical domain like industry 4.0, autonomous and
connected vehicles and e-health. The world is becoming more and more interconnected. We
currently estimate that two hundred billion of smart objects will be part of the 10T by 2020.
This new scenario will pave the way to innovative business models and will bring new ex-
periences in everyday life. The challenge is offering products, services and comprehensive
solutions for the loT, from technology to intelligent and connected objects and devices to
connectivity and data centers, enhancing smart home, smart factory, Autonomous Driving Cars
and much more, while at the same time ensuring the highest safety standards. In safety-crit-
ical contexts, where a fault could jeopardize the human life, safety becomes a key aspect.
That's why, Functional Security is among the most important challenges for the future of loT.
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The main material presented during the school is now available through IEEE CASS & River
Publishers with this slide and notes book. After this Introduction, the teaching material is organ-
ized in the following chapters:

Chapter 1, by Prof. S. Tedjini, University Grenoble-Alpes, Valence, France, “Wireless Power
Transfer for RFID Systems”

Chapter 2, by Prof. L. Klinkenbusch, University of Kiel, Germany, “Computational Electromag-
netics and Electromagnetic Compatibility for the Internet of Things”

Chapter 3, by Prof. S. Saponara, University of Pisa, Italy, “Integrated Circuits and Systems for
mm-wave /RF Wireless Transceivers in 10T Applications (Communications)”

Chapter 4, by Prof. S. Saponara, University of Pisa, Italy, “ICs and VLSI Architectures for mm-
wave/RF Wireless Transceivers in loT Applications (Remote Sensing)”

Chapter 5, by Prof. D. Girbau Sala and Prof. A. R. Ldzaro Guillén, Rovira I Virgili University of
Tarragona, Spain, and by Dr. S. Genovesi and Dr. F. Costa, University of Pisa, Italy, “Chipless RFID
for Identification and Sensing”

Chapter 6, by Prof. G. Manara, Dr. A. Michel, Dr. A. Buffi, and Prof. P. Nepa, University of Pisa,
Iltaly, “Near-Field Focused Antennas for Short-Range Identification and Communication Systems”

Chapter 7, by Prof. M. Macucci, University of Pisa, Italy “Ultra-low-power Devices, and Appli-
cation of New Materials to mm-wave Antennas and Circuits”

Chapter 8, by Dr. R. Mariani, INTEL, “A Functionally Safe SW Defined Autonomous and Con-
nected loT”

Prof. Sergio Saponara
IEEE CASS Senior Member

Fig. 2: IEEE CASS Seasonal School. Lecturers G lannaccone, L. Fanucci, M. Schaecher,

B. Neri, F. Faggin, S. Saponara, R. Mariani, and the Director of DII-University of Pisa

G. Anastasi

Fig. 1: IEEE CASS Seasonal School group

with Prof. F. Maloberti

Web References
[1] https:/ /www.dii.unipi.it/didattica/summer-school-on-enabling-technologies-for-iot
[2] https://www.dii.unipi.it/didattica /summer-school-on-enabling-technologies-for-iot /item /1278.htm|
[3] https://www.dii.unipi.it/didattica/summer-school-on-enabling-technologies-for-iot /item /1279.htm



9 INTRODUCTION

Summer Schools at University of Pisa

he Summer/Winter school programme has been activated at the University of Pisa in 2012,/2013 to cap-

ture, on one hand, the desire of some researchers and professors to offer short courses taught in English
on specific subjects to an international audience, and on the other hand, to promote the internationalization
of the University of Pisa (https://www.unipi.it/summerschool).

The program has been a success above the most optimistic forecasts. From the 6 initial Summer Schools,
we have moved on to the current 25, with an increase in the number of participants from 70 to more than
600 in the last edition. Moreover, while in the first edition the international participants were around 50%,
in the last edition they reached 60%, thus witnessing the international dimension of the programme.

In the framework of the Summer School Programmes, the University of Pisa collaborates with several
international Institutions both in Europe and other countries (e.qg. Universiteit Leiden, Universitetet Agder,
Université Lille 2, Bergische Universitat Wuppertal, Univerzita Karlova, Universitat Mannheim, Universitet i
Oslo, Universidad Complutense Madrid, University of Economics of Prague, University College London, Uni-
versidada Politecnica de Catalufia, The University of Edinburgh, Chang Gung University, Aristotle University
of Thessaloniki, Instituto Superior de Agronomia Lisboa) , and it has also been chosen as Study Abroad by
prestigious English universities, such as Sheffield, and by the Istituto Tecnolégico de Monterrey (Mexico),
which both offer scholarships to their students to attend the Summer schools of the University of Pisa. Fur-
thermore, this year has been made an agreement with the King’s College for a Summer School Students
Exchange in the two universities.

This enormous success of the summer school programme has been only possible thanks to the great
enthusiasm and commitment of the researchers and professors of the University of Pisa, who have been
able to propose a teaching offer of great appeal, especially to an international audience and to the constant
and effective support provided by all the staff of the International Cooperation Unit. The summer school
“Enabling Technologies for industrial Internet of Things”, coordinated by Prof. Sergio Saponara, with more
than 30 participants per year from 20 different nations in the last three years is certainly one of the bright-
est representatives of this success.

Prof. Francesco Marcelloni
Vice-Rector for International Cooperation and Relations,
University of Pisa, Italy
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Education, Research and Technology Transfer Activities on loT
at the Department of Information Engineering (DII), University of Pisa

he Summer School on Enabling Technologies for the Internet of Things is one of the key educational

activities run by the Department of Information Engineering (DII) of the University of Pisa.

DIl is an International Center of Excellence for research and higher education in the field of Information
and Communication Technology (ICT), Robotics and Bioengineering, and among the top leading Universities
in Italy for research about Enabling Technologies for Industry 4.0 (http://www.dii.unipi.it/en).

The Department has been promoting technological transfer since its foundation, by means of spin-off
projects, cooperation with private and public institutions, actions meant to provide innovative solutions to
key issues in different ICT sectors, and to bridge the gap between academic and industrial research. Current-
ly, DIl is involved in about 20 research projects funded by the European Commission (49 in the last three
years), 2 projects funded through ERC Grants, and 22 research projects funded by the regional government
of Tuscany.

At the beginning of 2018, DIl was selected as “Department of Excellence” by the Italian Ministry of Edu-
cation and Research (MIUR) with the “CrossLab” project, which aims at structuring six interdisciplinary and
integrated laboratories (CrossLabs) for Industry 4.0. CrossLabs will try to put together Research and Industry,
since they will be open to enterprises willing to find innovative solutions for their productive chains. In
particular, Small and Medium Enterprises (SMEs) will be able to use advanced technological devices and re-
ceive support and assistance by the academic researchers. CrossLabs will cover all the key areas of Industry
4.0, namely Additive Manufacturing, Advanced Manufacturing, Cloud Computing, Big Data, Cybersecurity,
Augmented Reality, and Industrial Internet of Things (http://crosslab.dii.unipi.it/).

The CrossLab focused on Industrial Internet of Things (1loT) is the biggest one, in terms of involved re-
searchers and available facilities. It aims at developing solutions to connect sensors, actuators and machines
in an industrial context, in order to improve efficiency, to create opportunities for new customized products
and services, and to increase workplace safety. The main applications domains, in addition to Industry 4.0,
are autonomous vehicles, digital applications for sanitation, smart grids, smart agrifood, and logistics.

CrossLabs are an incredible opportunity for the Italian SMEs to access the technology and know-how
needed to move toward the new industrial revolution.

Prof. Giuseppe Anastasi
Head of the Department
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Backscatter technique is becoming a topic of great interest, in particular for the
implementation of the rapidly emergent internet of things. Indeed, due to the
huge number of objects to be connected (some tens of billions), we need battery-less
or passive devices for performing the identification of the object to be connected and
information on its immediate environment such as temperature, humidity, pressure,
and speed. For battery-less devices, RadioFrequency IDentification (RFID) tags seem
to be a major player currently used for identification purposes, but some advanced
researches demonstrated its ability to perform additional duties, in particular sensing.
To perform these actions, an ASIC is used, which requires a tiny power to operate. Such
a power is delivered thanks to Wireless Power Transmission (WPT)...

The lecture is dedicated to WPT and its application for RFID systems. The course is
organized in several sections as follows

Introduction: This section introduces the context and some historical facts for
the development of wireless systems and their first exploitation for communication
and power transmission. Also, some examples of early devices exploiting wireless
techniques such as RFID tags are highlighted.

WPT RFID System Components: This section describes the basic architecture of all
WPT systems together with the main components. It also introduces the two classes of
WPT systems i.e. Near-Field and Far-Field. These two classes differ with respect to the
transmission distance.

Near-Field WPT: This section focuses on Near-Field systems, which are exploiting
the magnetic coupling between two coils correctly located close to each other. The
principle of operation and main characteristics of such systems are discussed, as well
as their application to RFID at HF frequency.

Far-Field WPT: This section discusses the Far-Field configuration, which is based
on the use of a couple of antennas one as transmitter and the other as receiver. The
transmission characteristics are governed by Friis equation. The impact of the antenna
characteristics, in particular their radiation patterns, on the transmission performance
are discussed. Then, a comparison between Near-Field and Far-Field is reported.

Rectifier: This section focuses on the rectifier device that is necessary to convert the
transmitted RF signal into DC in order to empower the circuitry of the tag. The main
rectifier architectures like Cockcroft-Walton voltage multipliers are discussed. Also, the
matching between antenna and rectifier is highlighted and some matching methods
are reported and compared.

Concluding remarks: In this section, several examples of tags and up-to-date
performance are presented. In particular, UHF RFID tags having a read-range of tens of
meters are on the market. Finally, we report some advanced examples and hot topics
in terms of research and development in the field of RFID and WPT.
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INTRODUCTION. CONTEXT & HISTORICAL FACTS

KN S

ol isn't  “science
fiction” or something
that will happen in the
future - it's real, and it's
here now. Cisco believes

50

40

that  the inflection 30
point - the point at
which ~ the  number 20

BILLIONS OF DEVICES

Inflection

of connected devices i,

began  outnumbering "

lot Is Here Now - And Growing!

5sitiion

“Smart Objects”

Rapid Adoption
Rate of Digital
Infrastructure:
5X Faster Than

Electricity and

25 Telephony

the number of men,
women, and children on
the planet - happened
about five vyears aqo; B0

World
Population

TIMELINE

2015 2020

others in the industry

believe that it happened about a year and a half
ago. Similarly, Cisco believes that the number of
connected objects will grow to about 50 billion over
the next several years, while other estimates put that
number at 25, 30, or even as high as 200 billion!

Who's right doesn’t really matter ... the pointis that
we all universally agree on two things: 1) the point
of inflection is in the past; and 2) gap is expected to
widen exponentially over the next several years. So,
loT is here today, and will continue to grow!
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El s

he precursors of WPT

- Maxwell for theory
and Hertz for some ex-
perimental demonstra-
tion. However, many
other scientists have
contributed to the birth
of Wireless Technology

KN s

irst transatlantic

Wireless transmission
by Marconi. Russian
POPOV have also made
some demonstrations.
In a March 24, 1896
demonstration, he used
radio waves to transmit
a message between
different campus build-
ings in St Petersburg.
His work was based
on the work of other
physicists such as Oliver
Lodge and contempora-
neous with the work of
radio pioneer Guglielmo
Marconi.

WIRELESS POWER TRANSFER FOR RFID SYSTEMS

Back to the 19th Century

All electromagnetic
behaviors can ultimately be
explained by Maxwell's four
basic equations:

V:-D=p V><E=-a—B
dt
V:-B=0 V><H=j+%)

Maxwell
1864

First Transatlantic
Wireless Transmission
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g

'I'esla’s Wardenclyffe
plant on Long Island
in 1904. From this fa-
cility, Tesla hoped to
demonstrate  wireless
transmission of electri-
cal energy across the
Atlantic.

2

his is the spirit of

RFID. Simple tech-
nology applied to basic
concept leads to magic
device. The beauty of
the “thing” is it really
works !

Tesla Application 1900 Power Transfer

The Famous Tesla Tower erected in Shoreham,
Long Island, New York, was 187 feet high, the
spherical top was 68 feet in diameter. The
Tower, which was to be used by Nikola Tesla is
his "World Wireless" was never finished.

Tesla demonstrating wireless lighting by electrostatic
induction during an 1891 lecture at Columbia College via
two long Geissler tubes (similar neon tubes) in his hands.

The Spirit of RFID : The Thing Designed
by Léon Theremin

INSIDE DiA
OF CAVITY: .775"

Tiny capacitive membrane ( >>>>)

microphone) connected to a i .
small A/4 antenna “m:G PLATE
Passive cavity resonator, - / THREADS

became active @ 330 MHz.

x HIGH-FREQUENCY
INSULATOR RADIO BEAM

9* MODULATED
ANTENNA ECHO
ROD

e
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g

ome historical facts

demonstrating  the
powerf of the future
RFID.

S
ow to enable 10T ?
Only wireless and

passive  devices  with
certain features can be
realistically  envisaged.
RFID is surely a serious
option if “Augmented
tags” are developed.

WIRELESS POWER TRANSFER FOR RFID SYSTEMS

The Thing : 1945 The Great Seal Bug

The device was embedded in a carved wooden plaque of the US Great Seal . On August 4, 1945, Soviet school
children presented it to U.S. Ambassador A. Harriman, as a « gesture of friendship ». It hung in the
ambassador’ s Moscow residential office until it was exposed in 1952 during the tenure of Ambassador G. F.
Kennan. The existence of the bug was accidentally discovered by a British radio operator who overheard
American conversations on an open radio channel as the Russians were beaming radio waves at the
ambassador's office. The CIA found it after an exhaustive search of the American Embassy, and P. Wright, a
British scientist and former MI5 counterintelligence officer, eventually discovered how it worked.

—
‘externa energy ff

energy [ Ptlwef ] [ ging ] ) e, ‘(’

1P gateway
digital ?
(senon) g 8| (procesor || mdio e L
§§ R ] ‘!' e
ldisplay . memory I [ 4 ‘ o ‘
tag integrated circuit
intelligent tag on paper or flexible substrate ® tag <. .-» asymmetric links (layer 1)

peer-to-peer mulzti-hup links

[ reader/master node (layer2)

osve Jllcrer

Downloaded from hiip-//rsta.royalsocietypublishing.org/ on May 2, 2016
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Radio
ZigBee

1 System Power
Battery
Management

—\—’ 25-1000 yW/em?

Vibration

50-250 yW/em?

Precision

. ‘ | Analog
0.01-0.1 yWiem? Element

Li-lon Battery e et
T e S S EASas i Thin-film battery —
Energy Source Sl_lp?:rCap Low-PowerApplication
Stored Energy

Without energy, nothing is possible. Some ambient energy sources and potential available power.

Energy Wireless
Source System . DC Converter .

Electromagnetic Near Field
EOUICE Far Field

Schottky Device to

Diodes empower

Two major configurations of wireless systems
Near field coupling (LF, HF)
Far field (RF)

lock diagram of any power harvesting system. Make a distinction between Near-Field and Far-Field
configurations.
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WIRELESS POWER TRANSFER FOR RFID SYSTEMS

NEAR-FIELD WIRELESS POWER TRANSMISSION

he example of HF

RFID that uses the
same signal to harvest
power from the reader,
but also ensures the
communication  thanks
to  load  modulation
technique (also known
as Backscatter). This is
an example of Near-
Field system exploiting

magnetic coupling
between inductive
loops.

12

here is an optimal

geometry for
maximum coupling
between two loops.

+-»0 System clock

—bo Data input

e g
i Rectifier D Vec
ASK
|— Load © Data input

Block diagram of an RFID chip

RF Signal from the
Anlannu Vdd

Rectifier clrcwt

n (@W HF RFID System

Block diagram of the HF
interface of an inductively
coupled transponder with

a load modulator

Address and
W securiy logic
interface
Ve [ | EEPRON
o [ | P

MAGNETIC WIRELESS SYSTEM

Magnetic Loop Characteristics

Magnetic field strength H (A/m)

fleld strength H (Akm)
g

IR b

—— R=55cm
R=75cm

Vi A

——-—R=1cm

1107 -
4 ‘mr;ur’ a.«‘n u|| 1 10
X3 el
J—— 2
/\ T s tasds) SR ILI VIR
3 / 2 /(Rz X2
2-1-N-R .I-N-R?
2t H® = S H® = e il
[ A JR 437 (R 432 R+ 22
7=
iy
i/ Strength H of coil given a constant —x . - —_ —% .
,/:i/' distancex and variable R, 1=1A, N=1 Ri=x ‘/E‘ R2 X ﬁ

0 0.2 0.4 0.6 08 1
Radius A (m)
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13 g Coupling Two Coils

A*H Bk
T — i M, R
H o T a —FP—
/ C Uy . . E—
b Ly L [ Uy A
{';"1 °
L Myt NR-N-Rx IfA, <A,
2,/ (R? + 52
dw di di 4 M
u2=+72=M£—lqd—:—lsz M =M = My k= T
b= Ry — 00 :up = joM -
Uy = ————
1+w Ry - 0:u2—> 0
L

'I'o increase the magnetic coupling, use resonance technique, by adding a series capacitor to the loop.

14 g Improving the Coupling by Resonance

e e o e R e :
o LA Y |
. a :
|
L1 :
I
U 2
Parallel C (tuning C')
Parasitic capacitor
N jo k- VL L iy e e T
uz_l TR N aen (“’—’“2+mRc)2+(1_m21,c+&)2
+ (joLlz + Ry) - R—L+1m2 R 20 26+ o
_I uge improvement can be obtained by tuning the circuits Q factors.



21 WIRELESS POWER TRANSFER FOR RFID SYSTEMS

Typical Voltage at Transponder Coil

i
i)
A
10 VAN
_ 52 n -\'\
— P <
5! = ~
= 1 A‘/ SN
Z‘-" -
/I
0.1
1x108 1x107 1x108
f(Hz)
— U, Resonant
----- U, Coil
Voltage at a transponder coil in the range 1-100 MHz, for constant current i1.
A transponder coil with a parallel capacitor shows a voltage step-up
when excited at its resonant frequency (13.56 MHz)

Voltage at a transponder coil in the range 1-100 MHz, for constant current i1.
Comparison between resonant and non-resonant coupling.

25
LN
N
20 d N i
/ \
_ 151 H
g
8
o
10 \ i
5| \\\ H
\\\
0 .
12107 1%10° 1%10°¢
L(H)

Q factor as a function of transponder inductance L2, Resonant
frequency is constant 13.56 MHz, R2 = 1
sz
R f
O L2 aJLz

'I'ypical Q factor : some tens.
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17 g Protecting the Processing Circuit

Rectifier
Vi Chip

ZD 42

A simple shunt regulator based upon a zener diode

_I ow to protect against overvoltage ?

APPLICATION TO HF RFID AT 13.56MHZ

n g HF RFID Reader

quivalent _ circuit of Schematic diagram of reader Equivalent circuit of reader
reader. The effect
. . . C N
of coupling with tag is i sl ' C'I"l PR
modeled by a series 0 I i
impedance Z'T. A A, um=h xRy
4
) i °
zy Uzy =lp X joM
e | o
Ly U=y foly
e - 1 5 v v v
VL G \ rearen
T b al T PR ey = Zi(fes) = R
= ) — ) - = =
1 1+ jwLy o joli+ 0 L S— 1 1
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g Voltage at Reader Coil /Cap

Vottage uly, uCy/V

0
1x107 1.1%107 12x107 1.3x 107 1.4x 107 1.5x 107 1.6x 107 1.7 x 107
Frequency f (Hz)

Voltage at the coil and capacitor in a series resonant circuit in the
range 10-17 MHz (fRES = 13.56 MHz, u0 = 10 V) Voltage at the coil and

series capacitor reaches some 100s V at resonance. Components
should be sufficiently resistant

O vervoltages can reach hundreds of volts; therefore, capacitors must be compliant with huge voltage.

20 g Signal Analysis at Reader Coil (1)

1 Sy—— . S :
ug=——- i1+ joL;- i) + Ry - i) — joM -1,
JooCh
Cy i i1l Ugy =iy x 1(jwCy) - o .
I | ug =Ry -1} — jeoM - 13
Ry Ugy =1y x Ry
u 4
z Uzr=lp % joM The change in i1 in the conductor
“low loop of the reader due to the
L T influence of the magnetically coupled
transponder is represented by the
As Y v v
\ ] impedance ZT
Real coil

S ignal analysis model at reader coil.
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21 g Signal Analysis at Reader Coil (I1)

oM i
u0=R|‘i|—ij-#:Rl.il_ij."‘a?—“
Ry + jowLay + Z3 Ry + joly+ 7
. A ) k2. Ly - Ly Zh = w?k%.Ly- Ly
=Rt g ARt jelat Zs | Rad ka4 e
G “ 2 1+j“-’RLC2
Calculation of the "perturbation” impedance seen at the coil reader.
22 g Effect of Z_Variation
T o i = If (f = fRES) then Z; act as a resistor
Zh=
: Ry
Rt jola+ =006 If k =0, no coupling

If 0<k<1: Z; increases as k?and remains real
If k=1 : identical coils. Z; maximum

s

)

)
Lo )

M odulating the perturbation impedance allows the tag to generate specific responses to the reader. It
consists in controlling the load impedance (assured by RFID chip circuitry).
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IminQ Rein Q
Rein Q ; y
+ + 0
0 FO————20—0)
5 Z5(R)
2R Rimod) Z7(Co+ Crmod)
330
= TIminQ
300 300
270

270
Effect of resistance change on the Effect of capacity change on the
transformed transponder impedance : transformed transponder impedance :
Lower value of Z’; Magnitude and phase modulation
, k% Ly - Ly
Zy= e
14 joRLC;

Ry + joLy +

oad modulation option : Resistance variation of Capacitive variation.

Subcarrier Modulation

f1=13.560 MHz

0dB T

T Carrier signal of the reader,
measured at the antenna coil

Modulation product b

y
load modulation with subcarrier
/
13.348 MHz

13.772 MHz
-80dB -

[, a | &

fs =212 kHz

Signal

S ubcarrier technique to avoid huge SNR level.
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25 g Load Modulation for HF Tags

= N ; : Chip

Transponder

Binary code signal

=l

13.56MHz system, reader antenna voltage 100V
With load modulation 10mV are expected (=80 dB SNR).

Reader

Architecture for subcarrier option.

26 g Generation of Subcarrier (I)

R1_1K
| e |
=
4+BAT41
2
B A | 2
7] ¢t M

L1: 5 Wdg. Cul
0.7 mm, D =80 mm

F= 13.56 MHz, after division by
25(= 64) a subcarrier clocking signal of 212 kHz
is available at output Q7

Asimple frequency divider can be used to generate different subcarriers from the communication frequency
generated by the reader.
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Generation of Subcarrier (lI)

ASK/FSK
f,= 13.56 MHz

Baudrate 6.62/26.48 Kbit/s
Manchester TX data
generator buffer
Splitter N Frequency Use
1728 485kHz ¢2 of the FSK subcarrier
1/32 423 kHz ¢1 of the FSK subcarrier, plus
ASK subcarrier
1/512 26.48 kHz Bit clock signal for high baud rate
172048 6.62 kHz Bit clock signal for slow baud rate

S ome standard values for subcarrier and modulations performed by the RFID chip.

FAR-FIELD WIRELESS POWER TRANSMISSION

g Characteristics of Far-Field

Far'F'eld WPT The transmission process is based on the propagation of an EM
exploits the antenna wave between two antennas. So the transfer function is dependent
characteristics and Friis on the distance between the two antennas, the parameters of the
law. Observe the free antennas,and the structure of the electromagnetic wave. Finally, the

L transmission is governed by the so-called FRIIS equation
space attenuation in the

order of 30dB/m around
1 GHz.

PT = Pt-_—_——_(ll-nR)z a

iR, RX
Antenna Gt Antenna Gr
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29 g Antenna Radiation Regions

Far-field region

T gasset
LT T e

Fresnel
0.62{D3/2 < d < 2D?/2
Stationary&Propagation

Freq (MHZ) 13,56, 900 2450 5800
Rayleigh (cm) 484,96 7,31 2,68 1,13
Fresnel (cm) 1106,19 16,67 6,12 2,59

Antenna size: D, Communication Distance : d, Wavelength : A

M ain properties of antenna device.

30 g Antenna Radiation Parameters (1)

> Radiation pattern
+ Directivity
+ Aperture
+ Gain
> Polarization
+ Circular
+ Linear
> TX mode
+ Gain
+ Impedance
> RX mode
+ Reception surface
+ Impedance
> Reflection mode
+ Radar Cross Section

Antenna Parameters. Radiation Parameters.
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31 g Antenna Radiation Parameters (Il)

@h

antenna

> Circuit parameters
+ Impedance

> TX mode = Zy—Zy
+ Matching Z,+Z,
+ Bandwidth

2
> RX mode S, - ci')“
+ Matching =

+ Collected power
ﬁZchi

Chip

P.= S, x PowerDensity
> Reflection mode

+ Reflected power
+ Bandwidth Vo = 2,/R.P,

Antenna Parameters. Circuit Parameters.

32 g The Dipole A/2 (Usually for Tag)

Omnidirectional
Linear polarization
Directivity : 2,14 dBi aaaeae

Isotropic ~~ (X)
P o

©BW|..gus: 5t0 10 %

Elevation plane Omnidirectionnal plane

) ipole Case. Most of the UHF RFID tags are based on Dipole antenna. The advantage is the omnidirectional
operation, but length must be reduced. This is why meander configurations are very popular.
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33 g The Patch (Usually for Reader)

Substrate

A
P ree _T11 [P
ATTTIVIIEY

0 15-10 -5 o90° ) 3
(dB)

Linear/circular polarization
directivity : 5 to7 dBi

BW.ogs:1t02%

he patch antenna is used at the reader side. The major advantage is the easy method to generate circular
polarization.

34 g Backscatter Communication

P.= S, x PowerDensity A% = i
c T RCS = ﬁGgll —r2 Pgraa = RCS x PowerDensity

i N“! - B

vt | e

b) for chipimpedance of reflecting state

"”“”"WWWWWWWW

a) for chip impedance of matching state

Greuderataylg
P cotiected = Pabs + Preraa = Preader. (4mR)?

Qe—radiation process of antennas. When an antenna detects a signal, it generates a current on its metallic

part, which turns in new radiation signal. This is the backscatter process.
When an antenna is loaded by a match load, it backscatters the same power as the one absorbed by the

matched load.
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E g Basic Rectifier Parameters

Rectifiers are a
using nonlinear

characteristics of diodes.
Different  architectures
are  possible.  This
architecture is  based
on a 4 diode bridge
to rectify positive and
negative alternations of |
the feeding input signal. CCharges  C Discharges ‘~“-’a\':fi~‘tf§f“‘
Ripple T, v 4 Capacitor

/ \ i \ / \ / \ Ve Waveform

/ \ I \ a’ \ / \-‘m-_"\'ailh]‘l‘.
Ov i V') \ \V \ Capacitor

Load

INPUT IMPEDANCE

(@]
<
o
=

Resultant Output Waveform

36 g Schottky Diode As Rectifier

* Low forward voltage drop

between 0.15 and 0.45 volts %
» Very fast switching action. @
+ Less energy is wasted as heat ﬁ “

Table 1. Schottky Diode Packaging and Marking

single Single Series Pair Reverse Series Pair Unconnected Pair single
SC-79 ms S0D-882
Green™ S0T-23 S0T-23 SO0T-23 Green™ Green™
SMS7621-517
Marking: H
Pb-Free
# SMS7621-079LF SMS7621-001LF ¢ SMS7621-005LF ¢ SMS7621-006LF SMS7621-040LF
Marking: Cathode and SA Green™ Green™ Green™ Marking: E
Marking: XH1 Marking: XH2 Marking: XH8
4 SMS7630-079LF 'SMS7630-005LF 4 SMS7630-006LF 'SMS7630-040LF
Marking: Anode and SC Green™ Green™ Marking: P
Marking: XD2 Marking: XD8
Ls=0.7nH Ls=15nH Ls=1.5nH Ls=15nH Ls=06nH Ls=045nH

S chottky diodes have low forward voltage and fast-switching capability. They are very popular as rectifiers
at GHz frequencies.
Many products are commercially available.
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37 g Cockcroft-Walton Voltage Multipliers

Capacitors are In series 50 |amer values are needed
but 3 lower breakdown voltage rating is allowed. This
when high

Is
voltages at low cuments.

T T T

v EEH-A
capamnﬁsnnamm uomedmn Iunmmhaveammerwlageramy.
wrl'erns volsgee Lo

Circuit to multiply rectified voltages or currents. Voltage doubler is based on two diodes and two capacitors.

38 [2W CMos Rectifiers

rF1[_> RF1[—¢
r'@“ ok B
| Oe
@:12 L Miz"—l M7
rF2[ > RFzD
Diode-based NMOS Transistor PGCCR NMOS Transistor

RF_in D—) : i_I-IM—? % rF1[ >
[ Mud]}

EVI9 T~ Cour ) I { D%
= M12COUT M3k

rRF2[ -4
Voltage Doubler FGCCR PMOS & NMOS

\

'I'opology of CMOS rectifiers.
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Voltage Multipliers Comparison

O

(3}

] — |N=6
4 — N=4
7 — |N=2
— 3
2— . —'----l———----"_"'-.l
: ,
> i 7/
] / N IS
i y o ——
1] "
. ~ - C=2pF,
. - Load = 10 kQ.
0 |||I||IIIllllllllllllllllllllll
-25 -20 -15 -10 -5 0 5 10

Pin (dBm)

ADS Simulation with Harmonic Balance tool

Voltage level depends on the number of cells (Diode and Capacitor). Calculation is made for a specific load.

Efficiency of Voltage Multiplier

40 I~

— |N=6
— N=4
— N=2
— ‘DdL
X "~ Py
c
0IIII|IIIIIIIIIIII|I|IIII|IIII|IIII
-25 -20 -15 -10 -5 0 5 10
Pin (dBm)
ADS Simulation with Harmonic Balance tool

'I'rade-oﬁ between efficiency and voltage level.
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41 g Rectenna Device

RF Signal
Frequency NL Devices Vdc
Power Efficiency Power
\Y] M
A A
C > C
H e H
RF : RF to DC | DC power
N N . .
Antenna G Rectifier G Circuit

Qectenna = RECTIFIER + ANTENNA. But you need some matching circuits.

Loaded Rectifier Structure

Topology of rectifier
structure to modeling the
input impedance of RFID Chip

M atching requires an estimation of the input impedance of the rectifier. This is a simplified configuration.
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g Harmonic Balance (HB) Analysis

— HB considers that the signals in the studied circuit are modeled by
a series of harmonic signals. Then, the circuit is splited into two
subcircuits : Linear and Nonlinear.

2 | NonLinear
' subcircuit

i-v characteristic of i-v characteristic
a linear resistor. of a diode.

S imulation should take into account the NL behavior. So Harmonic Balance simulation is suitable.

44 g Input Impedance of Rectifier

30 0
254 _50
C 20- \ /ﬂ_, 3
\q-: / B '100 3
§ 15- o
3 --150 &
é 10+ §
5- ~ N _——200
0 -250
0.5 1 1.5 2 2.5 3
Frequency (GHz)
Input Impedance as a function of the operating frequency

Example of simulation. Estimated equivalent impedance of the rectifier as a function of frequency. In fact,
only the value of the impedance at harmonic frequency is meaningful.
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45 g Matching Options

U LUMPED COMPONENTS
»L, C elements
»Possible values
»Losses : Q factors

QDISTRIBUTED CIRCUIT

» Transmission lines

» Propagation Losses
» Size
U ANTENNA IMPEDANCE

» Design for given impedance

)iﬁerent options are possible for matching. The most effective method is the design of antenna with
specific impedance.

46 g RFID Tag Antenna Case

What are the constraints ?

*Matched to chip. y
*Complex impedance Zchip=A-jB
*(10<A<30, -600<B<-100)
*Zant=Zchip*

H * Low-cost substrate AND conductors AND process
* Nonconventional substrate, conductors
« Size must be as small as possible.
* Meet regulations and standards
* Robustness to Environment
*Modulation type (BASK / BPSK)
*BASK (Matching High impedance)
*BPSK (Matching Mean impedance)

M ain characteristics of tag antennas.
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a7 g UHF Tag Read-Range Evolution

1997  -8dBm 52m
1999  -10 dBm 6.5m
2005  -12dBm 8.2m
2007  -13dBm 9.3m —
2008  -15dBm 1.7m (.
2010 -18 dBm 16.5m ;‘i@\ L:».
201 -20dBm 20.7m I |'='
2014  -22dBm 26.1m {r t|
0
* (FS, 36 dBm EIRP, 2 dBi tag antenna) , _ 4 |EIRP
“ 4z\ Py Tow=TugPCGT

ead range of UHF RFID tags depends on the matching between RFID chip and antenna. It also depends on
the sensitivity of the RFID chip. In the last decade, the read range was double. It exceeds 25 m !

ADVANCED APPLICATION EXPLOITING NONLINEAR

CHARACTERISTICS OF RFID CHIPS

m g Non-Linearities in Passive UHF RFID

ome advanced

techniques to exploit
the NL characteristics of
Rectifier.

RFID chip—~>Non-linear Device

l_f/ Non-linearities of
faprs the RFID chip can be a source of

@m INFORMATION POWER
/ \ ...Several Design Approaches

Sensing Tag Harvesting Tag

\_/ - Performance Enhancement
- New Applications

Harvester
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49 g Powering a Sensor

Antenne Antenne
Lecteur Capteur d
bl = ) 7% . Puce RFID lﬂemper:n:e
q PMNB i EM4325 PSG03551
) 1
L]
e (80 cm) >
'~
Lecteur
Impinj Speedway

Module de gestion de

puissance
bq25504evm-674

(@)
The signal generated at the 3rd Harmonic is

rectified and used to power temperature sensor

Example of powering a sensor by exploiting the rectifier nonlinearity.

50 g Concluding Remarks

* NOTHING IS POSSIBLE WITHOUT ENERGY !
« WIRELESS TECHNIQUES DEMONSTRATED A CENTURY AGO
+ TWO WIRELESS VISIONS : COMMUNICATION, POWERING

- ADVANCES IN MICROELECTRONICS ALLOW WIRELESS COMMUNICATION &
POWER TRANSMISSION (WCPT)

« AMBIENT ENERGY COULD DELIVER ENOUGH POWER TO ACTIVATE RFID
TECHNOLOGY

Exploitation of the NL in passive RFID means a boost of existing applications and the birth of

other new ones.
CHANNEL DIVERSITY, SENSOR HARVESTING, AUTHENTICATION, LOCATION

hese are some of the lessons we can learn from  harvesting techniques. When exploited effectively,
the matter in the previous slides. Remember that  backscatter signal can lead to unsuspected
nothing is possible without energy, but sustainable  applications and concepts.
applications should avoid using batteries and prefer
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n this chapter, we will explain some electromagnetic basics and tools that are

necessary to understand the physics of wireless propagation in the context of the
Internet of Things. We will introduce a computational tool suitable for the evaluation of
electromagnetic fields transmitted from antenna to antenna. These fields are the carrier
for the signals controlling the IoT devices and possibly they also transport the energy
necessary to run them. On the other hand, all electromagnetic systems are susceptible
to receiving unwanted electromagnetic radiation coming in from the environment.
The corresponding scientific area is referred to as Electromagnetic Compatibility (EMC),
which also will be addressed in this chapter.
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1 g Agenda

*  Overview
«  Computational Electromagnetics

*  The FDTD Method

«  Shielding

+  Electromagnetic Compatibility Issues for the loT

he chapter is organized as follows. After a brief

introduction in Maxwell's equations, we will
introduce the Finite-Difference  Time-Domain
(FDTD) Method as an example for a computational
electromagnetics (CEM) tool. The chapter alsoincludes
a brief overview on the area of Electromagnetic
Compatibility (EMC) as an important issue for a

p g Overview (1)

and simulation:

* Need for a systematic design and layout of
wireless systems by electromagnetic modeling

reliable and safe function of the Internet of Things.
In particular, shielding as one of the most important
measures to ensure the EMC of devices will be
discussed in more detail. A 2D FDTD MATLAB® code
will be discussed and delivered to the students to
numerically compare different designs of a shielding
structure.

he idea of the Internet of Things generally requires

reliable electromagnetic connections between
quite different “things”, i.e. devices. Such a connection
can be realized by means of cables (“wired”) or — as
shown in this slide — using wireless techniques such
as Bluetooth and WLAN. To investigate and design
the physical behavior of these electromagnetic
channels, first a field analysis by means of a suitable

solution of Maxwell's equations is necessary. For
simple (canonical) structures, the principles can be
studied using analytical methods, but for realistic
geometries, the use of a suitable numerical method
will be necessary. Depending on the typical minimum
wavelength A of the electromagnetic wave, different
numerical methods are in use.
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Overview (lI)

g

d : Typical dimension

d< d~ ad>A
Low-Frequency Resonance High-Frequency
Regime Regime Regime

he minimum wavelength (corresponding to

the highest frequency in the relevant band) is
compared to the typical dimension d of the device of
interest. For d =~ A, isolated resonances may occur,
thus, the problem is defined to be in the “resonance
regime”. Computational electromagnetics (CEM)
software, i.e. codes which numerically solve the full
Maxwell’s equations, is capable of handling structure
dimensions up to the resonance regime and — to
some extent — up to the high-frequency regime.

o K-

* Solution of Maxwell’s equations by means of
numerically exact methods

Delivers numbers (not formulas)
Usually requires some discretization

Results obtained for a certain limited accuracy
(depending on the available hardware)

Visualization is usually easily obtained.

CEM methods include finite element methods, finite
difference methods, and integral equation techniques,
among others. If CEM methods are not applicable or
too inefficient, asymptotic methods like geometrical
optics and physical optics, the geometrical theory of
diffraction, and the uniform theory of diffraction may
be applied to tackle high-frequency problems. Finally,
analytical methods like modal analysis typically are
not limited to a specific frequency range, but they
cannot handle arbitrary geometries.

Computational Electromagnetics (1)
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“ g Computational Electromagnetics (11)

ithin ~ the  CEM

techniques,  we
usually distinguish
between local and global
numerical methods.
First, we suppose a
discretization  of  the
solution  domain into
elements (e.q. triangles,
rectangles, tetrahedrons,
or rectanqular
parallelepipeds). In local

46

Domain discretization

|
!

Local numerical method:
Each element is directly interacting
with the nearest neighbors.
(Finite Element Method, Finite Difference Method, ...)

numerical methods,
just the interaction between neighboring elements
is considered. Depending on the type of the field
expansion in each element, the neighboring elements
may include the direct neighbors only or those ones
behind the next neighbors as well. Corresponding CEM
codes include the Finite Difference and Finite Element

In contrast  to  local
methods in  global
numerical methods, the
field expansions in each
element interact with
the field expansions
in all other elements.
They are preferred if
the problem consists
of only a few different
materials, for instance,
problems bounded by

methods widely used for problems with a large
variety of different and/or complex materials. They
usually lead to large systems of linear equation which
are populated only around the diagonal (representing
the interaction with the nearest neighbors) while the
other matrix entries are zero.

n g Computational Electromagnetics (llI)

Domain discretization

SN LT
=

// \-’
AN
AN

Global numerical method:
Each element is directly interacting
with all other elements.
(Method of Moments, Integral Equation Method, ...)

perfectly  conducting
structure.  Usually the mathematical basis for this
formulation is an electric, magnetic, or combined
field integral equation with unknowns defined on
the surface between the different materials. The
integral equation is then transferred to a system of
linear equations by applying the Method of Moments
(MoM). Consequently, such codes are referred to as
integral-equation solvers, MoM-solvers, or boundary

element solvers, among others. They usually lead to
fully populated matrices. In case of electrically large
structures, these matrix equations are solved with the
aid of special techniques (spectral methods, multi-
level fast-multipole methods) which asymptotically
allow the computation time to be in the order of
Nlog N (instead of N* for a standard solver) with N
being the number of unknowns.
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Exemplarily, we  will
explain and apply the
Finite-Difference  Time-
Domain (FDTD) method

TROMAGNETIC COMPATIBILITY FOR THE INTERNET OF THINGS

n g The Finite-Difference Time-Domain Method (1)

Maxwell’s curl-equations:

,which is widely used in oo -

the areas of antennas, 3E(r, t) — 1 ﬁ % ﬁ(f" t) _ Ue(r)E'(f' t)
wave propagation, ot e(7) ’ e(7) ’

and EMC. As discussed =, iR

before, FOTD is a local OH () - _ ! V X E(F t) — Jm(r)ﬁ(f» t)
numerical method; the ot M(F) ’ M(f’) B

differential  operators
are discretized in time

and space, i.e. they are
replaced by difference operators. We start from the
two Maxwell curl equations where we assume a
linear, isotropic, non-dispersive, and inhomogeneous
medium which also can comprise both electric and

magnetic conductivities ® and ¢, respectively.
Note that also dispersive and/or anisotropic media
can be treated by FDTD but will not be explained
here.

“ g The Finite-Difference Time-Domain Method (II)

ext  we  write - - "
E 1 HZ b H ) - -

these two vector 0 %(r,t) = —, (8 a(r B _9 ?é(r t) _Ue('f')Ez(”">t)>
equations in the form t e(r) Yy #
of their 6 Cartesian OFE,(7,t) _ 1_) OHy(F,t)  OH.(F\t) o° () B, (7, 1)
components. It is easily ot e() 0z ox
recognized that the OFE. (7.t 1 OH. (7t OH.(7. t
6 field components Za(t’ ) = =7 ( ggg’ ) - g( 1) —of(7)E.(T, t))
are either directly or y
indirectly related to all OH, (7t 1 OE,(F,t)  OFE,(F,t
other field components, gé(t ) = ) ( %(z ) - za( ) — o™ (7 )Hx(rat))
thus we have to solve a . a . y_’
system of coupled first- OH,(7,1) _ 1 <5EZ(T»t) _ OE,(r,t) — o™ () H, (F, t))
order partial differential ot w(7) Ox 0z Y
equations. Interestingly, OH ,(7,t) 1 OE.(T,t)  O0E,(T,t) . .
Maxwell wrote in his i?t = (™) wy - géx — o™ (F)H,(7,t)
famous treatise these

equations also in the
form of Cartesian components since he did not know
the compact form using vector analysis introduced to
electromagnetics a bit later by Heaviside. We note

that we have only first-order differential operators in
these 6 Maxwell ‘s equations.
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KN s

In the standard FDTD
method, time and
space are uniformly
discretized. That is, we
consider only  space
points equally separated
by constant distances
Ax, Ay, Az inthethree
Cartesian directions.
Of course, the number
of steps [1,J,K in
each direction must be
limited for a realistic
simulation. That also
means that a direct

t = nAt

u(r,t) = u(ilAx, jAy, kAz,nAt) = ul’

48

The Finite-Difference Time-Domain Method (lIl)

Discretization in space and time:

F=iAx & + jAy Yy + kAz 2
(i=0,1,2,..,1;j=0,1,2,...J; k=0,1,2,..K)

(n=0,1,2,...,N).

Discretized function:

.5k

simulation of a free-
space problem is not possible with FDTD. We will
discuss that important issue later. Furthermore, also
the time is uniformly discretized into a finite number
N of time steps with a time step length of At . For

10 K

| first-order

derivatives in the
Maxwell’s curl equations
are replaced by central
difference quotients. For
instance, to calculate the
first derivative Ou/ox
at  x=iAx, we
expand the functions

n

Ou
ox

0,4,k

n

i — ul;.

the sake of a short concise writing, we use the short
notation U|Zj,k , meaning the quantity is evaluated
at the location ¥ =iAx & + jAy § + kAz 2
and time ¢t = nAt.

The Finite-Difference Time-Domain Method (1V)

Central difference quotient:

AL +0 [(Aa:)Q]

u(x)

ul(i+1/2)Ax]
and  u[(i—1/2)Ax]

n

u i+1/2.j.k I

u
into Taylor expansions i-1/2,).k
around iAx  and
subtract  the  results

from each other. We

>

Ax

just consider the first
3 terms of each expansion and obtain the result
represented in the slide. We also may graphically
interpret  the central difference quotient, as
indicated in the figure: The tangent at the curve

at iAx is approximated by the straight line
between  {(i—1/2)Ax;u[(i—1/2)Ax]} and
{(@+1/2)Ax;u[(i+1/2)Ax]}. Note that this is
a second-order approximation with respect to Ax .



49

ext we replace in
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n g The Finite-Difference Time-Domain Method (V)

Discretization of Maxwell’s equations:

the six Maxwell’s

' i [ OH, (7t 1 OE,(T,t) OE,(7,t . .
equations all differential 2(Ft) . y(7 1) OE.(Ft) o™ () Hy (7, 1)
operators by central- ot w(r) 0z Oy
difference operators as
exemplarily shown here.

i 1 n+1/2 n—1/2
We observe that in this H, [T 2 _ [, I k/ 1 Ey|2j,k+l/2 - E, Zj’k_l/z
equation we have the A = Tk As
magnetic field at three " . .
different  time  steps B Ez|i,j+l/2,k - Ezli,j—1/2,k:

n—=1/2,nm,n+1/2

while the electric field is
given at one time step
n. For all 6 equations,

Ay

—0™ijk le?,j,k }

it would mean that we
have all six components at three different time steps.
Since FDTD is dealing with a time-stepping procedure,
it follows that for the calculation of the component
at the newest time step, we always had to know

the values at two preceding time steps. In total, this
would lead to a considerable amount of data we had
to store at each time step.

n g The Finite-Difference Time-Domain Method (VI)

'I'o reduce that amount
of data, the standard
FDTD wuses a trick: To
get rid of the third time
step in the central-
difference  equations,

we describe the value of

Zli,g,k .3,k

Halij =

H |n+1/2 |n 1/2

Arithmetic mean:

n—1/2

+1/2
H|n / 1,5,k

alijn T He

2

H| L35 an arithmetic
meari” of the two
temporally nelohbored
values H| and
H |" I Actually,such
a Imear approximation
is in accordance with
the general second-

At

n n
1 Ey|1:,j,k+1/2 - Ey|i,j,k—1/2
ik Az

n n
B Eelijirjon = Belig1yon
Ay

Haliga” + Halis”

.5,k 2

_O-m

!

order FDTD  scheme.
Furthermore, this is needed only within conducting
media. Note that in highly conducting media, this
approximation can be refined taking into account
the temporally exponential decay of the field. Finally

with this step, we remark that we always need only
one set of field values (i.e., at one time step) to
evaluate the newest values.
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13 -
ext, we isolate the

N expression with

the newest time step in
each of the six equations
and put them on the left
side of the equations as

The Finite-Difference Time-Domain Method (VII)

o™i kAt
2435,k n—1/2
————i | Hy

n+1/2
H$|i+1/2,j,k =+

" iy kAt
24fi, 5,k
At

Wik

o™ kAt
24]i,5.k

i+1/2,5,k

1—

1+
+

1+

Az

n n
) (Ey|i+1/2,j,k+1/2 - E?lli+1/2,j,k—1/2

n n
_ E2|i+1/2,j+1/2,k B E2|i+1/2,j—1/2,k)

shown here for the two Ay
x- components of the 1— liawdt

} } E |n+1 =+ 2¢li,j,k E |n
electric and magnetic wlij+1/2,k+1/2 = 14 Cligwdt | Tel1/2k+1/2
. . 2¢eli,5
fields. In addition, we Asl ok " o

t n n

re-order them  such n elisik Heli i w2 = Helijiliaye
that the electric fields 14 Zlniedt Ay

. " N b
are given at “entire L2

_ yli,j+1/2,k+1_

time steps (n,n+1),
whereas the magnetic
fields are given at “half”

+1/2
Hy|2j+l/2,k
Az

time steps (m—1/2,n+1/2). We observe that
the result can be interpreted as an update algorithm
for the six field components. Note that the locations

K o

Each of the electric
(magnetic) field
components can  be
calculated  from  the
same electric (magnetic)
field component one
time  step  before
and from two of the \ \

"Leap-frog’-algorithm

[ = 17— [ 7sfi 2

of the electric and magnetic field components are
also shifted, the reason for which will be explained
in Slide 3.15.

The Finite-Difference Time-Domain Method (VIII)

v

magnetic (electric) field
components one half
time step before. The
algorithm is performed
each half time step,
where beginnin
from start_ values E|
and ﬁ|120f all six

=
-
-
—
—

components  at  all
locations — alternately the electric or the magnetic
field components are updated. Therefore, this

iteratively working technique is also referred to as a
leap-frog algorithm.
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15

look at the spatial

arrangement of
the field components
in the six equations
reveals the situation
represented in this slide:
The six  components
can be arranged on the
surface of a rectanqular
parallelepiped with edge
lengths  Ax, Ay, Az .
If one corner of it is

(i+1,5,k)

Yee cell

The Finite-Difference Time-Domain Method (IX)

(ij+1.k)
1 lEZ A Hy
H, (i,,k)
E
X
(1,J,k+1)

denoted as i, j,k, the
magnetic field components lie on the mid of the three
neighboring edges of the rectanqular parallelepiped
while the electric field components are located at
the centers of the three neighboring surfaces. This
arrangement is commonly referred to as a Yee cell in

16 -

Basically, we are now
ready to discretize a
given bounded domain .
with given  boundary
conditions  into  Yee
cells and run the leap-
frog algorithm. One of
the remaining questions
is how to_ choose _the
parameters Ax, Ay, Az,
and Atz . Usually, first the

spatial parameters are At <

set to one-tenth of the
minimum  wavelength.
For instance, if the typical

Stability of the leap-frog algorithm:
Available parameters: Ax,Ay, Az, At

Spatial discretization chosen such that
Ax,Ay, Az < A , typically Ax,Ay,Az < /y

Question: How to then choose Af ?

Answer: For an absolutely stable solution,
it is sufficient to choose (Courant condition):

honor of Kane Yee who first proposed FDTD in 1966.
The entire solution domain is uniformly filled with such
Yee cells. The material parameters can differ from
cell to cell to simulate an arbitrarily inhomogeneous
structure.

The Finite-Difference Time-Domain Method (X)

10

1

c ! + ! +
(Az)* ~ (Ay)*  (Az)?

1

maximum frequency is 1
GHz, then the wavelenath in free space is 30cm and
the corresponding Ax, Ay, Az should be set to not
more than 3cm. Once the spatial parameters are fixed,
one can show that for a (absolutely) stable algorithm
the time parameter A7 must be set according to the
Courant condition written here. ¢ denotes the velocity

of light (phase velocity) in the medium. The time
parameter should not be set much smaller than the
necessary value because the computational efficiency
is decreasing and — even more important — the
systematic error caused by the discretization, which is
called numerical dispersion, is increasing.
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17

he standard FDTD

algorithm  requires
a bounded domain
with given boundary
conditions, ie. a
vanishing  tangential
electric or magnetic >
field or a fixed relation
between them. For the
important case of an
open boundary needed
for instance to simulate
the electromagnetic

Einc
Hinc

T

E(7) = E™(7) + E*(F)
H(7) = H™(7) + H**(F)

The Finite-Difference Time-Domain Method (XI)

Simulation of free-space problems:

SC

SC

radiation  from  an
antenna into free space, a boundary has to be defined
which simulates the free space. Similar to an anechoic
chamber, this boundary has to prevent any reflected
field. To this end, we first separate from the total field

13 -

he scattered field

defined in  the
preceding slide must
not  experience  any
reflection  from  the
boundary  simulating
the open space. Such
a boundary was first
proposed by Berenger
and is referred to as the
Perfectly Matched Layer
(PML). Within the PML,
the scattered field is split

the given incident field and the scattered field caused
by any scattering objects. In case that the source is in
the FDTD solution domain (e.g., an antenna), the total
field is identical to the scattered field.

The Finite-Difference Time-Domain Method (XII)

Perfect conductor

ce=gnm=()

——

into two parts: One of
these parts would - if it would be the only part - travel
in the direction perpendicular to the boundary. For this
part, the PML medium is perfectly matched, i.e., the
ratio of the electric conductivity to the permittivity in
vacuum equals the ratio of the magnetic conductivity
to the permeability in vacuum. For such a medium, it is
known that there is no reflection for a perpendicularly
incident wave. Moreover, due to the losses, the

amplitude of this part is exponentially decreasing. The
other part would (if it existed alone) travel in parallel
to the boundary. For this part, the PML represents
vacuum and naturally not causing any reflection.
However, the mentioned two parts are still coupled
with the result that for any angle of incidence there is
no reflection at the PML boundary, while in the PML,
the field amplitude is exponentially decaying.
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19

ne specific problem
which occurs while

treating scattering The incident
problems is how to field has to
incorporate the incident be known
field (e.q, a plane only at the

electromagnetic  wave)
into the FDTD scheme.

A common way to do between
this is known as the total and
total field /scattered scattered
field formulation. We fields!
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The Finite-Difference Time-Domain Method (XII1)

Total field / Scattered field formulation:

boundary |

==

W

Total field

Scattered field

PML

first draw an imaginary
boundary into the solution domain which encloses all
objects which are different from the free space. The
field values in the inner part represent the total field,
and those in the outer domain are representatives
of the scattered field. A simple analysis using the

FDTD formulation at the boundaries reveals that the
change from total to scattered fields at the imaginary
boundary is accomplished by employing the known
incident field values there.

n g Electromagnetic Compatibility Issues for the l1oT (1)

he Internet of Things

may naturally become
susceptible to  threads
caused by an insufficient
electromagnetic
compatibility (EMC) of
the systems and devices
involved. Therefore,
particularly devices with
wireless connections
must be constructed
such that they become
robust and compatible
to any environment
they were designed for.

Electromagnetic Compatibility is the ability of a
device to reliably work within a well-defined
electromagnetic environment without influencing
the electromagnetic environment such that it
would be unacceptable for other devices in the
same environment.

—>National and International Standards describe
what is well defined and unacceptable!

Ce

1O

The legal definition of
EMC shown here includes an active and a passive
component. The level of interferences caused by an
active device must not exceed well-defined values; on
the other hand, any device must be able to withstand
a certain level of interference without a malfunction.

Of cause, these levels of interference are defined in
national and international standards. For instance, any
device sold in the market of the European Community
has to comply with such standards. With the “CE” sign,
the manufacturer does guarantee that.
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he use of the correct
terminology is very

important  to  ensure

that all partners in this Source of
multi-disciplinary subject interference
“EMC" do understand.

First, all of the electric |  |j@--=====--~-
arts in a given system

gre dengoted ' and X Target of
numbered as “devices”. interference

There may be devices
which act as sources of
interference, others as
targets of interference,

Device 1

)

—

n g Electromagnetic Compatibility Issues for the loT (1)

Device 2
)
PatheI? of Source of
coupling interference
4 ™
Envirens= . Target of
& interference
[NEmn L )
Device 3

and there also may be
devices which simultaneously act as sources and
targets. The EMC within the device must also be
considered though it might have been ensured by the
manufacturer of the device. The devices are located
within a certain environment. All sources and targets

are related through paths of coupling. A systematic
EMC analysis includes the identification of all possible
sources, devices, and paths, as well as a corresponding
assessment of any possible interference.

n g Electromagnetic Compatibility Issues for the loT (liI)

'I'he most  often
interferences  with
frequencies up to

several MHz are natural

and  originate  from
T-storms around  the .
world most of them
nearby the equator. e

Among the man-made .
interferences, we have
to distinguish between e
wanted and unwanted .
sources. The first ones
include radio and TV

Typical sources of interference (examples):

* Atmospheric disturbances (T-storm lightnings around the
world anytime), frequencies up to MHz.

Radio stations, TV stations, radar stations, mobile comm.
stations and phones, up to 100 GHz

Power lines, transformers, switches, power electronics

Household appliences, tools, cars, trains, commutator
motors, electronic devices

Electrostatic discharge (ESD)

stations,  radar,  the
mobile communication networks and corresponding
phones. Among the unwanted sources are power
lines, transformers, and power electronic devices,
but also household appliances, cars, and ftrains.

Electrostatic discharge (ESD) plays a special role as a
source of interference, which is dangerous especially
for sensitive high-ohmic electronic circuits.
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For the  coupling
of interferences
from the source to
the targets along the °
paths of interference,
different  mechanisms .
are responsible:  The
galvanic coupling
may occur if there is .
a galvanic connection
between source and
target. Sometimes .
these connections are

interference)

n g Electromagnetic Compatibility Issues for the loT (IV)

Coupling mechanisms:

* Galvanic coupling (e.g., using same ground line)

Capacitive coupling (e.g., electrodes of the unwanted
capacitor are in different devices, used at lower frequencies)
Inductive coupling (e.g., circuits in different devices act as
primary and secondary part of an unwanted transformer,
used at lower frequencies)

Electromagnetic coupling (general coupling, all effects
included, mostly used for higher frequencies and radiation

Electrostatic discharge (ESD)

not directly recognized
since the non-zero resistance of a real line is not
represented in the outline of the circuit. Moreover,
coupling  mechanisms include capacitive and
inductive interactions between different devices,
particularly lines. The corresponding modeling is
possible only at lower frequencies where capacitors
and inductors may be defined. The general case of

he electrostatic

discharge (ESD) can
generally be modeled
using this circuit. The
charge-loaded  device
(source) is modeled
by a capacitor C,
and a resistor R.
Consequently, the
source is  discharged
even without an ESD
according to a time
constant 7, = RC .
If the distance to the

Source
(Loaded)
Device

* Typical electrostatic discharge (ESD) modeling:

modeling the electromagnetic coupling includes
galvanic, capacitive, and inductive effects, but is only
necessary if the frequency is too high for a network
description, i.e., if the dimensions of the investigated
structure are in the area or larger than the typical
wavelength of the interference.

m g Electromagnetic Compatibility Issues for the loT (V)

Target
Device

Coupling

target device which
also is modeled by a resistor and a parallel capacitor
becomes too short, there is a discharge symboled
by a corresponding flash. The path of interference

is modeled by a resistor R and an inductor [, in
sefies.
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epending on the

type of interference,
mainly two different
measures to prevent
devices and systems
from EMC problems
are in use. In case of
“cabled” interference,
ie, if the path of
interference is built up
by a line, filters are in
use to secure the EMC.
Here, we can distinguish

Two most important measures to ensure EMC:

* Filters: For line-connected devices
- Frequency-selective filters (passive R-L-C)
- Galvanically decoupling filters (Transformers, optically
coupling devices)
- Surge-protective devices (Suppressor-diodes, varistors,
surge arrestors)

* Shielding: For radiation-based interference processes

n g Electromagnetic Compatibility Issues for the loT (V1)

between three types of
filters: frequency-selective filters such as capacitors,
inductors, and resistors and any combinations of
them are in use to prevent interferences of certain
frequencies (lowpath, highpath, and bandpass
filters). Transformers and optically coupled devices
(optocouplers) are in use to galvanically decouple
sources from targets while surge-protective devices
like suppressor diodes, varistors, and surge arrestors

he principal design of
a perfectly shielded
system is shown in this
slide. The two shields
of the two devices are
connected by a line

are employed to prevent devices and systems from
being influenced by high voltages coming for instance
from a lightning or from an interrupted inductor-
current. It is not uncommon that sensitive devices
contain several or all of the filter types. To prevent
devices from “radiated” emissions of sources, the
main measure used is shielding.

o Y e

which also is shielded.

0

It is important to note

that the cable shielding D

is a continuation of the

device shielding. The \

interference caused .

by a radiated emission shield
of device 1

of a distant source (or

Shield
of device 2

Cable Shielding

any other disturbing
electromagnetic field) is prevented from entering the
inner system of the shielded structure. This general
shielding structure is obviously present if we connect

two high-frequency devices by a coaxial cable. The
shielding principle depends also on the frequency
regime as will be demonstrated in the next slides.
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he realization of 3

B2 ¢ ET

shielding  structure
against electrostatic
and low-frequency
electric ~ fields  can
be accomplished
most simply by any
conducting  material.

Since the electrostatic
lines of force end on
the  metallic  shield,
also small apertures in
the shield are allowed.

Shielding against electrostatic / low-frequency electric fields

Because of energetic
reasons, the lines of force are seeking for the
shortest way to their end. Thus, they do not enter the
aperture if its dimension is not too big. This principle
is represented in and well known as the Faraday

cage. For the proper functioning, it is important that
the shielded device and the shield are on the same
potential. Typically both shield and shielded device
are connected and earthed.

B ¢ X

'I'he electric
conductivity does
not have any effect
in case of shielding

Shielding against magnetostatic fields

against  magnetostatic
fields. Thus, and
because there is no
magnetically conducting
material, shielding
against  magnetostatic
fields is one of the
most expensive
types  of  shielding
measures. Usually
this is  accomplished

by employing a material with a high value of its
permeability. For instance, mu-metal (a3 nickel-
iron soft ferromagnetic alloy) may have a relative
permeability of several hundreds of thousands. As
illustrated in the slide, because of energetic reasons
the lines of force of the magnetic field prefer to
follow the high material instead of going through the

shielded domain. However, to achieve a reduction of
the magnetic field by 100 dB, tens of centimeters
thickness of the shield are necessary. Moreover,
apertures in the shield have to be avoided, which
even increase the costs for a well-functioning shield
against magnetostatic shields.
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he situation changes

drastically in case of
low-frequency magnetic
fields. Because of the
induction principle and
corresponding eddy
currents, the conductivity
plays a crucial role in
the shielding effect. A
parameter to estimate
the thickness necessary
to obtain the desired
shielding effect is the
skin depth, which is
related to the circle

o B o

Ly

st}

Skin depth:

§=.]-2
who

o=0

Shielding against low-frequency magnetic fields

frequency @, the permeability £, and the electric ~ Again, apertures in the shield should be avoided.
conductivity o of the shield material as shown in  Note that this type of shielding is also common for
the slide. To achieve a shielding effect, the thickness  cable shielding.

must be several times smaller than the skin depth.

o B e

For high-frequency
electromagnetic
fields, the full Maxwell’s
equations have to be
solved.  For arbitrary
shielding structures, this
can be done numerically,
for instance, using the
FOTD method described
above.  For  studying
the  principle,  also
analytical methods can
be applied. This slide
shows a snapshot of the
electric field for a plane
electromagnetic ~ wave

Slitted
cylind.
shield

Shielding against high-frequency electromagnetic fields

incident on a slotted circular cylinder. The electric  the wavelength can be easily deduced. We observe
field is polarized in the direction of the cylinder axis  that the amount of field penetrating through the
(TM-case). The ratio of the diameter of the cylinder to  aperture is limited.
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Bl ¢

he situation changes

if we increase this
ratio increases.  We
pbserve 3 resonance Slitted
in the shielded domain cylind.
which is obviously fed shield
through the aperture.
This effect is more or
less independent of the
size of the aperture and
should be considered
while employing shields
against electromagnetic
fields in the resonance Shielding against high-frequency electromagnetic fields
regime. One way 1o
avoid such resonances is
to cover the interior walls with absorbing materials.  penetrating though the aperture exploiting the cut-
Another way is to limit the amount of energy  off frequencies of empty wavequides.

B ¢ D

'I'o explore this point,

we look at these

three different designs
of an aperture. The left

one represents  just
one big slot while the
design in the middle
consists  of two  slots
with totally the same
length as the design in
the left example. The
right design is similar to

_ _ Exercises:
that one in the middle; Application of FDTD to shielding design:
however, the apertures Which structure performs best?

are extended by means
of  empty-wavequide,
like structures. As an exercise, all three designs should ~ wave coming from the left. The amount of energy
be analyzed by a self-written FDTD code for different  passing through each aperture should be compared
frequencies and polarizations of the incident plane  as discussed.
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his chapter is focused on the analysis of integrated circuits and systems for wireless

transceivers operating at several frequencies (from sub-GHz to mm-waves) targeting
communication applications.

Basic concepts of wireless communication systems are reviewed: duplexing,
modulations, multiple access techniques, VLSI transceiver architecture and main
hardware building blocks like power amplifier and low noise amplifier (LNA).

Advanced communication techniques like direct sequence spread spectrum and
frequency hopping spread spectrum are also detailed.

Real examples of wireless transceivers from scientific literature and from commercial
products are also discussed.
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1 9 Agenda

+ Spectrum allocation for loT services

+ Basics of RF communication systems, duplexing & modulations
* VLSI transceiver architectures

* RF building blocks

+ Radio link budget analysis

+ Equipment for RF measurements

+ Medium access techniques

hapters 3 and 4 focus on integrated circuits (ICs) and systems for wireless transceivers operating at RF or
mm-waves in communication (Chapter 3) and remote sensing (Chapter 4) loT applications.

2 g Electromagnetic spectrum

<«— SOUND RADIO LIGHT HARMFUL RADIATION—>

24 GHz 4G CELLULAR
ISM band

VHF = VERY HIGH FREQUENCY
UHF = ULTRA HIGH FREQUENCY
SHF = SUPER HIGH FREQUENCY ISM bands o

EHF = EXTREMELY HIGH FREQUENCY 315.915 MHz "';{:"‘)'LBGHZ ‘
e _. 30 km 0.3 km 3m M S
- AM Broadcas FM Broadcastip] o
--Sonics—»<Ultra-sonics » <4—— Microwaves —»
10IkHz 1 IVlle 100 |MHz 10 (l-T-Hz

ith reference to the Electromagnetic spectrum, most of 10T transceivers operate worldwide in the sub-6
GHz part, particularly in the sub-GHz portion and around 2.4 GHz, although new high-band applications
are emerqging at mm-wave.
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Worldwide spectrum allocation
3 for 1oT wireless transceivers

1’

~‘ “'C . 433/868MHZ(

T

315/915MHz

2.4GHz “

433/915MHz .

U nlicensed ISM (Industrial Scientific Medical) bands for loT, particularly for short-range devices (SRD), are
available worldwide around 315, 433, 868, and 915 MHz, plus 2.4 GHz. As an example, in Europe, the
bands 433-434.79 MHz, 863-870 MHz, and 2.4 - 2.48835 GHz are used according to ETSI EN 300 220/440/328.

Worldwide mm-wave frequencies for loT

wireless transceivers (communications

4-channel bonding yields one 8.640 GHz-wide channel

/ N\
3-channel bonding yields two 6.480 GHz-wide channels
/1St s \ 2nd"\
2- channel bonding yields threeiSZ_OGﬂz ﬂdﬂ:hﬂme_ls o
/st  and A4 ., AN
240 MHz 2160 GHz 120 MHz
alne % Balnn
I | | 11
N
} T T T T T T T T I
57 58 59 60 61 62 63 64 65 66

Europe: max. 10 dBm output power, max. 40 dBm EIRP
Australia: max. 13 dBm output power, max. 43 dBm EIRP
USA, Canada, New Zealand: max. 27 dBm output power, max. 43 dBm EIRP
South Korea: max. 10 dBm output power
China: max 10 dBm output power, max. 47 dBm EIRP

Japan: max. 10 dBm output power, max. 57 dBm EIRP

N ew high-band applications are emerging at mm-waves, exploiting for short-range (due to peak absorption
of oxygen) communications the multi-GHz spectrum available worldwide for free at 60 GHz.
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Worldwide mm-wave frequencies for loT

wireless transceivers (sensing

20..
10 -
¥ . 24-24.25GHz .
z 0 {SM Band
E .
o
B .
&
o
[}
v d . &
000 % s 20 22 24 26 23 W 32 M o™ o8 ®
Wavelength (mm) Freauency IGHz1

or remote sensing applications at mm-waves, the 24 GHz and the 77 GHz spectrum bands are preferred
due to lower attenuation than 60 GHz.

RF communication systems -basics

» Simplex RF System

= A radio technology that allows only one-way communication from a
transmitter to a receiver

= Examples: FM radio, Pagers, TV, One-way AMR systems

-

TRX i‘

'T/L)

he RF communication system basics include the duplexing mode (simplex, half or full duplex), the latter
being preferred for peer-to-peer communication systems, such as cellular phones.

® 2006 Texas Insfruments Inc, £
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RF communication systems -basics

» Half-duplex RF Systems
= Operation mode of a radio communication system in which each end can
transmit and receive, but not simultaneously.
= Note: The communication is bidirectional over the same frequency, but
unidirectional for the duration of a message. The devices need to be
transceivers. Applies to most TDD and TDMA systems.

= Examples: Walkie-talkie, wireless keyboard mouse

* Full-duplex RF Systems
= Radio systems in which each end can transmit and receive
simultaneously
= Typically two frequencies are used to set up the communication channel.
Each frequency is used solely for either transmitting or receiving. Applies
to Frequency Division Duplex (FDD) systems.

= Example: Cellular phones, satellite communication

[ or Half-duplex systems, TDD is usually adopted, while for Full-duplex ones, FDD is adopted.

8 g RF transmitter and receiver

* Transmitter
¥ TRt ——
analog Ry
digital baseband j\
data signal ——
101101001 modulation | \ /\ /| modulation / \ Tx
radio R —
carrier [/VW {al
* Receiver \ S
analog _/0—-)--—0Rx
baseband .
- digital .
/\/v\/ analog =g ynchronizati data ¥ Te

carrier ®)

demodulation /\/\/ decision 101101001 \..
N\/\/[ radio -tw

FDD (Frequency Division Duplex) Filters for TX/RX selection (a)
TDD (Time Division Duplex) TX/RX antenna switch (b)

he RF transceiver architecture is based on the modulation of a digital baseband signal with a high-frequency

sinusoidal carrier, which is then demodulated at the receiver side when synchronization and maximum
likelihood decision is taken to reconstruct the received digital data. Proper antenna switch or filters are used
for transmitter/receiver mode selection in the integrated terminal.
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9 g RF transmitter and receiver

Transmitter

Receiver

End-to-end simulation/model must take into account the effect on signals of the communication channel.

' [ g Amplitude Shift Keying (ASK)

Pros: simple scheme
Cons: susceptible to attenuation, noise, interference
Cons: non constant envelope = needs linear amplifiers (no power efficient)

M odulation is the process of superimposing a low-frequency signal (information) onto a high-frequency
signal (RF carrier). Modulation of the carrier through digital signals is known as shift keying. In ASK, the
Amplitude of the carrier is varying.
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0n-0ff Keying (00K)

Pros: simple scheme, low power consumption
Cons: lack of synchronization
0 > transmitter amplifier OFF

1 -> transmitter amplifier ON
| | | | |

1 -

Signal Level
o

Aspecial case of ASK to reduce power consumption is 00K (On-0ff Keying), although missing synchronization.

Frequency Shift Keying (FSK)

Pros: less susceptible to noise

Constant envelope = relaxed linearity requirements for the TX amplifier

Cons: theoretically requires larger bandwidth than ASK
Binary FSK (BFSK) as basic

Gaussian FSK (GFSK) used in Bluetooth thanks to better spectral density
than BFSK

Carrier 1
(frequency #1

Carrier 2

(frequency#2
FSK
modulated
signal

Frequency varying-
amplitude constant

n angular modulations, frequency of the carrier (FSK) or phase of the carrier (PSK) is varying.
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Pros: less susceptible to noise, bandwidth efficient

Cons: requires synchronization in frequency and phase, thus
complicating transmitter and receivers

Constant envelope = relaxed linearity requirements for the
transmitter amplifier

Modulation in amplitude and phase

(e.g. 8 QAM: 0, 90, 180, 270° in phase; VL or VH in amplitude)
Pros: bandwidth efficient

Cons: non-constant envelope (needs linear amplifier), complex scheme
Baud: transmitted symbol, 1 Baud may include multiple bits

(e.g. bit rate is 3x baud rate in 8 QAM)

Amplitude
Bit rate: 24 Baud rate: 8
3 bits 3 bits 3 bits 3 bits 3 bits 3 bit